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PREFACE

This book is presented to the Member States of the United Nations
by the United Nations Institute for Training and Research
(UNITAR) as part of its programmes in the field of Information
Technology.

It is, as the title indicates, an invitation to consider the importance of
starting negotiations in a sector which has been much ignored over
the past few years.

Hopefully, its importance and depth will be duly appreciated, and the
material in it actually used for negotiations on a Law of Cyber-Space.

Marcel Boisard
United Nations Assistant Secretary-General
Executive Director, UNITAR
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THE LAW OF CYBER-SPACE FOREWORD

FOREWORD

This book is a sequel to the earlier work on Information Insecurity, in
which it had been argued that the absence of globally harmonized
legislation was turning cyber-space into an area of ever increasing dangers
and worries. In many ways, this situation is similar to the problems faced in
dealing with the high seas, where the absence of consensus legislation was
also creating an avoidable and acute vacuum. The international community
finally woke up to the challenge, and started negotiations on the Law of the
Sea. Those negotiations went on for almost a decade, but did finally
succeed. The world is much better off as a result.

In the case of cyber-space, the challenge is far greater. The speed of
change is phenomenal, the dangers affect all countries without exception,
new shoals and icebergs appear every day, and global responses are sporadic
or non-existent. There can be no doubt whatsoever that a globally
negotiated and comprehensive Law of Cyber-Space is essential.

A complication arises from the fact that there are three distinct parties
whose agreement would be necessary in any negotiations, namely, the
governments, the private sector, and civil society. Each has an interest in
the outcome, and each is a legitimate and absolutely essential stake-holder.
Governments have the obvious power to legislate and to enforce laws. The
private sector is the engine of all research and development in the sector of
information technology, and knows the intimate details of the hardware and
software on which its architecture is based. Civil society is the ultimate end-
user, and benefits or suffers from its use and misuse. All three have
somehow to be fully involved in the negotiations, in an atmosphere of
mutual trust and respect, in which no one of the three tries to impose its
weight on the other two.

The question is where these essential negotiations can be conducted. It
would appesar that only the United Nations can provide the neutral and
legitimate forum for this task. It is the only truly universal multi-lateral
organization that we have, and its stamp of legitimacy is unequalled. Care
would have to be taken, however, to ensure that the location of the
negotiation in the United Nations is not interpreted as turning it into a
purely inter-government negotiation. That will just not work. All three
stakeholders must be full participants in the exercise.

This book is thus presented as a working manual for a tri-partite
negotiation. It attempts to list the known aspects of the problem, to analyze
the piece-meal manner in which different countries have addressed some of
its component parts so far, and to offer some solutions for further work.

An effort has been made to identify the different known legal problems
and to classify them under twenty-eight specific chapters. Chapters 01 to 16
form one part which describes what are the subjects of the criminal conduit
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in cyber-space, while chapters 17 to 28 explain where, why and how these
misconducts can fit into the present legal framework. The classification is
rather arbitrary, and is only meant to help in slicing the overall problem into
some component elements. Thre are overlaps and inter-linkages, which
future negotiators would have to unravel.

The pattern followed for each of these chapters is identical. A first part
attempts to identify the parameters of the problem, a second part brings
together most of the existing texts on the subject, a third part tries to spot
the loopholes that still remain to be plugged, and a final and fourth part
suggests some possible solutions. The latter are merely suggestions, as it will
be for the negotiators to agree on and determine the actual content of a
comprehensive Law of Cyber-Space.

This analysis is, unfortunately, seriously constrained by the fact that
technological advances in cyber-space are hurtling forward at break-neck
speed. In fact not a day passes without the discovery of new facts, new
dangers, new insecurities. That makes for a highly dynamic situation. As
opposed to that, the book being presented is static, because it is being
written and published at a specific point of time. Due note has thus to be
taken of the need to compensate for the gap that will inevitably exist
between this publication and all new developments.

A number of individuals have to be thanked for the enormous effort
that has been expended in preparing this book. In the first place stand
Professor Ehab Al-Shaer of the School of Computer Science,
Telecommunications and Information Systems, Professor Katherine
Strandberg of the College of Law, and Professor Patricia Szczerba of the
School for New Learning, all from DePaul University in Chicago, and a
large group of their students, who first researched the laws and regulations
adopted by different countries. Then come two young students from
Fairleigh Dickinson University in New Jersey, Kate Dumont and Max
Burkey, who helped sift and classify the vast amount of material that had
been gathered. Finally, my deepest and most grateful acknowledgement of
the assistance received from Mr. Florin Butunoi, a young lawyer from
Romania, currently, undergoing advanced studies at Seton Hall University
in New Jersey, whose inputs have been invaluable.

The manuscript was reviewed by Professor Ehab Al-Shaer, Professor
Katherine Strandberg, and Professor Barry Kellman, as also by Ambassador
Henning Wegener, the Chairman of the Permanent Monitoring Panel on
Information Security of the World Federation of Scientists. All gave
valuable suggestions for improvement and | am most grateful to them for
their time and effort.
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INTRODUCTION

By any reckoning, the phenomenal growth of the global information
technology infra-structure has been one of the most decisive events which
distinguishes our contemporary times. In just over the past five years, the
number of Internet users has sky-rocketed from 0.5 million to 6.5 million —
a thirteen fold increasez.

In the process, an entirely new universe has been created — the World
of Cyber-Space. In many ways, this new frontier parallels the Wild West,
with very few laws or norms to regulate human behavior, and innumerable
outlaws only too willing to exploit the virgin territory of this vacuum.

It is increasingly clear that the benefits of this World of Cyber-Space
cannot be enjoyed without drafting a comprehensive legislation, or without
harmonizing the isolated laws which exist here and there.

Here are some reasons why it is necessary more than ever before to
start work on this Law of Cyber-Space:

- Every day, more than 30,000 personal computers are being

recruited into secret networks that spread spam and viruses2.

With the help of computers and access to the Internet, intellectual
property continues to face high levels of piracy in key markets
throughout the world. Economic damage is estimated at $25-$30
billion globallys.

Data on 50 million credit cards and personal information has been
stolen in just the first half of 2005 in the USA alone.

Twenty percent of people responding to a 2004 survey in the USA
reported that they have personally been victims of identity fraud or
theft. If this data is projected, the results suggest that close to 50
million individuals have already been victims of identity fraud or
theft in this one country alone.

An innovative and burgeoning sector of the economy -
eCommerce — is now endangered. According to a recent survey, 64
percent of the people surveyed have decided against purchasing
something on-line because of fears about the leakage and misuse of
personal information.

In other recent surveys4, it has been shown that Internet attacks
continue to be the most prominent threat to service providers and
enterprise networks, causing the most devastating damage for
current businesses. The average losses reported by the firms as a

1 http://www.internetworldstats.com/stats.htm
2 http://news.scotsman.com/topics.
3 www.iipa.com/pressreleases/2005_ Apr29_Press_Release_USTR_301_Decisions.pdf

4 csi/FBI Computer Crime & Security Survey of 2004 and Arbor Networks Survey of Internet Infrastructure of 2005
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result of Internet attacks represent about 60% of all other losses.
Internet attacks now outpace what used to be the most costly
threats formerly, such as theft of proprietary information. About
40% of firms receive as many as 100 attacks a month, and 80% of
these are high magnitude virus and denial of service attacks.

Spam now accounts for 45% of all emails, or 15 billion messages
every day. The world wide cost to business stands at a staggering
total of $20 billion a year in lost productivity and technology
expenses. At the projected rate of growth, the number of daily
spam messages will rise to more than 50 billion by 2007, with costs
touching almost $200 billion per year.

A new technological threat now exists in the domain of terrorism.
Although terrorists have typically used traditional methods of
physical attack (explosives, kidnappings, and hijackings), their
attention will inevitably move with increasing frequency toward
cyber-terrorism. A large part of the global infrastructure will be
vulnerable to such attacks (pipelines, power plants, transportation,
communications systems, and other hard assets) because of their
high reliance on cyber-technology.

Cyber-war is now a real danger. If ordinary individuals have
understood the opportunities inherent in the damage potential of
information technology, states will obviously plan even more
devastating uses for this weapon.

It is therefore essential to agree on a Law of Cyber-Spaces. In
negotiating and adopting such legislation due account has to be taken of the
following essential aspects:

- Cyber-space is part of the common heritage of mankind. Access to
its benefits is a legitimate right for all peoples. The object of
legislation is not to limit that right, but only to limit or eliminate all
abuses of that right.

No negotiation would be possible or durable without the full
participation of all three stake-holders, namely, governments, the
business sector, and civil society. It would be a serious error to
believe that governments alone can negotiate the elements of a
comprehensive legislation.

Once all three stake-holders are brought together, the overall
endeavor must be to identify each and every one of the dangers
that exist, and then to agree on legislation which addresses each of
these dangers.

5 Toward a Universal Order of Cyber-Space: Managing Threats from Cyber-crime to Cyber-war- Report and
Recommendations, World Federation of Scientists, Permanent Monitoring Panel on Information Security. August
2003.http:www.//it is-ev.de/infosecur.
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Given the completely porous nature of boundaries and frontiers in
the face of advances in information technology, it would be
essential to harmonize laws globally so that, to the maximum
extent possible, all loopholes are plugged. The current divergences
in cyber-legislation in different states need to be noted.

The power of information technology as a tool for economic and
social progress must not be sacrificed at the altar of unnecessary
controls and censorship. Access to knowledge is by far the greatest
benefit of this technology, and no efforts must ever be made to
limit that access.

The agreed objective of global legislation must nevertheless ensure
a proper balance between freedom of expression and an effective
fight against the dissemination of all views of a racist or humanly
demeaning nature. While the legislation must respect privacy and
anonymity as important values, any abuse of these values must be
dealt with unequivocally.
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CHAPTER 01. DEFINITIONS

Definitions are essential in any law or treaty. A problem that is specific
to definitions in the field of information technology arises from the rapid
evolution which has characterized it over the past few decades, with new
words and new concepts emerging every year, and even every day.
Definitions thus suffer from their static nature in a highly dynamic
environment. So, Time is a problem.

A further complication arises from the disparities in technology and in
linguistic norms that distinguish different countries and regions in our
geographical globe. So, Space is also a problem.

The following definitions, which are neither complete nor exhaustive,
are nevertheless proposed to help in a better understanding of the
parameters of the problem and for possible use in any future negotiations:

Access control
Actions taken to permit the ordinary use of the components of a
communications system. The tasks performed by hardware, software and
administrative controls to monitor system operation, ensure data integrity,
perform user identification, record system access and changes and grant
USers access.

ACH
Automated Clearing House-a funds transfer system that was developed as
an electronic payment alternative to checks.

Address
A location that can be specifically referred to in a program. It can refer to a
storage location, a terminal, a peripheral device, a cursor location or any
other unit or component in a computer network.

Addressee of a data message
A person who is intended by the originator to be the ultimate recipient of a
data message, but does not include any person acting as an intermediary
with respect to that data message.

ADR-Alternative Dispute Resolution
The generic name given to several dispute resolution processes and
techniques which stand outside the traditional mainstream of formal state
jurisprudence.

Advanced electronic signature
An electronic signature which meets the following requirements: (a) it is
uniquely linked to the signatory; (b) it is capable of identifying the signatory;
(c) it is created using means that the signatory can maintain under his sole
control; and (d) it is linked to the data to which it relates in such a manner
that any subsequent change of the data is detectable.
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Anonymity
Lacking any distinguishing feature which can enable the identification of its
originator.

Archive
A procedure for transferring information from an on-line storage diskette
or memory area to an off-line storage medium.

ATM Cards
A type of Payment Card used in an Automatic Teller Machine, that deducts
expenditures directly from an individual’s bank or credit card account
account.

Automated computer system
Means a computer program or an electronic or other automated means
used to initiate an action or respond to data messages or performances in
whole or in part, without review or intervention by a natural person, each
time an action is initiated or a response is generated by the system.

Automated data file
Any set of data undergoing automatic processing.

Automatic processing
Operations carried out in whole or in part by automated means for the
following: storage of data, carrying out of logical and/or arithmetical
operations on those data, their alteration, erasure, retrieval or dissemination.

Backup
The provision, logical or physical, of facilities which can speed up the
process of restart and recovery following failure. Facilities may include
duplicated files of past transactions, duplicated processors, storage devices,
terminals, telecommunications hardware switches to facilitate the recovery
of data which may have been inadvertently lost or erased.

Bit
The smallest unit of coded information, normally stored and transmitted in
binary format by computer systems.

Bit map
A matrix of dots, all of the same density, that form an image.

Bot
A software agent which is part of an infiltrated software program, which
actis as a real person performing tasks such as retrieving and delivering
information, and automating repetitive tasks.

Broadcast
The simultaneous transmission of an electronic message to a number of
receiving locations.

Byte
A contiguous sequence of a fixed number of bits used as a unit of storage
measurement in computers, regardless of the type of data being stored.
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Cache memory
A very fast memory which can be accessed more quickly than regular RAM

(random access memory). As a microprocessor processes data, it looks first
in the cache memory, and if it finds the data there from a previous reading,
it does not have to retrieve it from the RAM in a more time-consuming
manner.

Certificate
An electronic attestation which links signature-verification data to a person
and thus confirms the identity of that person.

Certification-service-provider
An entity or a legal or natural person who issues certificates or provides
other services related to electronic signatures.

Civil Liberties
Personal rights which are protected from the arbitrary power of
governments, such as, the right to life, the right to privacy, the right to a fair
trial, freedom of speech and freedom of assembly. These are usually
guaranteed and protected by a constitution or by adherence to an
international treaty.

Civil Remedies
The means by which a right is enforced or by which the violation of a right
is prevented or compensated. Also, the means employed to enforce a right
or to redress an injury.

Communication
Any information exchanged or conveyed between a finite number of parties
by means of a publicly available electronic communications service.

Competition authority
A regulatory body that is responsible for the supervision of general
competition rules.

Compression
Techniques to reduce the number of bits required to represent information
in data transmission or storage, thereby conserving bandwidth and/or
memory.

Computer data
Any representation of facts, information or concepts in a form suitable for
processing in a computer system, including a program which can enable a
computer system to perform a particular function.

Computer system
Any device or a group of inter-connected or related devices, one or more of
which, pursuant to a program, performs automatic processing of data.

Controller of the file
The natural or legal person, public authority, agency or any other body,
competent under national law to decide what should be the purpose of the
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automated data file, or which categories of personal data should be stored,
or which operations should be applied to them.

Copyright
A form of state-sponsored protection provided to the authors of original
works. Works can include literary, dramatic, musical, artistic, or other
intellectual works, both published and unpublished.

Copyright owner
The owner of the particular rights and protections with respect to a
copyright.

Cyber-hooliganism
Computer network related mischief, such as defacing websites or releasing a
virus or a worm, without necessarily causing any serious disruption or
widespread panic or terror for the general population.

Cyber-stalking
The use of images, signs, language, or other similar means for the willful
purpose of systematically threatening, harassing, intimidating, tormenting or
embarrassing directly or indirectly another person, either through electronic
devices or by e-mail or over the Internet.

Cyber-terrorism
Attacks and threats of attack against computers, networks, and the
information stored therein, with the objective of intimidating or coercing a
government or its people in furtherance of political or social objectives.

Cyber-war
The deliberate use of information warfare by a state, using weapons such as
electro-magnetic pulse waves, viruses, worms, Trojan horses, etc., which
target the electronic devices and networks of an enemy state.

Data communications
The transfer of information between a source and a destination via one or
more data links, using appropriate protocols. Transmission and reception of
such data often includes operations such as coding, decoding and
validation.

Defamation
The delict of making a false statement of fact that injures someone's
reputation.

Denial of service attacks
Distributed Denial of Service (DDoS) attacks are aimed at denying
authorized persons normal and legitimate access to a computer or computer
network by overwhelming the latter with non-relevant messages. These
attacks may be launched from a single computer or from millions of
computers around the world.




THE LAW OF CYBER-SPACE DEFINITIONS

Distance contract
Any contract concerning goods or services concluded between a supplier
and a consumer under an organized distance sales or service-provision
scheme run by the supplier.

Domain name
Any designation in letters and/or numbers which is registered with or
assigned by any domain name registrar, domain name registry, or other
domain name registration authority, as part of an electronic address on the
Internet.

Electronic Data Interchange (EDI)
The computer-to-computer exchange of business data in a standard format.

Electronic device
A device that accomplishes its purpose dectronically by transferring signs,
signals, writings, images, sounds, data, or intelligence of any nature, using
wire, radio, or computer, and thorugh a system which can be electro-
magnetic, photo-electric, or photo-optical.

Electronic evidence
Documents originating in a native, or computer-generated, format and
containing metadata.

Electronic mail
Any text, voice, and sound or image message sent over a public
communications network which can be stored in the network or in the
recipient’s terminal equipment until it is collected by the recipient.

Electronic mail address
A destination, consisting of a unique user name or mailbox and a reference
to an Internet domain, whether or not displayed, to which an electronic
mail message can be sent or delivered.

Electronic signature
Identification data in electronic form which is attached to or logically
associated with other electronic data to serve as a method of authentication.

Electronic-signature product
Hardware or software, or the relevant components thereof, which are
intended to be used by a certification-service-provider for the provision of
electronic-signature services, or are intended to be used for the creation or
verification of electronic signatures.

Encryption
The translation of data into a secret code which subsequently requires a
secret key or password that enables its decryption. Unencrypted data is
called plain text while encrypted data is referred to as cipher text.

Extension
A suffix, typically three characters long, following a “dot” in afilename,
which allows computer users and programs to recognize a file’s format; for
example, resume.doc.

10
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Extradition
A formal process by which a criminal suspect held by one government is
handed over to another government for trial or, to serve a sentence.

Freedom of speech
The liberty to freely say what one pleases, as well as the related liberty to
hear what others have stated. Also the freedom to create and distribute
movies, pictures, songs, dances, and all other forms of expressive
communication.

Forging data process
Any operation upon personal data for the purpose of making a false
personal identification document.

Hacking
A generic term for all forms of unauthorized access to a computer or a
computer network.

Harassment
Any intentional, substantial and unreasonable intrusion into the private life
of a person that causes the person to suffer mental distress.

Hidden text
Editorial comments or text editing changes which are electronically
concealed until the reader operates a separate process to reveal them.

Identification means
Any name or number that may be used, alone or in conjunction with any
other information, to identify a specific individual, including any name,
social security number, date of birth, driver’s license or identification
number, alien registration number, government passport number, employer
or taxpayer identification number; unique biometric data, such as
fingerprint, voice print, retina or iris image, or other unique physical
representation; unique electronic identification number, address, or routing
code; telecommunication identifying information or access device.

Image File Format
A representation (usually binary) used by a computer system as an agreed
format to store an image or for displaying graphics.

Independent regulator
A sector specific independent regulator that is distinct from the Ministry as
well as other telecommunications operators.

Information system
A system for generating, sending, receiving, storing or otherwise processing
data messages.

Infringement
lllegally entering or trespassing. In intellectual property matters, the
incorrect usage of a patent, writing, graphic, or trademark without
permission or notice.

11
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Intellectual property
New ideas, original expressions, distinctive names, and appearance that
make products unique and associated with the inventor.

Internet Protocol (1P)
The protocol used to route a data packet from its source to its destination
over the Internet.

Internet Service Provider (ISP)
An organization that provides Internet access and related services to users.

Jurisdiction
The ability to subject an individual to adjudication in a forum.

Liability
The legal responsibility that one has over acts or omissions. If a person or
entity fails to meet such responsibilities becomes open to a lawsuit br
damages that may result.

Location data
Any data processed in an electronic communications network, indicating
the geographic position of the terminal equipment of a user of a publicly
available electronic communications service.

Looping
The act of repeating an instruction set until a specific condition is met. An
infinite loop occurs when the condition will never be met, due to some
inherent characteristic of the loop. Many programs loop forever waiting for
servicing requests.

Malicious code
A software or a code which modifies or destroys data, steals data or allows
unauthorized access, or exploits or damages a system in a manner not
intended by the user.

Means of distance communication
Any means which, without the simultaneous physical presence of the
supplier and the consumer, may be used for the conclusion of a contract
between those parties.

Mediation and Arbitration
Traditional methods of dispute resolution for deciding controversies
between individuals, businesses and countries.

Metadata
Data about data; descriptive information and statistics embedded in a given
computer file.

Ministry of Telecommunications
A government agency that is responsible for policy making in the
telecommunications sector.

Native File Format
The file format in which a computer file was originally created.
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Obscene
Such indecency as is calculated to promote the violation of the law and the
general corruption of morals, and which is perceived as such.
Online Dispute Resolution
A type of dispute resolution in which technology is used to facilitate the
resolution of disputes between parties outside traditional jurisdiction.
Operator of a means of communication
Any public or private natural or legal person whose trade, business or
profession makes distance communications available to suppliers.
Originator of a data message
A person by whom, or on whose behalf, a data message is sent or generated
prior to storage, but not including a person acting as an intermediary with
respect to that data message.
Ownership of a copyright
An assignment, mortgage, exclusive license, or any other conveyance,
alienation, or hypothecation of a copyright or of any of the exclusive rights
comprised in a copyright, whether or not it is limited in time or place of
effect, but not including a non-exclusive license.
Patent
The grant of a property right to the inventor, issued by the authorities.
Personal data
Any information relating to an identified or identifiable individual.
Personal identification
Any information related to an identified or identifiable natural person.
Personal Identification Number (PIN)
A personal identification number created for the exclusive use and
identification of an individual.
Portable Document File (PDF)
An image format created by Adobe Systems that allows users to view a file
with its intended formatting without any need for any further action by the
program in which the original file was created.
Privacy
The ability of an individual or group to stop personal information from
becoming known to people other than those whom they choose to give the
information to.
Recipient
An authorized user of the electronic mail address to which the message was
sent or delivered.
Record
Information that is inscribed on a tangible medium, or that is stored in an
electronic or other medium, and is retrievable in perceivable form.

13
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Service provider
Any public or private entity that provides to users of its service the ability to

communicate by means of a computer system, or any other entity that
processes or stores computer data on behalf of such a communication
service or users of such a service.

Signatory
A person who holds a signature-creation device and acts either on his own
behalf or on behalf of the natural or legal person or entity whom he
represents.

Signature-creation data
Unique data, such as codes or private cryptographic keys, which are used by
the signatory to create an electronic signature;

Signature-creation device
Configured software or hardware used to implement the signature-creation
data.

Signature-verification-data
Data, such as codes or public cryptographic keys, which are used for the
purpose of verifying an electronic signature.

Signature-verification device
Configured software or hardware used to implement the signature-
verification data.

Software
A set of datements or instructions used by computers in order to bring
about desired results.

Sovereignty
The right to exercise supreme authority over a geographic region or a group
of people.

Secure Socket Layer (SSL) protocol
A protocol which anables authentication and communications privacy over
the Internet by using cryptography.

Tax
Any charge imposed by any governmental entity for the purpose of
generating revenues for governmental purposes, and which is not a fee
imposed for a specific privilege, service, or benefit conferred.

Telecommunications regulator
A regulatory body or a ministry that is responsible for the supervision of
telecommunication regulations.

Terrorism
The use of violence for political objectives and for the purpose of sowing
fear within a target population.

Threaten
A statement of intent or an action intended to place a person in reasonable
fear of physical or psychological safety.

14
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Trademark
A word, name, symbol or device which is used in trade to indicate the
source of goods to distinguish them from the goods of others.

Traffic data
Any computer data relating to a communication by means of a computer
system, indicating the origin, destination, route, time, date, size, duration, or
type of a communication.

Transactional mail message
Any electronic mail message the primary purpose of which is the
commercial advertisement or promotion of a commercial product or
service.

Trojans
A program which pretends to do one thing while actually doing something
completely different.

Unauthorized access
Intrusion into a protected computer without due authorization.

User
Any natural person using a publicly available electronic communications
service, for private or business purposes.

Uniform Resource Locator (URL)
The specific global address of documents and other resources on the World
Wide Web.

Value added service
Any service which requires the processing of traffic data or location data
other than traffic data beyond what is necessary for the transmission of a
communication or the billing thereof.

Value added tax (VAT)
A tax which corresponds only to the “added” value of goods or services,
and not to the whole value of such goods and services.

Virus
Code written with the express intention of replicating itself. A virus
attempts to spread from computer to computer by attaching itself to a host
program, and may damage hardware, software, or data.

Voluntary accreditation
Any permission, setting out rights and obligations specific to the provision
of certification services, to be granted upon request by the certification-
service-provider concerned, or by the public or private body charged with
the elaboration of and supervision of compliance with such rights and
obligations;

Web Pages
Pages on the World Wide Web with links which enable navigation from one
page or section to another.

15
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Website
A collection of web pages accessible on the Internet.

Worm
A self-contained program that is able to spread functional copies of itself or
its segments to other computer systems.

16
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CHAPTER 02. THE RIGHT TO ACCESS

The Problem

The exploding use of information systems and networks has led to an
increasingly interconnected world. Computer networks now support critical
infrastructures such as energy, transportation, and banking and finance, and
play a major part in how companies do business, how governments provide
services to citizens and enterprises, and how people communicate and
exchange information. The number and nature of technologies has multiplied
and will continue to grow, as has the nature, volume, and sensitivity of
information that is moving from place to place. At the same time, these
information systems and networks are being exposed to a growing variety of
new threats. Electronic commerce and the marketplace cannot thrive without
strong and safe information retworks which the public can trust. One element
of assuring such secure networks is a comprehensive legal framework to deter,
identify, and prosecute attacks on them.

Criminals, like businesses, governments, and individuals, take advantage of
the ability of computers to store large amounts of information. The use of
computers as storage devices generally does not require the creation of new
substantive laws, but the growth of electronic evidence may require a country
to consider amendments to laws regulating the access to such evidence by
enforcement agencies.

A computer can also be the target of criminal activity. Commonly called
network crimes, this activity involves attacks on the confidentiality, integrity, or
availability of computer systems or information. Criminals undertake these
attacks to acquire information stored on the target system, to control the target
system without authorization or payment, to delete or modify data, or to
interfere with the availability of a computer or information on it. Often these
attacks result in the theft of information or monetary loss to the owner of the
victim computer. Criminal activities included in this category are computer
intrusions, the release of viruses and other malicious code, website
defacements, and denial-of-service attacks that impair the availability of
computer systems or data.

A computer intrusion, or access without right (also called a hack), occurs
when an individual trespasses into a computer or part of a computer system to
which that person is not entitled to have access. Such intruders may be divided
into two categories: persons who attack from outside the network and
wrongfully access a computer without authorization, and persons who are
insiders and thus have authorization to access specific portions of the network
but intrude into other parts of it by exceeding authorized access. Prohibiting
computer intrusions is the heart of any network crimes laws.

6 Lawrence T. Greenberg, Seymour E. Goodman, Kevin J. Soo Hoo, National Defense University Press 1998
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Since most Internet users do not have enough of a technical background
to understand exactly how Internet tools work, privacy exploits have become
entrenched in the online environment.

First among the privacy-intrusive practices is the use of cookies - a small file
downloaded from a web site onto the visitor's home computer. The cookie
then remains on the visitor's hard drive for whatever purpose the designer
requires, either to confirm a session visit (for audit purposes), to verify the
identity of the visitor or, in some cases, to execute a program without the
permission of the owner. While unauthorized access to a computer is a crime,
the cookie technology bypasses the criminal law by being voluntary. If one sets
up the web browser program to refuse cookies then no intrusion occurs. It is
therefore arguable by the designers of cookie-ridden sites that if individuals
choose not to refuse cookies then they are volunteers for whatever
consequences follow.

Web-bugs are another secret technology, usually existing as a one pixel
picture file on a web page, too small to be seen with the naked eye. The web
bug is therefore loaded by the visitor's web browser unintentionally, giving the
web site a separate log file of the Internet addresses of visitors to the page in
question. A web site can therefore use web -bugs to spy on the personal details
of visitors to the web site without the visitor even being aware that this has
happened.

The web is also mined for email addresses and other personal details by
web-spiders, programs which search the Internet for web pages which may or
may not be linked to search agines. Any page in a web directory can be
reviewed by these programs, whether or not they are linked to search engines
and indices. These programs, used by search engines to retrieve links, also
provide a rich vein of personal data, suitable for profiling or sale to commercial
and security interests.

More and more web-sites now demand registration, or proof of identity.
These demands have no function for the use of a web site, but are instead
motivated by a new revenue stream based on the aggregation and sle of
personal information by web sites. In the absence of privacy legislation
outlawing such secret data mining, even reputable companies find the lure of
the trade in private information irresistible, and seek to incorporate the sale of
personal details in the business model. These privacy abuses are often
concealed by self-serving privacy policies which, deep in the fine print, permit
the site owner to collate and sell personal information to others.

The online environment needs a higher degree of privacy than the offline
world because only an electronic means of verification of identity is possible in
cyber-space. The leakage of personal information can thus lead to effective
impersonation, fraud, cyber-stalking and theft of confidential information’.

7 www.nswscl.org.au/journal/43/Heitman.html
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Obtaining access to a computer by exceeding authorized access, on the other
hand, refers to the activities of insiders who, by employment or some other
relationship, have authority to access certain areas of a network, but who then
use that authorized access to obtain privileges beyond those to which they are
entitled. Like outsiders, such users then access stored files that they would not
normally be able to access, intercept communications of other users, delete or
modify files, or cause the system to crash. Such intrusions are carried out most
frequently by disgruntled employees.

The Existing Texts

Many countries criminalize the act of gaining unauthorized access or
exceeding authorized access to a computer, even if the individual does nothing
more. Other countries, however, require proof that the hacker took some
additional action.

FRANCES?

Article 323-1 of the French penal code (1994) contains the following
provision:

Fraudulently obtaining or maintaining access to the whole or part of a system for
automated data processing is punishable by [imprisonment and a fine].

JAPAN

Japan passed a computer crime statute in 1999 with the following
provision:

Axrticle 3. No person shall conduct an act of unauthorized computer access.

The act of unauthorized computer access mentioned in the preceding paragraph means an
act that falls under one of the following items:

1. An act of making available a specific use which is restricted by an access control
function by making in operation a specific computer having that acess control function
through inputting into that specific computer, via telecommunication ling, another person’s
identification code for that access control function (to exclude such acts conducted by the access
administrator who has added the access control function concerned, or conducted with the
approval of the access administrator concerned or of the authorized user for that identification
code);

2. An act of making available a restricted specific use by making in operation a specific
computer having that access control function through inputting into it, via telecommunication
line, any information (excluding an identification code) or command that can evade the
restrictions placed by that access control function on that specific use (to exclude such acts
conducted by the access administrator who has added the access control function concerned, or
conducted with the approval of the access administrator concerned; the same shall apply in the
following item);

3. An act of making available a restricted specific use by making in operation a specific
computer, whose specific use is restricted by an access control function installed into another

8 www.legifrance.gouv.fr
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specific computer which is connected, via a telecommunication line, to that specific computer,
through inputting into it, via a telecommunication line, any information or command that can
evade the restrictions concerned.

Japanese law does not criminalize unauthorized access to a computer
unless the intruder has circumvented some security measure. By limiting the
scope of the statute in this way, however the law may allow a hacker who
causes severe damage to a computer system to escape punishment where the
owner of the system — perhaps through inexperience or ignorance, failed to
secure it.

EUROPE

Article 2 of the Council of Europe Convention on Cyber-crime addresses
this criminal activity as follows:

Aurticle 2 — Illegal access

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally, the
access to the whole or any part of a computer system without right. A Party may require that
the offence be committed by infringing security measures, with the intent of obtaining
computer data or other dishonest intent, or in relation to a computer system that is connected
to another computer system.

Many countries have used varying language to criminalize obtaining data
during the unauthorized access of a computer or the exceeding of authorized
access. In many situations, intrusions occur not as an end in themselves but as
part of a larger criminal scheme. Such schemes can include any number of
other crimes. Criminals may hack into a computer in order to obtain
information that they can use to commit some other crime, such as obtaining
credit card or bank account numbers in order to make fraudulent purchases or
to transfer funds fraudulently.

USA

The United States has a similar provision that makes it an offense to
intentionally access a computer without authorization, or exceed authorized
access, and thereby obtain information. This statute does not require that the
hacker download a complete file to some permanent medium; obtaining
information includes merely viewing it on the screen of a remote computer.

The United Sates®has created special statutes to criminalize computer
intrusions where the hacker breaks into the computer to further a particular
crime.

Section 1030(a) (4) of title 18 of the United States Code states in full:

Whoever ... knowingly and with intent to defraud, accesses a protected computer without
authorization, or exceeds authorized access, and by means of such conduct furthers the
intended fraud and obtains anything of value, unless the object of the fraud and the thing

918 USC. § 1030(a)(4) (US), available at http://www.cyber-crime.gov/1030_new.html.
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obtained consists only of the use of the computer and the value of such use is not more than
$5,000 in any 1-year period....

UK

Computer Misuse Act 1990 regulates the Computer misuse offences.

Unauthorized access to computer material:

1. A person is quilty of an offence if:
a) he causes a computer to perform any function with intent to secure access to any
program or data held in any computer;
b) the access he intends to secure is unauthorized; and
¢) he knows at the time when he causes the computer to perform the finction that
that is the case.

2. The intent a person has to have to commit an offence under this section need not be

directed at
a) any particular program or data;
b) a program or data of any particular kind; or
¢) a program or data held in any particular computer.

3. A person guilty of an offence under this section shall be liable on summary conviction
to imprisonment for a term not exceeding six months or to a fine not exceeding level 5 on the
standard scale or to both.

THE NETHERLANDS

The Netherlands has enacted a two-tier system, whereby accessing a
computer without authority carries a maximum sentence of six months
imprisonment, while accessing a computer and copying data carries a
maximum sentence of four years imprisonment.

Article 138-a) of the penal code of the Netherlands has the following
provisions:

A person who intentionally unlawfully intrudes into a computerized device or system for
storing or processing data or a part of such a device or system is guilty of computer intrusion
and liable to a term of imprisonment of not more than six months or a fine of the third
category, where he: thereby breaches any security, or gains access by technological means, with
the help of false signals or a false key, or by assuming a false capacity.

Computer intrusion is punishable by a term of imprisonment of not more than four years
or a fine of the fourth category, where the offender subsequently copies the data stored in a
computerized device or system, to which he has gained access unlawfully, and records such data
for his own use or that of another.

The Loopholes

The increased incidence of trans-border hacking, as well as the use of
looping by hackers to hide their identities, must force legal systems to adapt
in creative ways. For example, countries must reexamine polices and legal rules
relating to extradition to assure that no country will provide a safe haven for

10 www.cybersecuritycooperation.org/moredocuments/ Drafting%20Cyber-crime%20Laws/SubstantiveLawsText.doc
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hackers. In addition, if a hacker in one country breaks into bank computers in
several other countries, it may make more sense for the hacker’s home country
to vindicate the rights of the victim’s world wide by prosecuting the hacker for
all of these crimes at one time, rather than have the hacker undergo a separate
trial in each jurisdiction.

At a minimum, each country should have the maximum flexibility to
prosecute hackers located both inside and outside of its borders. In particular,
domestic laws should criminalize attacks on computers inside a country’s
borders regardless of whether the criminal is located inside or outside of the
country. At the same time, each country’s laws should allow for prosecution of
domestic offenders who attack computers located in other countries. If such a
domestic prosecution is unavailable, the law and treaties of that country must
allow for extradition of such individuals to the country in which the victim is
located. Moreover, each country’s procedural laws must be capable of
supporting the investigation and prosecution of individuals in foreign countries
by collecting and sharing evidence of the crime with foreign law enforcement
agencies and prosecutors.

There are as many different frameworks for punishment of network crime
offenses as there are countries with such lawstt. While there is no single correct
answer to the question of how severe punishment should be for the various
offenses, lawmakers should create punishments severe enough to deter and
punish the invasions of privacy, thefts of information, and monetary and other
harms that result from this misconduct. This deterrence and punishment
usually ncludes fines, meaningful periods of incarceration, and restitution to
victims.

Many national network crimes laws do not separate victims into categories;
instead they simply equate all computers to define the specific offenses.
Lawmakers may decide that certain computers are simply more sensitive,
necessitating increased penalties for crimes involving them.

The Suggested Solution

In order to better protect computers and computer systems, and to
improve the efficacy of the future law with regards to computer related crimes,
any person who accesses a protected computer without authorization, or
exceeds authorized access, knowingly and intentionally, should be punished.
Even an attempt to access a computer or computer system without due right
should be also incriminated. Depending on the losses and the social danger
that is posed, the unauthorized access of a computer or computer system must
be punished with proportionate fines and imprisonment. To be effective, the
above recommendation must be implemented globally through the instrument
of legal extradition.

11 http://www.nswscl.org.au/journal/43/ Heitman.html
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CHAPTER 03. ANONYMITY

The Problem

Anonymity is the state of not being identifiable within a specific set. When
referring to human beings, we say that a person is anonymous when the
identity of that person is not known. Being anonymous is a result of not having
one's identity, characteristics or significant features disclosed. This may be
simply because the person was not asked, as in an occasional encounter
between strangers, or because the person is unable or unwilling to tell. Often
times the information is simply unavailable, and as a result, the correlation
between the individual and the action is not possible.

As electronic communications technology becomes widespread among
increasingly international populations of computer users, one of the most
hotly-debated questions is how to maintain the benefits of free discourse while
simultaneously restricting antisocial communications and behavior on the
Internet. The debate is complicated by the international and intercultural
dimensions of communications today??; what is viewed as freedom in some
parts of the world is perceived as licencious in other communities. Conversely,
what are seen by some as attempts to impose civility on international discourse
are sometimes rejected as gross interference in freedom of speech by others.
The challenge then for each society, and implicitly for global society, is to find
out just how free we want ourselves and others to be.

At the heart of much of the debate over the ad visability and possibility of
imposing limits on behavior in cyber-space is the question of identity. Some of
the most egregious abuse of cyber-space is attributable in part to the ease of
concealing identity, using no names or false names. As a result, malefactors can
often escape almost all of the consequences of their actions.

There are two different kinds of anonymity on the Internet: true
anonymity and pseudo-anonymity:3. Dialogue on the issues of anonymity
legislation suffers on account of this lack of distinction between true
anonymity and pseudo-anonymity.

True anonymity means that the identity of a person acting in a truly
anonymous manner cannot be definitively discovered through any amount of
diligence. Attempts can be made to discover the identity of the sender through
inference, but any concrete trail of clues betraying the message sender has been
erased by circumstance, the passage of time, or by the sender herself. Although
some forms of truly anonymous communication, such as political speech, are
considered valuable, this form of anonymity has exceptional potential for abuse
because the senders of a message cannot be held accountable for their actions.

Pseudo-Anonymity in communication, on the other hand, is inherently
traceable. Though the identity of the message sender may seem truly

12 http://faculty.ncwc.edu/toconnor/410/cyber-spacelaw.htm
13 http://www2.norwich.edu/mkabay/overviews/anonpseudo.htm
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anonymous, because it is not easily uncovered or made readily available, it is
possible to somehow discover the identity of a pseudo-anonymous message
sender. Pseudo-anonymity has significant social benefits; it enables citizens of a
democracy to voice their opinions without fear of retaliation against their
personal reputations, but it forces them to take ultimate responsibility for their
actions should the need somehow arise.

Anonymous ¥ communication can be conducted through anonymous
remailers. An anonymous remailer is a service that receives an email, strips it
completely of the true sender's identifying information, and forwards the
message to the email address specified by the sender. With some experience, a
person can use anonymous remailers to send untraceable, truly anonymous
messages.

The Existing Texts

Freedom has its consequences. Since attaining true anonymity in cyber-
space is relatively easy, the medium is prone to abuse. Abuses of anonymity
lead to increased costs for individuals, businesses, courts, and society. Not
surprisingly, legislatures have begun to respond to this challenge.

Despite the fact that no one sovereign authority controls cyber-space, it is
nevertheless not an ungoverned and lawless frontier; many actions in cyber-
space have consequences in the real world. Some states have recently entered
the fray and taken matters into their own hands, legislating against anonymity
both in and out of cyber-space.

USA

The First Amendment to the United States Constitution reads in part that,
“Congress shall make no law . . . abridging the freedom of speech or of the press . . . designed
to prevent the majority, through acts of Congress, from silencing those who would express
unpopular or unconventional views”. The Amendment's purpose is to encourage
formation of public forums into which messages may be inserted without
censorship. Although most courts and commentators agree that protecting
freedom of speech is important to fostering the marketplace of ideas,
practitioners also recognize that the First Amendment does allow some
regulation that may limit free speech. In other words, the Amendment does not
guarantee individuals the right to say whatever they want without
accountability.

Under the USA Patriot Act, Congress abolished these limitations in 2001,
requiring simply that the records would be needed for foreign counter-
intelligence purposes. Disclosure of documents-such as credit reports, bank
records, and telephone/Internet billing and transaction records, and even
access records to books in public libraries can be obtained when asked for by
an FBI agent.

14 Jonathan D. Wallace -Nameless in Cyber-Space, Anonymity on the Internet
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EUROPE

The Council of Europe has also made recommendations in this area
(Recommendation No. R99) stated in its preamble that there is, ‘a need to
develop techniques which permit the anonymity of data subjects ... while respecting the rights
and freedoms of others and the values of a democratic society. The recommendation later
suggests1s”, but does not expand upon, the fact that in some cases complete
anonymity may not be appropriate because of legal and other constraints.

DENMARK

In March 2004 the Danish Ministry of Justice released a draft
Administrative Order and a set of guidelines for the mandatory retention of
telecommunication traffic data. It is a follow-up to the anti-terror package of
June 2002 (Act 378) that extended the minimum time for data retention to a
year, and allowed police and intelligence agents to look at such material with
court permission where serious crimes were involved. ISP servers have to
install software similar to the US system?6 to intercept e-mails.

The Loopholes

Privacy is a touchy subject for most people. The proposed legislative bills
and the governmental policy studies on privacy show that Internet users and
citizens demand more privacy protection. The problem lies in the fact that the
Internet was created for the freedom of all users, and that includes the right to
collect information about others. It is felt therefore that the purpose of the
Internet may be best served as its own monitor in matters of privacy.

With the advent of cyber-space, communications have vastly increased on
a global scale. High-speed communication at minimal cost, combined with
ever-improving technology, has ushered in an era of easily accessible, truly
anonymous communication. Unique new forms of pseudo-anonymous
communication have also developed. Citizens and legislatures alike have
responded to these changes with both well-founded and ill-founded beliefs and
confusion. These beliefs have recently begun to clash, leading to showdowns in
the real world, in cyber-space, and in courtrooms.

There are many different ways to communicate in cyber-space, and hence
many ways to communicate anonymously. On one level of interaction,
individuals @n assume pseudonyms, enter virtual chat rooms, and converse
with others on nearly any subject. On another level of interaction, individuals
can create and view web pages. The identities of the people engaged in these
forms of communication are not always easy to discover.

It is possible that new developments in technology may effectively
eradicate some forms of truly anonymous communication. For example, the
implementation of a new Internet protocol could improve the ability of law

15 http://www.Iclark.edu/~loren/cyberlaw99/projects/kdavid/projhome.htm
16 http://www.sics.se/privacy/news-letters/nl-2004-08-05.txt
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enforcement to track cyber-space communications through unique identifiers
attached to every computer's IP number.

Although anonymous remailers constitute the bulk of truly anonymous
communication in cyber-space, there are other ways to achieve true anonymity.
Accounts on Internet email services, such as Hotmail.com are available to
anyone upon request. Although these services ask for the user's name and
address, this information is rarely verified. Therefore, any message sent is only
traceable to the computer that sent it. Anyone accessing the Internet from a
public terminal can keep his or her true identity a secret. Such public Internet
connections are easy to find as many libraries and sidewalk cyber-cafes offer
this type of access.

Despite the fact that anonymous messages an be sent without the use of
an anonymous remailer, the latter pose the greatest problem for legal control”.
Although anti-remailer legislation might shut down some poorly funded
basement hackers, the world-wide nature of cyber-space allows dedicated truly
anonymous remailers to function as advertised, because the remailer operators
can avoid legislation by moving outside the jurisdiction.

Anonymity offers both advantages and disadvantages. For example, in
countries where free speech is not protected by the authorities, hiding true
identity becomes important, and can give the oppressed a voice. On the other
hand, users can also hide behind anonymity to preach racial hatred or to share
child pornography with complete impunity. The question then is one of
deciding which one outweighs the other.

For anti-anonymity legislation to succeed, it must narrowly target specific
evils. Governments must recognize that within the distinction between true
anonymity and pseudo-anonymity lies the key to legislative restrictions.
Because some types of anonymity, such as political speech, are considered
valuable and necessary elements of society, legislation cannot merely target all
true anonymity under the assumption that its existence promotes anonymous
criminal acts. Legislatures must isolate and target only the specific type of
anonymous speech in cyber-space which has criminal objectives, such as cyber-
stalking or child pornography.

The Suggested Solution

To increase the effectiveness of this proposal, legislatures would have to
take some additional steps. For example, legislation that forced email service
providers to keep logs and verify the identities of their users, combined with
legislation that forced local libraries and sidewalk cyber-cafes to register the
identities of people using their computers, would decrease people's ability to
send truly anonymous communication. There may even be an attractive
alternative; instead of keeping records of sender names, remailers could simply

17 http://www.mttlr.org/volseven/du pont.html
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allow the encrypted IP address of the message sender to pass through
unmodified. This would enable message senders to comply with the anti-
anonymity legislation while sending messages that are close to truly
anonymous.

Because cyber-space enables truly anonymous communication to flourish
on a scale never before experienced, its existence promotes anonymous
criminal acts. As the influence of cyber-space increases in society, these acts
will only become more prevalent. Although no one can stop a determined
person from sending a truly anonymous electronic message, letter, or phone
call, authorities can attempt to catch the criminals who do, and legislatures can
take preventive action so that it does not happen again. Educated legislators
can criminalize most true anonymity in cyber-space, as long as they provide
viable and realistic alternatives for anonymous communication.

In order to stop the boom in criminal cyber-conduct and to prevent the
anonymity of cyber-crimes, a future Law of Cyber-Space must criminalize the
use of any kind of techniques which aim at concealing a person’s true identity
with the intentional scope of committing any kind of cyber-crime. The
perpetrators should be punished at a level corresponding to the seriousness of
the crime committed; the fact of concealing ones identity should be considered
as an aggravating circumstance. The ideal would be to make such crimes an
extraditable offence.
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CHAPTER 04. DATA PROTECTION

The Problem

Of all the human rights in the international catalogue, privacy is perhaps
the most difficult to define. Definitions of privacy vary widely according to
context and environment. In many countries, the concept has been fused with
data protection, which interprets privacy in terms of the management of
personal information.

Outside this rather strict context, privacy protection is frequently seen as a
way of drawing the line at how far society can intrude into an individual’s
personal affairs. The lack of a single definition should not imply that the issue
lacks importance. As one writer observed, “in one sense, all human rights are aspects
of the right to privacy”.18

Data protection also known as information privacy, involves the
establishment of rules governing the collection and handling of personal data,
including credit information, and medical and government records.

Data protection is not a new concept in itself, but has become an
increasingly important issue in the digital age. Data protection has increasingly
become part of the mainstream of the legal debate, in part due to the
burgeoning growth of e-commerce. Data protection can be defined as
safeguards to protect the integrity, privacy and security of data. The focal point
of data protection is that of individual autonomy, or the ability of an individual
to control access to his personal information. However, the collecting,
collating, manipulating and use of personal data has become increasingly easy
now for private companies.

The problem has been compounded by the measures that have been
initiated to control and suppress acts of terrorism. While such measures are
demonstrably necessary they must be proportionate with due regard to the
human right to privacy.

There is an urgent need to develop minimum standards at international
level to control the holding and use of personal data.

The safeguarding of information about individuals which is stored on
computers would require computer databases containing personal information
to be registered, and then to apply the following principles:

- fairly and lawfully process;

processing for limited purposes;

adequacy, relevance and absence of excessiveness;
accuracy;,

no filing for longer than is necessary;

processing in line with personal rights;

18 Lawrence T. Greenberg, Seymour E. Goodman, Kevin J. Soo Hoo, National Defense University Press1998
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security;
no transfers to third parties without adequate protection.

The Existing Texts

Privacy is recognized around the world in diverse regions and cultures. It is
protected in the Universal Declaration of Human Rights, the International
Covenant on Civil and Political Rights, the European Convention on Human
Rights, and in many other international and regional human rights treaties.
Nearly every country in the world includes the right of privacy in its
constitution. At a minimum, these provisions include the right to inviolability
of the home and to the secrecy of communications.

Other most recently written constitutions include specific rights to access
and control one's personal information. In many of the countries where
privacy is not explicitly recognized in the constitution, the courts have applied
that right on the basis of other provisions. In many countries, international
agreements that recognize privacy rights have evenbeen adopted into law.

The Council of Europe's 1981 Convention for the Protection of
Individuals with regard to the Automatic Processing of Personal Data, and the
Organization for Economic Cooperation and Development (OECD)
Guidelines Governing the Protection of Privacy and Transborder Data Flows
of Personal Data, set out specific rules covering the handling of electronic data.
These rules describe personal information as data that are afforded protection
at every step from collection to storage and dissemination.

These two agreements have had a profound effect on the enactment of
laws around the world. Nearly thirty countries have signed the CoE
Convention and several others are planning to do so shortly. The OECD
guidelines have also been widely used in national legislation, even outside the
OECD member countries.

EUROPE

In 1995, the European Union enacted the Data Protection Directive in
order to harmonize member states' laws in providing consistent levels of
protections for citizens and ensuring the free flow of personal data within the
European Union. The directive sets a baseline common level of privacy that
not only reinforces current data protection law, but also establishes a range of
new rights. It applies to the processing of personal information in electronic
and manual files.

A key concept in the European data protection model is enforceability.
Data subjects have rights established in explicit rules. Every European Union
country has a data protection commissioner or agency that enforces the rules.
It is expected that the countries with which Europe does business will need to
provide a similar level of oversight and enforcement.

Under the EU Data Protection Directive, all European Union member
states must have an independent enforcement body. These agencies are given
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considerable power: governments must consult the body when the government
draws up any legislation relating to the processing of personal information;
these bodies also have the power to conduct investigations and have a right to
access information relevant to their investigations, or to impose remedies such
as ordering the destruction of information or ban processing, and start legal
proceedings, hear complaints and issue reports.

The Directive imposes an obligation on member states to ensure that the
personal information relating to European citizens has the same level of
protection when it is exported to and processed in, countries outside the
European Union. This requirement has resulted in growing pressure outside
Europe for the passage of privacy laws. Those countries that refuse to adopt
adequate privacy laws may find themselves unable to conduct certain types of
information flows with Europe, particularly if these involve sensitive data.

In June 2002 the European Union Council adopted the new Privacy and
Electronic Communications Directive. Under the terms of the new Directive,
member states may now pass laws mandating the retention of the traffic and
location data of all communications taking place over mobile phones, landline
telephones, faxes, emails, chat rooms, the Internet, or any other electronic
communication device. Such laws can be implemented for purposes ranging
from national security to the prevention, investigation and prosecution of
criminal offences.

USA

Privacy protection in the United States is based on an approach which is
sectoral and self-regulatory approachi¢. In 1998, the United States began
negotiating a Safe Harbor agreement with the European Union in order to
ensure the continued transborder flows of personal data. The idea of the Safe
Harbor was that United States companies would voluntarily adhere to a set of
privacy principles worked out by the United States Department of Commerce
and the Internal Market Directorate of the European Commission.

The principles of Safe Harbor Agreement signed in 2000, require all
signatory organizations to provide individuals with clear and conspicuous
notice of the kind of information they collect, the purposes for which it may be
used, and any third parties to whom it may be disclosed. This notice must be
given at the time of the collection of any personal information or as soon
thereafter as is practicable. Individuals must be given the ability to choose (opt-
out) the collection of data where the information is either going to be disclosed
to a third party or used for an incompatible purpose. In the case of sensitive
information, individuals must expressly consent (opt-in) to the collection.
Organizations wishing to transfer data to a third party may do so if the third
party subscribes to Safe Harbor or if that third party signs an agreement to
protect the data. Organizations must take reasonable precautions to protect the

19 www.privacyinternational.org/ survey/phr2003/overview.htm
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security of information against loss, misuse and unauthorized access,
disclosure, alteration and destruction. Organizations must provide individuals
with access to any personal information held about them, and with the
opportunity to correct, amend, or delete that information where it is inaccurate.
This right is to be granted only if the burden or expense of providing access
would not be disproportionate to the risks to the individual's privacy or where
the rights of persons other than the individual would not be violated. In trms
of enforcement, organizations must provide access to readily available and
affordable independent recourse mechanisms that may investigate complaints
and award damages. They must issue follow up compliance procedures and
must adhere to sanctions for failing to comply with the principles.

APEC

In 2003, the 21 Asia-Pacific Economic Cooperation (APEC) economies
commenced development of an Asia-Pacific privacy standard, and a
subsequent procedure for handling data export limitation issues. This becomes
the most significant international privacy initiative since the European Union's
Data Protection Directive of the mid-1990s. In February 2003, Australia put
forward a proposal for the development of APEC Privacy Principles, using the
1980 OECD Guidelines® on the Protection of Privacy and Transborder Flows
of Personal Data as a starting point. A Privacy Sub Group was set up
comprising Australia, Canada, China, Hong Kong, Japan, Korea, Malaysia,
New Zealand, Thailand and the United States. In March 2004, Version 9 of the
APEC Privacy Principles was released as a public consultation draft.
Implementation mechanisms, including mechanisms relating to trans-border
data flows are still under consideration.

The positive side of the APEC privacy initiative is that it has the potential
to encourage the development of stronger privacy laws in those APEC
economies that provide little privacy protection at present, and to help find a
regional balance between the protection of privacy and the economic benefits
of trade involving personal data. The negative side is that it also presents
considerable potential dangers to long-term regional privacy protection if it
becomes a means by which the APEC economies accept lower standards.
Globally, a high APEC standard could be a means of resolving international
data export issues, but low APEC standards could entrench a privacy
confrontation between Europe and the Asia-Pacific. The history to date of the
APEC initiative shows that the dangers are as great as the potential benefits,
but a valuable outcome for privacy protection is still possible.

The Loopholes
Potentially coercive powers for collecting evidence in the field of
information technology cover both personal and non-personal data. With

20 http://www.anu.edu.au/people/Roger.Clarke/DV/PaperOECD.html
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respect to personal data, however, there are legal problems that mainly concern
gathering, storing and linking personal data in the course of criminal
proceedings. In this field of privacy protection in criminal matters, legal
requirements vary considerably among countries 2. Differences between
various legal systems are found not only in substantive legal requirements but
also in the constitutional background, legal context and legislative technique of
the relevant provisions.
Some of the problems related to procedural laws that may be difficult to
overcome due to the differences between legal systems are as follows:
Collecting data stored or processed in computer systems generally first
requires entry into and search of the premises in which the computer
system is installed; it is then necessary that the data can be seized or
captured.
The investigation of computer data permanently stored on a corporeal
data carrier does not, in most countries, pose serious problems, since
the right to seize and to inspect the corporeal data carrier or, in case of
internal memories, the central processing unit, also includes the right
to inspect the data. In other words, there is no difference whether the
data is fixed with ink on paper or by magnetic impulses in electronic
data carriers.
The application of the traditional powers of search and seizure might,
however, cause problems in cases where data are not permanently
stored in a corporeal data carrier. In these instances, it is questionable
whether pure data or information can be regarded as an object in the
sense of criminal procedural law. The same holds true if the legal
principle of minimum coercion or of proportionality makes it unlawful
to seize comprehensive data carriers, or complete computer
installations, in order to gather only a small amount of data. Similarly,
the search and seizure of comprehensive data carriers could cause
serious prejudice to business activities or infringe the privacy rights of
third parties. Uncertainties may also arise in cases in which data
carriers (such as core-storage, fixed-disk devices or chips) cannot be
taken away to be evaluated on a police computer but must be analyzed
using the computer system in question. In all these cases one might
consider applying the powers of search not only to detect a computer
installation and data but also to fix (especially to print) the relevant
data on a separate data carrier and then seize this new object, which
might be a diskette or a printout.
Special problems also arise with respect to search and seizure in
computer networks. Here, it is questionable whether and to what
extent the right to search and seize a specific computer installation

21 Statement to the World Summit on the Information Society Nyon, 16-17 October 2002
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includes the right to search databases that are accessible by this
installation, but which are situated in other premises. This question is
of great practical importance since perpetrators increasingly store their
data in computer systems located elsewhere in order to hinder
prosecution. Specific problems of public international law arise with
respect to search and seizure of foreign databases via international
telecommunication systems. In these international systems, the direct
penetration by prosecuting authorities of foreign data banks generally
constitutes an infringement of the sovereignty of the State of storage
(and often in a punishable offence); however, there might be some
specific exceptions that could be developed internationally in which
direct access to foreign data banks via telecommunication networks
could be permissible and the lengthy procedure of mutual assistance
avoided.

Problems of interpretation also arise with respect to extra safeguards
for specific information. This is not only an issue with respect to the
materials of professional legal advisers, doctors, journalists and other
people who may, in some legal systems, be exempt from giving
evidence. One of the latest disputes in this area is the question of how
far the privileges of the press should also be applicable to electronic
bulletin boards. Even more intricate questions arise with the
application of safeguards and specific provisions normally associated
with papers, documents and letters, to the new fields of electronic mail
and telecommunication systems.

It is useful to draw attention to the fact that the law and policy on data
privacy have tended to operate for regulatory purposes with a fairly clear
distinction between data/information on the one hand, and the person to
which the data/information can be linked, on the other hand.

The situation is now different, largely because of the developments that
merge information and communication technology with biotechnology to
create bioinformatics?2 and biometrics2 in order to link data irrefutably with
individuals.

The massive filtering of the Internet represents one of the most delicate
issues. This is because filtering technologies are prone to two simple inherent
flaws: under-blocking and over-blocking. While these technologies can be
effective at blocking specific content such as high profile web sites, the
technology cannot filter similarly categorized content that is spread out across
multiple domains: websites, news groups, email lists, chat rooms and instant
messaging.

22 Dr. Lee A. Bygrave, Reflections on the relationship of data privacy law with the human body.
23S.D. Warren & L.D. Brandeis, ‘The Right to Privacy’ (1890) 4 Harvard Law Review.
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Under-blocking refers to the fact that content filtering technologies are
incapable of blocking all content deemed “unacceptable”. With minimal
effort restricted content can be traced and accessed. On the other
hand, filtering technologies often block content that they do not
intend to block. Many blacklists are generated through a combination
of manually designated web-sites as well as automated searches. Thus
web-sites are often wrongly classified and end up on blocking lists.
Over-blocking is a significant challenge to the access to information
on the Internet as it can put excessive control over access in the hands
of private corporations and unaccountable governmental institutions.
In addition, because the filters can be proprietary, there is no
transparency in terms of the labeling and restricting of web-sites. The
danger is most explicit when the corporations that produce content
filtering technology work alongside undemocratic regimes in order to
set-up nation-wide content filtering schemes. Most states that
implement content filtering and blocking build customized blocking
lists that sit on top of commercially developed technologies and
blacklists.

The Suggested Solution

A lack of international coordination and cooperation can have detrimental
effects on national and international economies, on trade, and on an
individual’s participation in the social, cultural and political life. The
international understanding of and domestic implementation of measures that
are required to enhance the security of information systems and facilitate the
international exchange of data and commerce are important.

National boundaries, which may have hindered the activities of criminals in
the past, have effectively, disappeared with the advent of modern
telecommunications. In gathering evidence, investigators must be able to
understand and deal with international issues. The laws of evidence, criminal
procedure and data protection of other jurisdictions must be considered when
pursuing international investigations. This will need a common approach
relating to:

the field of coercive powers;

the legality of processing personal data in the course of criminal
proceedings; and

the admissibility of computer-generated evidence in court
proceedings.

It is also worthwhile to mention that the dynamic nature of computer
technology, compounded by specific considerations and complications in
applying traditional laws to this new technology, dictate that the legal and
judicial communities must develop new skills to be able to respond adequately
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to the challenge presented by computer crime. The growing sophistication of
telecommunications systems and the high level of expertise of many system
operators, significantly complicate the task of regulatory and legal intervention.

In seeking solutions to the above problems, the international community
should strive for maximizing cooperation between nations in order to address
the potential for enormous economic losses and the general threat to privacy
and other fundamental values, which cross-border electronic transactions may
create. Worldwide protection must guarantee against havens, where computer
criminals can find refuge or from where they can launch their attacks.

A structured scheme for international cooperation is needed, which takes
into account and balances the necessities of international trade and relations,
on the one hand, and the rights and freedoms of the individual, on the other
hand.
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CHAPTER 05. SOFTWARE, INCLUDING ENCRYPTION

The Problem

A software or computer program is a set of statements or instructions to
be used directly or indirectly in a computer in order to bring about a certain
result. The translation of data into a secret code, or encryption, is the most
effective way to achieve data security. To read an encrypted file, you must have
access to a secret key or password that enables you to decrypt it.

Protecting copyright in software is an issue that attracts much attention.
While much is made of the fact that an effective protection strategy needs to
be both legal and technical, legal commentators frequently gloss over the detail
of available technical protection strategies. Technical commentators assume a
level of programming familiarity which a general audience may not, and
frequently does not, possess.

Software piracy is the illegal use, duplication or distribution of a software
product without the permission of its owner, violating copyrights or intellectual
property rights. Current laws protecting software copyrights are based on the
agreement on Trade-Related Aspects of Intellectual Property Rights as part of
the World Trade Organization agreements.

It is evident that these provisions have provided a firm legal basis for the
protection of software copyrights within the software industry. In view of the
proliferation of illegal copies of software available on the Internet, it appears
however that legal protection alone might not be sufficient. The legal right to
software protection does not provide complete power or control. The
argument is well known. No one has a right to enter your house without your
consent. The inviolability of your house is protected by law. Nevertheless, you
prefer to have a lock in your door. Although software products are adequately
protected by law, it is prudent to lock or protect software against piracy as
computer software can be copied and distributed easily.

A new complication has been introduced by the misuse of the Internet as
an enabling tool for acts of terrorism. This has led to restrictions on encryption
technology. This is particularly true of high-end encryption techniques.

The Existing Texts

Software is a term which is much too broad to use in the application of
copyright protection. Instead copyrights are applied separately to graphics or
other design elements, site mapping, source and object code, algorithms,
program or other technical descriptions, data flow charts, logic flow charts,
user manuals, data structures, database contents, almost anything written. To
apply copyright law the specific thing to be protected must be clearly identified.
While copyright law protects against the literal copying of graphics or other

24 www.softwareprotection.com
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designs, source or object code, text or documentation, the protection of the
web site or program structure and other elements from non-literal copying
may be more problematic.

Many have argued that patents, not copyrights, are now the only way to
give adequate protection to the most important aspects of software?. This may
be true because the idea behind a particular algorithm is much better protected
as a patentable method, than as a narrowly limited expression in copyright law.
Most software designers are interested in preventing others from stealing the
core methodology used in their software. As such, a patent on the software
could be obtained. The principal benefit of protecting computer software
through a patent system lies in the strength of protection that is provided by a
patent.

Around 93 countries of the world have implemented copyright laws, and
about 60 of them have implemented patent laws2. They are also part of
corresponding international treaties such as the Berne Convention, the Patent
Cooperation Treaty, the Universal Copyright Convention, the Eurasian Patent
Convention, the Paris Convention, the World Trade Organization and he
European Patent Convention.

Copyright Laws criminalize the so-called software piracy, or the
unauthorized use of software. Such copyright infringements include the illegal
duplication of copyrighted software, or the installation of copyrighted software
on more computers than authorized under terms of the software license
agreement. When an individual or institution purchases software, they only
purchase the right to use the software. The copyright belongs to the developers
of the corporation which produces the software.

It is a truism that the advent of the Internet enables every user to easily
become a potential pirate, empowered to disseminate an unlimited number of
perfect digital copies to all the reaches of the globe. It is not surprising that
copyright owners hesitate to introduce their most valuable products into that
environment if the only legal control they can maintain is what is provided by
national copyright laws, which may be difficult or costly to enforce in many
jurisdictions. The fact is that some of these works will not be made available
online except within the framework of a licensing regime that the copyright
owner can reasonably conclude will be enforceable. To the extent that national
laws discourage or weaken such regimes by limiting contractual freedom, the
online digital marketplace in that nation may fall short of its full potential as a
rich source of authorized works. Clearly legitimate users have a stake in a legal
environment that encourages copyright owners to make full use of this
uniquely powerful, yet uniquely risky, dissemination channel.

25 http://www.murdoch.edu.au/elaw/issues/v10n4/halbert104.html
26 www.uspto.gov/web/offices/ dcom/olia/diplconf/briefing.pdf
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In the absence of a contract, the extent to which a customer may
reproduce or make other uses of copyrighted2” material is governed by
statutory standards such as fair dealing (in Australia) or fair use (in the US),
which are flexible by design in order to retain meaning in a changing world. A
licensing structure offers the parties the opportunity to draw the line between
permitted and excessive uses with much greater clarity. To the extent that a
license agreement is able to define permitted uses more clearly at the outset,
both parties can proceed with the transaction with greater predictability and
with the confidence that their legitimate interests will be protected.

Licensing regimes facilitate making materials available on the precise terms
that best meet the demands of a particular market. The advantages are obvious
and widespread. A business needing only intermittent access to a specialized
software application saves money in comparison to another business that needs
it twenty-four hours a day, seven days a week. On the other side of the bargain,
copyright owners are able to reach market niches that might be priced out of
the market or missed altogether under the all or nothing outright sale
paradigm. The result, once again, is greater access by a wider public than would
otherwise be achievable.

The Loopholes

The problem could be viewed from two perspectives, namely, (a) that the
very concept of copyright has never been of benefit o society in general, and
has always served simply to enrich a few at the expense of the many; and (b)
that the current copyright system does not work in the new information
society.

There are also some who defend copyright as a concept to protect authors'
rights, but feel that it outlives its welcome by granting protection for too long,
often far beyond the lifetime of its owner.

To most critics, the general problem is that the current international
copyright system undermines its own goal. The concepts of the public domain
and of the intrinsic freedom of information are necessary precepts for creators
to be able to build on works published elsewhere. But these are gradually being
eroded, as copyright terms are repeatedly extended to last beyond the lifetime
of the audience which knew of the original work.

One can of course argue that irrespective of contemporary advances in
technology, copyright remains the fundamental way by which authors,
sculptors, artists, musicians and others can fund the creation of new works, and
that absent legal protection, many valuable books and pieces of art would not
be created. This interest is arguably served even by repeated extension of
copyright terms to encompass multiple generations beyond the copyright
holder's life, not only because many authors and copyright holders are

27 http://www.himels-computer-law.com/copr.htm
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corporations, but also because the right of an author's heirs to continue to
profit from a protected work may provide a substantial part of the incentive to
create.

One counter-argument to this, however, is the recent success of free
software projects. These popular products have demonstrated that quality
works can be aeated, even in the absence of copyright-enforced monopoly
rents. It should be noted, however, that these products still use copyright in
order to enforce their license terms, even if those licenses are not for monetary
gain.

Copyrighted works replicated onto digital media are easily and trivially
copied via file sharing, and those who do this routinely break copyright laws
hundreds or thousands of times, typically with minimal thought or concern.
Attempts to prevent this have been largely unsuccessful, and file sharing almost
never results in severe consequences for the violators. While producers of
copyrighted material often attribute losses in their sales to online copying, yet
they generally continue to produce material and to make profits. This lack of
apparent effect has been gradually eroding the belief that copyright is
indispensable.

A few artists actually support the file sharing of their own works, arguing
that it expands their audience to include people who would not otherwise be
able or willing, to legally purchase their material.

The Suggested Solution

The primary purpose of any recommendation would be to harmonize laws
globally and to create a single universal statute. There are ambiguities and
inconsistencies in the right of reproduction, on communication to the public,
and on exceptions to copyright. A good example is set out in the WIPO
Copyright Treaty (WCT) of 1996, which aims to protect computer programs
by copyright. Even though there are 54 Contracting Parties to this Treaty, and
even though the Convention of Cyber-crime of European Union refers to the
Treaty and provides for the penal sanctions, this is still a regional regulation.
What is needed is a single global framework to cover the problem in its
entirety.

Therefore there is a great need to agree upon criminalizing the duplication
or distribution of a software product without the permission of its owner, in
violation of the copyrights or the intellectual property rights. In order to
attribute the proper penalties for this crime, states should implement identical
provisions at their domestic level, and use international cooperation
mechanisms effectively.
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CHAPTER 06. MALIcIous CODE

The Problem

As the Internet has grown into a graphical, multi-media user experience,
programmers have created scripted languages and new application
technologies. As with any new technology, programs written with scripted
languages run the gamut from useful, to poorly crafted, to outright
dangerousz,

Technologies such as Java enable all such programs to be executed on user
workstations. The web increases the mobility of code without differentiating
between program quality, integrity, or reliability. Using available tools, it is quite
simple to drag and drop code into documents that are subsequently placed on
web servers and made available to employees throughout the organization, or
to individuals across the Internet. If this code is maliciously programmed, or
just improperly tested, it can cause serious damage.

Malicious code refers to a broad category of software threats to your
networks and computer systems. Perhaps the most sophisticated types of
threats to computer systems are presented by malicious codes that exploit
vulnerabilities in these systems. Any code which modifies or destroys data,
steals data, allows unauthorized access exploits or damage a system, and does
something that a user did not desire, is called malicious code.

The most common type of malicious code is a Virus. It can infect systems
by attaching itself to files and programs. Just like its biological counterpart, it
needs a host to infect. A virus is usually a program that needs to be executed
by a user before it can do any damage. For example, a virus attached to an
email message is usually harmful only when a user opens or executes the
attachment.

A Worm is similar to a virus but with one main important difference: a
worm does not need to attach itself to a file or program to be reproduced and
executed as in the case of a virus. A worm is self-contained; it can replicate
itself and infect entire networks. Most worms can be easily removed from a
system by using a decent anti-virus utility.

Trojan Horses and Back Doors are higher level tools for the more serious
attacker. They are often used in conjunction to allow the attacker to gain
remote control of the target system and/or steal information. A Trojan horse is
a seemingly harmless piece of software that contains malicious code concealed
within its own. The malicious code is typically a back door, also known as an
illicit server, but it can be a virus, worm or any other kind of code that allows
the attacker to do damage.

A Logic Bomb is a smart piece of malicious code that executes only when
certain conditions are met. For example, an attacker could implement a logic

28 www.finjan.com/SecurityLab/KnowledgeCenter/ CurrentTopics/ActiveContentandMaliciousMobileCode.asp
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bomb on a public Internet client that will start only when a user types in user
credentials at a website. Other examples are a virus that executes on a
particular date, but whih had infected the system long before that date. In
other words, a logic bomb contains a mechanism that is triggered only when a
certain event occurs, say on a particular date, or when activated by a certain
trigger action.

The Existing Texts

EUROPE

The aim of the EU Convention on Cyber-crime is to provide computer
data and computer programs with protections similar to that enjoyed by
corporeal objects against intentional infliction of damage. The protected legal
interest is the integrity and the proper functioning or use of stored computer
data or computer programs.

The deletion of data is the equivalent of the destruction of a corporeal
thing. It destroys or makes data unrecognizable. The suppression of computer
data is defined as any action that prevents or terminates the availability of the
data to the person who has access to the computer or the data carrier on which
it was stored. The term alteration is defined as the modification of existing
data. The input of malicious codes, such as viruses and Trojan horses is,
therefore, covered under this paragraph, as is the resulting modification of the
data.

USA

Causing damage to national computer networks is a federal crime, one that
carries substantial penalties for those convicted. The principal federal law in the
battle against computer viruses and worms is the Computer Fraud and Abuse
Act, 18 USC. 1030.

Section 1030 - Fraud and related activity in connection with computers:

a) knowingly causes the transmission of a program, information, code, or command, and

as a result of such conduct, intentionally causes damage without authorization, to a

protected computer;

b) intentionally accesses a protected computer without authorization, and as a result of

such conduct, recklessly causes damage; or

¢) intentionally accesses a protected computer without authorization, and as a result of

such conduct, causes damage.

The Loopholes

Privacy laws are a patchwork quilt of state and federal laws, rules, and
regulations that have numerous loopholes.

There are many who take the view that the existing legislation already
covers denial of service attacks without any need for amendments, and that the
better preparation of cases and more sophisticated evidence gathering
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techniques, rather than legislative change, hold the key to combating the rising
wave of cyber-crime.

The digital world presents a fast-changing environment with many
unfamiliar aspects. It places particular challenges onto legal systems, which find
it difficult to cope with the rate of change of this new world. Technical
innovation continues at breakneck speed, people (including criminals) make
innovative use of its capabilities; geographic boundaries become less well
defined (creating jurisdictional problems). If the growth in ecrime is to be
contained, we need laws to become better adapted to this new environment.

Whether existing laws are amended, or new laws created, two further issues
need to be considered. The digital world has the potential to enable ever
greater intrusion on, and control of, members of society by government. It is
also a highly complex technical world under constant change. The need is for
laws and regulations to be written in ways that are technically neutral, thus
reducing the need for continuous amendment as technology evolves, mutually
consistent and sufficiently well defined to maintain an acceptable balance
between the needs of the state to protect society, the freedom of the individual
and the ability of organizations to take reasonable steps to reduce risk. As part
of this process, industry should contribute more directly to supporting the
investigation and prosecution of ecrime, working to the same standards as,
and with, law enforcement. This will require changes to current laws and
regulations, although the extent of these changes is far from clear at this time.

The Suggested Solution

There are many legal issues associated with the drive to reduce cyber-crime
as it is related to malicious code. Three key actions need to be initiated now to
create a sound legal environment:

There is an urgent need to agree on priority changes and to schedule
them into the legislative process at the earliest opportunity.

As part of this process, the responsibilities and liabilities of those
whose systems are used for criminal activities need to be clear and
understood, with an acceptable balance between intrusion and privacy.
This will require that existing laws and regulations be re-visited.
International jurisdiction issues being addressed by governments need
to be supported by those in industry.

The immediate need is to facilitate low overhead co-operation at the start
of the investigation when the location of those causing the problem is still
unclear. Governments must work with the private sector in ensuring that those
with front-line experience and responsibility contribute directly to the
development of practical solutions.

29 www.eurim.org/consult/e-crime/ dec03/ECS_WP6_web_031209.htm
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They should strive to criminalize the use of software codes which modify
or destroy data, the stealing of data, the unauthorized access, and the
exploitation or the damage to a system. This kind of criminal conduct must be
punished with fines and imprisonment but for this to become reality, states
need to implement identical provisions at their domestic levels.
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CHAPTER Q7. SPAM

The Problem

Unsolicited commercial communications or spam, as it is more usually
known, has grown into one of the major plagues affecting today’s digital world.
In a very short period of time, spam has become more prevalent than
legitimate e-mail correspondence. Spammers are now sending hundreds of
millions of messages every day, causing significant financial costs and losses in
productivity for service providers, businesses and e-users.

With the growing dependence of users on email for their personal and
professional communications, spam can seriously hamper the development of
the digital economy and society by undermining users’ confidence in online
activities. These problems have hit epidemic proportions.

Spam is the most pernicious and irritating aspect of modern life, a
phenomenon that costs businesses worldwide billions of dollars each year,
projected to continue to escalate at an astounding rate.

Spam is unsolicited commercial e-mail (UCE), unsolicited bulk e-mail
(UBE), gray mail and just plain junk mail. It is used to advertise products or to
broadcast some political or social commentary. The term was applied for the
first time to articles posted to online message boards, which were of no
relevance to their discussions and violated their forum policies. Such articles
were sent to several newsgroups, and quickly became a nuisance to other users.
The term was then applied to describe junk e-mail messages, usually
advertisements for products and services. In determining whether unsolicited
e-mail is, or is not, a crime, the source and the motive must be considered. To
qualify as spam the source must be intrusive (sent deliberately to many
addresses) and without giving the recipients any option to “unsubscribe”.

Everybody is agreed that a significant amount of spam involves fraudulent
or deceptive messages. A clear distinction must be drawn between spam and
legitimate commercial email. One trend argued that spam is untargeted and
unwanted e-mail which offers recipients no valid means to opt-in or opt-out.
But legitimate commercial e-mail on the other hand respects the opt-in (receive
no ads unless requested) or opt-out (receive all ads until individually declined)
rights of recipients depending on the country they operate in.

Several stakeholders have given definitions of spam, and although there are
many common points, there is still no universally accepted definition. Broadly
speaking, spam includes all electronic messages that are unsolicited or
unwanted, sent to a large number of users (bulk) without regard to the identity
of the individual user, usually having commercial purposes, but which can also
include viruses.

30 www.itu.int/.../spam/contributions/Background%20Paper_
Building%20frameworks%20for%201nt|%20Cooperation.pdf
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Spam activities are now spreading to mobile phone multi-media messaging
and instant messaging services. The combination of mobile phones and
Internet (such as the third-generation mobile services and wireless Internet)
raises a host of possibilities for innovative applications and new modes of
interaction. However, these opportunities have also been promptly spotted by
spammers, who have begun to target mobile users. Considering that the
number of mobile users worldwide has passed one billion, outnumbering fixed-
line subscribers and making mobile the dominant communication technology
of today, it is easy to imagine the potential impact of spam on mobile devices.

As the so-called third generation of wireless networks emerges, wireless
advertisement, in the form of emails delivered to cellular phones is liable to
explode. While this has the potential to provide attractive services to users and
open the way for online mobile commerce, it is also likely to raise privacy
concerns, to affect efficiency and reliability of services, and to diminish
consumer trust. Spam is one of the most visible Internet threats, having grown
at an explosive rate of 61% just in one year.

Like viruses, spam has become a scourge on the Internet as hundreds of
millions of unwanted messages are transmitted daily to almost every email
recipient as well as to newsgroups. Unfortunately for users and fortunately for
spammers, as an advertising medium, spam does produce results. Even if only
an infinitesimal number of users reply, it is still cost effective since email is a
very inexpensive way to reach people. It is simple mathematics: It may take
only half an hour to send out a million messages, and supposing that out of
every 1,000 of these spam messages only one person clicks the link and the
spammer makes a dollar, the spammer will have made $1,000 in just that half
hour. The entire job might not have taken more than a half hour for its set up.

As spam filtering becomes more sophisticated, spammers have to send
even more spam to make the same money, but email lists can be purchased
for very little or hijacked, and there is a thriving ancillary business selling lists
to spammers. There are even third-party spam service providers that will do all
the work for you.

If spam makes up well over half of e-mail transmissions, then this
translates into a massive data storage requirements. Information security
systems are designed to preserve the integrity, the availability and the
confidentiality of information processing resources and the data that they store
or transmit. Since spam clogs up transmission, storage and computer
processing, it presents a challenge to the availability of the systems for other
legitimate users.

The Existing Texts

The legal framework that has been put in place in order to fight spam is
complex, in particular due to the multitude of different laws that have been
enacted in recent years, and the number of national authorities that are dealing
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with this topic. The legal definition of what constitutes illegal spam varies
depending on jurisdiction. The severest incrimination of spam is in the
legislation of the United States, which set the punishment for this kind of
offense as a fine, imprisonment up to 5 years, or both.

Anti-spam laws vary considerably in their approach to tackling the
problem. However, unsolicited commercial emails are generally considered
illegal when they conceal the sender’s identity for example with the falsification
of the point of origin and transmission path of unsolicited e-mail
advertisements, or use a third party’s domain name without consent, or provide
misleading information on the subject line.

Also, for e-mail to be legitimate, many anti-spam legal instruments require:

- the prior authorization of the recipient (opt-in approach) or the

existence of a prior business relationship before the sending of any
commercial email (soft opt-in approach). In some countries, where
this approach is considered too severe, unsolicited emails, in
themselves, are not considered illegal, but they must allow a recipient
to no longer receive commercial communications from a certain
sender (opt-out approach);

a clear indication of the true name, geographical location and email
address of the sender;

a procedure for address gathering which respects the right of privacy
in the processing of personal data in the electronic communication
sector;

in some countries, the use of a label to warn about the content of a
message.

AUSTRALIA

The Spam Act and associated Spam (Consequential Amendments) Act
were passed by Parliament in 2003. The two Acts came into effect in April
2004, and are due for review within two years. Legislation will be administered
by the Australian Communications Authority (ACA)3. In addition to a ®t of
industry codes and standards, under the Spam Act, ACA® has the ability to
pursue a number of enforcement options. As part of the changes, The National
Office for the Information Economy becomes the Australian Government
Information Management Office, with some functions transferring to the
Department of Communications, Information Technology and the Arts’
Information Economy branch. The egime of the Australian law regarding
spam is Opt-in Laws.

CANADA

The Privacy Commissioner of Canada is an Officer of Parliament who
reports directly to the House of Commons and the Senate as an advocate for

31 The Australian Communications Authority - The Spam Act’s “Watchdog”
32 https://www.aca.gov.au/secure/complaint_form.htm
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the privacy rights of Canadians. In May 2004, the Economic Development
Agency of Canada for the Regions of Quebec, launched an Anti-Spam Action
Plan and announced the creation of a ministerial task with Electronic
Commerce Branch of Industry Canada to combat spam. Privacy Act 1980-81-
82-83, c. 111, Sch. 1l 1: The aim of this Act is to extend the present laws of
Canada that protect the privacy of individuals with respect to personal
information about themselves which is held by a government institution, and
which provides individuals with a right of access to that information.

EUROPEAN UNION

The European Commission (EC) has the following five directives that are

relevant in regulating Spam, all of which include an “opt-in” regime:

- E-Privacy Directive: Directive 2002/58/EC Concerning the
Processing of Personal Data and the Protection of Privacy in the
Electronic Communications Sector, 2002 O.J. (L 201).

E-Commerce Directive: Directive 2000/31/EC on Certain Legal
Aspects of Information Society Services, in Particular Electronic
Commerce, in the Internal Market, 2000 O.J. (L 178) 1.
Telecommunications  Privacy  Directive:  Directive  97/66/EC
Concerning the Processing of Personal Data and the Protection of
Privacy in the Telecommunications Sector, 1998 O.J. (L 024) 1
(repealed and replaced by Directive 2002/58/EC).
Distance Contracts Directive: Directive 97/7/EC on the Protection of
Consumers in Respect of Data Protection Directive: Directive
95/46/EC on the Protection of Individuals with Regard to the
Processing of Personal Data and on the Free Movement of Such Data,
1995 OJ. (L 281) 31.
JAPAN
The basic document is the Law for Appropriate Transmission of Specified
Emails (Law No.26 of 2002). In April 2002, the Japanese government also
passed the Law on Regulation of Transmission of Specified Electronic Mail.
This law addresses Specified Electronic Mail, which is defined as email for
advertisement purposes sent to users who have not opted in for the service.
The law controls spam disseminated by anyone under the jurisdiction of the
Ministry of Public Management, Home, Affairs, Posts and
Telecommunications (MPHPT), which includes the entire country and the
solitary islands. In July 2002 MPHPT established a body Japan Data
Communications Association to determine the appropriateness of sending
specified e-mail messages. The regime of the law is “opt- out”.
IRELAND
The basic document is the Data Protection Act, 1988, EC Directive on
Privacy and Electronic Communications, Directive 2002/58/ECs33, Statutory

33 http://www.oasis.gov.ie/ utilities/redirect.php?url=http://www.dataprivacy.ie
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Instrument, S.I. No. 535 of 2003, European Communities (Electronic
Communications networks and Services) (Data Protection and Privacy)
Regulations 2003 and The Data Protection Commissioner.

The Irish Government has formally signed a law outlawing spam. The law
gives effect to new EU regulations banning the sending of unsolicited emails
or text messages to the general public. Ireland passed the self-titled European
Communities (Electronic Communications Networks and Services) (Data
Protection and Privacy) Regulations 2003. Regulation 13 is about spam, and it
starts strong with mandatory opt-in for unsolicited spamming. Regulation 19
grants enforcement powers to the Commission for Communications
Regulation. The Regulator, in consultation with the Data Protection
Commissioner, may also specify the form and any other requirements
regarding the obtaining, recording and rescinding the consent of subscribers
for the purposes of these Regulations. The punishment granted to the
Commission is a warning. The regime of the law is “opt-in”.

NEW ZEALAND

The Office of the Privacy Commissioner is an independent Crown entity
established by the Privacy Act. The Government has issued a discussion paper
to outlaw unwanted spam. The Privacy Commissioner’s principal powers and
functions include promoting the objects of the Privacy Act 1993%, monitoring
proposed legislation and government policies, dealing with complaints at first
instance, approving and issuing codes of practice and authorizing special
exemptions from the information privacy principles, and reviewing public
sector information matching programs.

REPUBLIC OF KOREA

The basic document is the Act on Promotion of Information and
Communication and Communications Network Utilization and Information
Protection of 20013

Korea Spam Response Center was constituted within the KISA (Korea
Information Security Agency), an agency of the Ministry of Information and
Communication with the specific authority to deal with problems regarding
spam. The regime of the law is “opt- out”.

USA

In January 2004, the Can-Spam Act, which stands for Controlling the Assault
of Non-Solicited Pornography and Marketing Act-117 Stat. 2699 Public Law 108-
187, came into effect in the United States-Dec. 16, 2003.36 This law puts
specific requirements on senders of commercial e-mail and places enforcement
in the hands of the Federal Trade Commission and State Attorney’s General.
The regime of this law is “opt-out”.

34 http://www.med.govt.nz/pbt/infotech/spam/discussion/discussion-05.html
35 http://www.spamcop.or.kr/eng/m_1.html
36 http://www.ftc.gov/bcp/conline/pubs/buspubs/canspam.htm
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UK

The UK's anti-spam law, the Privacy and Electronic Communications
Regulations, came into effect. Many have said that this changes the standard
for consumer e-mail marketing in the UK from opt-out to optin, but that is
not strictly true. Confusion has arisen because legally there is a difference
between the term consent, which is what the law actually requires, and opt-in,
which is what everyone seems to think the law requires. In fact, the rules are
not as restrictive as some have suggested.

The Loopholes

Governments are now becoming more involved in the matter, as they
increasingly recognize the necessity of developing and applying such standards
and of ensuring that they are internationally accepted. Although it would
appear that technical solutions to spam and the problems of jurisdiction and
enforcement in the Internet environment are unconnected, national and
international regulation of technical measures adopted to limit spam may prove
to be one of the most efficient method to control spam.

The use of labels3” for e-mails having a specific content is a requirement in
several countries. Often this condition is imposed only for messages having a
sexually explicit content, to warn the recipient about the content of the e-mail,
and in particular to avoid spamming children, who are often the unintended
recipients of adult spam. Labels for commercial messages have also been
imposed in countries such as the Republic of Korea. The use of a specific tag
in the subject line of an email allows users to identify commercial messages
more easily, to set their filters by redirecting the messages to a specific folder,
or to avoid their children receiving e-mail messages with pornographic content.
The problem is that the rule is difficult to enforce in respect of anonymous
spammers. But the problem arises even in the case of legitimate marketers who
operate within the law. These labels are decided at the national level and vary
from country to country, leaving the way open to messages originating from
another country that does not use the same labeling system, causing an
inevitable lack of uniformity.

Much debate has surrounded the adoption of the opt-in approach for
spam messages in Europes. Opt-in was considered as potentially threatening
to the development of ecommerce and the Internet What the opt-in/opt-out
framework tries to achieve however, is not to outlaw direct marketing
altogether, but simply to establish a fair and clear environment for legitimate
marketing that is permission-based, while also reducing unwanted spam. The
data must be collected fairly and used for specified, explicit and legitimate
purposes. Yet this rule foresees an exception to its opt-in approach, allowing
the sending of unsolicited commercial messages to users with whom the sender

37 www.itu.int/.../spam/contributions
38 www.itu.int/ni.
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has a pre-existing business relationship. This exception, however, is applicable
only for the advertisement of similar products and services, and for addresses
used by the same person who legally collected the original data (opt-in). A
further exception arises when the recipient is not a physical person but a legal
entity. This exception is, however, subject to criticism, as business-to-business
spam could have the same nature as spam sent to private users. In many
countries, marketing companies are allowed to send messages to users without
the need for prior authorization or relation, provided explicit opt-out language
is included in every message. This can actually contribute to legitimate spam.
Most users however, already have strong preconceptions regarding spam, and
have been widely advised not to open or reply to any spam messages, to avoid
sending out a confirmation that the e-mail address is active.

The jurisdictional problems created by the proliferation of trans-border
unsolicited commercial communications represent what may prove to be an
insurmountable hurdle. As spam touches on so many aspects of the law, such
as commerce, advertising, criminal law, freedom of speech, and intellectual
property, the differences associated with the laws of the jurisdictions of the
world may prove greater than their similarities.

Moreover, self-regulatory approaches have a number of shortcomings, and
technical solutions to date are only partially successful. A coordinated legal and
technical approach, harmonized at the international level, would constitute a
particularly promising approach. Although it is beyond the realms of possibility
that spam will not exist anymore, if all players were to be proactive rather than
simply reactive, unsolicited commercial e-mail could be effectively tackled.

On the technology front, the industry seems to be coalescing around the
idea of adding sender authentication to email, letting recipients verify the
source of a message. By verifying the sender’s message address or the domain
from which a message was sent, we would close the loophole left open by
anonymous email.

The Suggested Solution

While opinions differ on the best way to cut down on abuse, everyone
seems to agree it will take a combination of new technology, strong legislation,
vigorous law enforcement, end-user education and international coordination
to fight the problem.

The law generally regulates individual behavior by threatening ex post facto
sanctions. However, in real space as well as cyber-space, this law also regulates
individual behavior indirectly, by aiming to change markets, norms or code. It
has been argued that law in cyber-space will often be more effective if it
regulates code or architecture rather than trying to directly regulate individual
behavior ex poste facto.

As the Internet has been developed by technologists and the private sector,
both play an essential role in the long-term evolution of Internet architecture,
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and must participate in the debate at national and international levels, so that
their views can influence the aeation of new solutions to combat the problem
of spam.

Although there is no silver bullet that will eliminate spam entirely, the
incidence of spam can be reduced and controlled. In general, it is widely
recognized that the most effective solution to spam will combine legal and
technological elements.

The crime of sending unsolicited e-mails or spam should be treated by all
domestic penal laws as a criminal offense, and punished with fines and possible
imprisonment.
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CHAPTER 08. CYBER-HOOLIGANISM

The Problem

The Internet has evolved from a scientific and military network to a crime
scene. The network is used by scientists, spies and terrorists alike. Even though
the cost of attacks in cyber-space is rising at a fast rate, the network is so widely
used that it cannot be possibly shut down. This opens the door then to a
group of individuals described as cyber-hooligans.

Cyber-hooliganism is defined as a computer network related mischief such
as defacing websites or releasing a virus or worm, without causing serious
disruptions for the general population, or without creating widespread panic or
terror. In addition to using computers for digital vandalism and low-level
destruction. Another aspect is hacktivism, or using those tools to get a political
message across.

Cyber-vandalism, or cyber-hooliganism, might include the knocking out of
an e-mail system, defacing a Web site, or performing some other disruptive or
annoying activity. Hackers seek to infiltrate secure computer systems in order
to steal confidential information, such as the credit card data of customers.

Cyber-hooliganism is essentially non-violent, but can cause financial losses.
For example, the creation of the | Love You virus or the destruction of the
NASA web page were both cyber-hooliganism acts.

The Existing Texts

The Council of Europe Convention on Cyber-crime is the only attempt to
regulate this kind of computer related crime. It defined the cyber-hooliganism
as an offence against the confidentiality, integrity and availability of computer
data and systems. The penalty for this kind of offence is left to different
national legislations.

The provision aims at criminalizing the intentional hindering of the lawful
use of computer systems including telecommunications facilities by influencing
computer data. The term hindering refers to actions that interfere with the
proper functioning of the computer system. Such hindering must take place by
inputting, transmitting, damaging, deleting, altering or suppressing computer
data. The hindering must furthermore be serious in order to give rise to
criminal sanctions.

The definition of “serious” is understood to cover the sending of data to a
particular system in such a form, size or frequency that it has a significant
detrimental effect on the ability of the owner or operator to use the system, or
to communicate with other systems, for example, by means of programs that
generate denial of service attacks, malicious codes such as viruses that prevent
or substantially slow the operation of the system, or programs that send huge

39 honey.7thguard.net/essays/cyberterrorism-policy.pdf
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quantities of electronic mail to a recipient in order to block the
communications functions of the system.

The “hindering” must be unauthorised. Common activities inherent in the
design of networks, or common operational or commercial practices are
considered as authorised. These include, for example, the testing of the security
of a computer system, or its protection, as authorized by its owner or operator,
or the reconfiguration of a computer’s operating system that takes place when
the operator of a system installs new software that disables similar, previously
installed programs. Therefore, such conduct is not criminalized even if it
causes serious hindering.

Nevertheless, Parties may have different approaches to. The text leaves it
to the Parties to determine the extent to which the functioning of the system
should be hindered, partially or totally, temporarily or permanently, before it
reaches the threshold of harm that justifies sanction under law.

The most important aspect is that the offence must be committed
intentionally, that is to say, the perpetrator must have the deliberate intent to
seriously hinder.

The Loopholes

The open and defiant manner in which attackers currently operate reflects
the weakness of the legal, defensive, and investigative capacities of the current
system. Some attackers are snared after long, expensive investigations, but
most go unpunished. This stems ultimately from the fact that the information
infrastructure is transnational in nature. Attackers deliberately fashion their
efforts to exploit the absence of internationally agreed standards of behavior
and cooperation. For example, attackers can avoid prosecution or greatly
complicate investigations simply by initiating attack packets from countries
with inadequate laws, and routing them through countries that with different
laws and practices, and no structures for cooperation.

The measures thus far adopted by the private and public sectors have not
provided an adequate level of security®. While new methods of attack have
been accurately predicted by experts, and some large attacks have been
detected in early stages, the efforts to prevent or deter them have been largely
unsuccessful, with increasingly damaging consequences. Intelligence exchanges
have been slow, and investigations even slower. Some attacks are from states
that lack adequate laws governing deliberate destructive conduct. A significant
enhancement of defensive capabilities seems essential.

Cyber-crimes are often committed quietly, and remain unpublicised.
According to the FBI, between 85% and 97% of crimes4 are not even
reported or revealed.

40 Sonia K. Katyal, Privacy Vs. Piracy, International Journal of Communications Law & Policy, Issue 9, Special Issue on
Cyber-crime, Winter 2004/2005,
41 www.crime-research.org/articles/sabad03_2004/
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The Suggested Solution

International laws must be drafted with the goal of securing speedy
agreement among nations to adopt uniform definitions of offenses and
commitments, despite having different network capabilities and different
political interests#.

The international community must encourage a universal recognition of
basic offenses in cyber-space and the need for universal agreements to
cooperate in investigating, extraditing, and prosecuting perpetrators. The law
should describe the conduct it covers, including: interfering with the function
of a cyber-system, cyber-trespass, tampering with authentication systems,
interfering with data, trafficking in illegal cyber-tools, using cyber-systems to
further offenses specified in certain other treaties, and targeting critical
infrastructures.

The lack of an adequate international response to these weaknesses is
puzzling, given the huge and growing financial impact of cyber-attacks and
crimes. Even if some estimates of damages are inflated, the problem is
becoming undeniably expensive to businesses, governments, and individual
users around the world. Multilateral action is therefore required to build
security into the underlying technical and social architecture. History has
shown that when nations agree upon a common malicious threat, be it piracy
on the high seas centuries ago, or aviation terrorism in the 20t century, a
cooperative treaty mediated regime can contribute substantially to addressing
the problem.

It is through such a treaty that ¢/ber-hooliganism must be criminalized,
because it presents a real threat in its ability to disrupt and to produce serious
damages to computer networks. Such criminalisation would not be effective
unless it is punished with fines and imprisonment; hence the need for punitive
measures to complete the chain of the global legal system of regulation and
implementation.

42 Abraham D. Sofaer, Seymour E. Goodman, A Proposal for an International Convention on Cyber Crime and Terrorism,
2000
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CHAPTER 09. CYBER-STALKING

The Problem

With the popularity of the Web increasing each day, the act of stalking has
now moved into the virtual realm of the Internet, and has come to be known
as cyber-stalking4s. Today, cyber-stalking is easier than ever, considering the
anonymity provided by electronic communication. On the Web, it is not
difficult to conceal one’s identity or to provide incorrect personal information.
Websites, email, chat rooms, and discussion forums provide stalkers with a
variety of opportunities to harass others. They also offer stalkers access to the
private information of their victims.

While there is no universal definition for cyber-stalking, it is generally
defined as stalking or harassing another person using the Internet, email or
other electronic communication devices. The Internet has all the anonymous
features that stalkers love. With the simple push of a button, a stalker can send
annoying or threatening messages to the victim’s email or post a message to a
chat room or bulletin board. The Internet makes it easier for a shy stalker who
might not want to call or physically follow a victim, but who has no problem
sending a message through the Internet. Although a message received via the
Internet seems harmless and less frightening, it can evolve into a more
dangerous situation. As with physical stalking, cyber-stalking can ultimately
lead to face-to-face confrontation and worse.

There are not many laws on the books to help the victims of cyber-
stalking. Cyber-stalking is not yet a crime, and law enforcement agencies are
limited to telling the victim to stay off their computers. As cyber-stalking can
lead to more, so just turning off the computer is not very helpful. The resulting
outcome of cyber-stalking can be devastating and it is for that reason that
governments and states are trying to enact new laws and create new agencies to
stop cyber-stalking and to protect citizenry.

Cyber stalking can be divided into direct and indirect aspects.

Direct cyber-stalking include: threats, bullying, or intimidating
messages sent directly to the victim via e-mail or other Internet
communications mediums, and/or the use of technological means to
interfere with a victim’s use of the Internet, such as hacking or denial
of services attacks.

Indirect cyber-stalking includes, but is not limited to, spreading rumors
about the victim in various Internet discussion forums, subscribing the
victim to unwanted online services, posting information about the
victim in online dating or sex services, or sending messages to others
in the victim’s name.

43 http://en.wikipedia.org/wiki/Cyberstalking
44 www.ncjrs.org/pdffiles1/ojp/186157.pdf
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The Existing Texts

Though stalking has existed for centuries, the legal system has only
codified its presence in the statutes in recent decades. As a result, cyber-
stalking could truly be identified as a crime of the 21st century owing to its
reliance on computer and communications technology.

In legal terms, the manifestation of this misconduct is most likely to be
charged as per the statutes in place in the respective jurisdictions. The
incrimination of cyber-stalking varies greatly from misdemeanor4 to serious
crime. The penalties also are very different, starting from fines, peace bonds,
restraining orders, protection orders up to 10 years imprisonment.

USA

In the United States,% California was the first state to adopt stalking laws,
most often identified as a result of the murder of actress Rebecca Schaeffer by
Robert Bardo in 1989. Legislation was subsequently passed in 1990. Until this
passage of legislation the police was powerless to act unless the target was
actually attacked physically. In 1998 the delict description was, “Any person who
willfully, maliciously, and repeatedly follows or harasses another person and who makes a
credible threat with the intent to place that person in reasonable fear of his or her safety, or the
safety of his or her immediately family, is quilty of the crime stalking”. Since then, almost
every state in the USA has passed legislation making stalking a criminal
offense+.

AUSTRALIA

Australiar states which have enacted anti-stalking legislation around the
same time include Queensland with Section 359A of the 1993 Criminal Code
prohibiting unlawful stalking. Given the ability of individuals to mask their
identity when using the Internet, linking the harassment to one particular
individual may prove difficult. Programs that mask ones IP (Internet Protocol)
address and anonymous remailers are merely two examples that hinder the
identification of the digital location from which communications originate.
Elements of the offense cover activities which could include such activities as:
keeping a person under surveillance, interfering with property in the possession
of the other person, giving or sending offensive material, telephoning or
otherwise contacting a person in a manner that could reasonably be expected
to arouse apprehension or fear in the other person, or engaging in conduct
amounting to intimidation, harassment, or molestation of the other person.

UK

The Protection from Harassment Act4 of United Kingdom came into
force in June 1997 and was updated in August 2001. This Act makes provision

45 http://www.cyberlawenforcement.org

46 US Federal Laws on Cyberstalking

47 http://www.wiredpatrol.org/stalking/federal.html
48 http://www.aic.gov.au

49 HMSO Website. )
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for protecting persons from harassment and similar conduct. In this sense a
person must not pursue a course of conduct which can amount to the
harassment of another.

CANADA

In Canada®, the crimes of harassment and stalking, both on-line and off-
line, are covered by the charge of Criminal Harassment, section %4 of the
Criminal:

No person shall, without lawful authority and knowing that another person is harassed
or recklessly as to whether the other person is harassed, engage in conduct that causes that
other person reasonably, in all the circumstances, to fear for their safety or the safety of anyone
known to them. The conduct consists of:

a) repeatedly following from place to place the other person or anyone known to them;

b) repeatedly communicating with, either directly or indirectly, the other person or anyone

known to them besetting or watching the dwelling-house, or place where the other person,

or anyone known to them, resides, works, carries on business or happens to be; or

d) engaging in threatening conduct directed at the other person or any member d their

family.

NEW ZEALAND

New Zealand Harassment Act 19975 states that:

a) harassment-cyber-stalking is a pattern of behavior that includes doing any specified act

directed against that person on 2 separate occasions within 12 month period (may not be

the same person as long as the pattern is directed against the same person).

b)specified Act means watching, loitering, preventing, following, making contact (whether

by telephone, correspondence or any other way), giving, leaving, bringing attention to any

offence material, entering, interfering with property, that would cause a reasonable person
to fear for his/her safety.

THE NETHERLANDS

The violation of the privacy is regarded as an element of crime, and the
police can in principle intervene early, even lefore the threatening actually
begins. The Dutch definition of the offence does not imply the restriction that
the victim must be clearly damaged by the actions of the offender. In July 2000
article 285b of the Criminal Code has become effective. With this article the
penalization of stalking is provided for: “He, who illegally and systematically infringes
on someone else’s privacy with the intention to force the other to do something, not to do or to
endure, or terrify someone, will be punished, if guilty of stalking, with an imprisonment of at
the most three years or a fine of the fourth category (25.000 Dutch guilders). Prosecution will
only take place after a complaint of the person against whom a crime has been committed”.

The Loopholes
There is a definite gap between the legal statutes and the actual situation in
the electronic world. Investigating and prosecuting cyber-stalking presents

50 www.canlii.org
51 http://rangi.knowledge-basket.co.nz.
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unique challenges. Establishing a pattern of harassment is critical to an
investigation as well as to identifying the stalker’s true identity, which may be
unknown to the victim due to the anonymous nature of the Internet. Victims
must maintain copies of all online correspondence from the stalker, such as e
mails, chat room conversations, and websites, as evidence which law
enforcement agencies can investigate. Victims should notify law enforcement
agencies when online communications become threatening or cyber-stalkers
approach their targets in the real worlds2,

When identifying cyber-stalking in the field, particularly when considering
whether to report it to any kind of legal authority, the following features or
combinations of features can be considered to characterize a true stalking
situation:

The manifest desire and intention to terrorize and hurt somebody. Much
cyber-stalking is malicious in nature due to the presence and communication of
clear and direct threats. Not all cyber-stalking however is maliciouss. In cases
of love-oriented obsessive cyber-stalking for example, the stalker has no visible
intent to harm, and while their behavior may cause great distress, they do not
necessarily realize that this is happenning. Other forms of online harassment
are also not necessarily malicious. Some online harassment takes the forms of
practical jokes, and while this may be unpleasant and cause great
inconvenience, annoyance, fear or distress, the harasser may not have intended
to cause harm.

Not all harassment is premeditated either. Sometimes it may be the result
of a sudden emotional outburst, where someone loses his temper and lashes
out electronically. This may indeed cause distress but could not be called
premeditated, since the attack was sudden and not planned.

Repetition is a key feature of online stalking. A one-off attack online, while
it may cause distress, could not be described as cyber-stalking. Cyber-stalking is
a course of conduct that takes place over a period of time and involves
repeated attempts to causing distress. Some laws even define it as involving
two or more incidents and following a repetitive pattern.

One could not claim cyber-stalking or even online harassment if distress is
not felt in some way. Distress can take many forms, from annoyance, offense,
inconvenience and humiliation, to worry and fear for safety. The presence of
fear is an important characteristic of cyber-stalking.

One also needs to be careful that is not over-reacting. In legal terms,
stalking is usually defined as a course of conduct that causes a reasonable
person to be in distress.

Proving distress as a result of online stalking might be difficult. It needs
the testimony of expert witnesses, or proof that the victim went to a doctor for
help or medication concerning the incident.

52 www.nw3c.org
53 www.wiredsafety.org/cyberstalking_ harassment/definition.html
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The anonymity of electronic communications could also pose a difficulty.
Though a victim may know the identity of his or her aggressor, the prosecutors
have few chances to prove a connection between the sender and the accused.
It is important that more expertise is acquired about (local and virtual) stalking,
and that special units are established to deal effectively with these offences.
Most police and juridical institutions still have insufficient experience to
recognize the serious nature of cyber-stalking and to investigate these crimes.

The disparity3 in the activity level among law enforcement agencies can be
attributed to a number of factors. First, it appears that the majority of cyber-
stalking victims do not report the conduct to law enforcement, either because
they feel that the conduct has not reached the point of being a criminal
offense, or that law enforcement will not take them seriously. Second, most law
enforcement agencies have not had the training to recognize the serious nature
of cyber-stalking and to investigate such offenses. Unfortunately, some victims
have reported that rather than open an investigation, a law enforcement agency
has advised them to come back if the cyber-stalkers confront or threaten them
off-line. In several instances, victims have been told by law enforcement simply
to turn off their computers.

The Suggested Solution

Jurisdictions around the world are now only starting to recognize cyber-
stalking as a criminal offense. The fear of victims of cyber-stalking is just as
real as with any other crime. It is therefore important to develop a
comprehensive and effective plan for dealing with cyber-stalking. Only when
this is done will the Internet be a safer place for web users. Until the law on
cyber-stalking has been fully developed, victims should educate themselves on
the methods of effectively handling on-line harassment.

Self-protection, while essential, is not sufficient to make cyber-space a safe
place to conduct business. The rule of law must also be enforced. Countries
where legal protections are inadequate will become increasingly less able to
compete in the new economy. As cyber-crime increasingly breaches national
borders, nations perceived as havens run the risk of having their electronic
messages blocked by the network. National governments should examine their
current statutes to determine whether these are sufficient to combat the cyber-
crimes.

Effective law enforcement is complicated by the transnational nature of
cyber-spacess. Mechanisms of cooperation across national borders to solve and
prosecute crimes are complex and slow. Cyber-criminals can defy the
conventional jurisdictional realms of sovereign nations, originating an attack
from almost any computer in the world, passing it across multiple national
boundaries, or designing attacks that appear to be originating from foreign

54 www.mcconnellinternational.com
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sourcesss. Such techniques dramatically increase both the technical and legal
complexities of investigating and prosecuting cyber-crimes like cyber-stalking.
A future international law statute should criminalize the use of images,
signs, language for the willful purpose of systematically threatening, harassing,
intimidating, tormenting or embarrassing, directly or indirectly, another person
through electronic devices, e-mail or over the Internet. Upon conviction,
cyber-stalking should then be punished with fines and imprisonment.

56 http://www.haltabuse.org



THE LAW OF CYBER-SPACE IDENTITY THEFT

CHAPTER 10. IDENTITY THEFT

The Problem

Identity Theft is a truly modern crime, being crafted out of the sight of,
and often beyond the effective reach of, the victim. It is carried out by
compromising electronic data systems, obtaining false primary documents,
directing mail to new addresses, obtaining new credit accounts and improperly
charging existing ones. It can be accomplished by a neighbor next door or by
criminals hunting from thousands of miles away. It relies on the facility of
modern technology and superficial consumer security.

Identity theft is the unauthorized collection and fraudulent use of key
pieces of information, such as social security or driver's license numbers, in
order to impersonate someone elses”. The information can be used to obtain
credit, merchandise, and services in the name of the victim, or to provide the
thief with false credentials. In addition to running up debt, an imposter might
provide false identification to police, thus creating a criminal record or leaving
outstanding arrest warrants for the person whose identity has been stolen.
Victims of identity theft suffer financial loss, damage to their reputation, and
emotional distress, and are left with the complicated and sometimes arduous
task of clearing their names.ss

Identity theft is categorized in two ways: True Name and Account
Takeover.

True Name Identity Theft means that the thief uses personal
information to open new accounts. The thief might open a new credit
card account, establish cellular phone service, or open a new checking
account in order to obtain blank checks.

Account Takeover Identity Theft means the imposter uses personal
information to gain access to an existing account. Typically, the thief
will change the mailing address on an account and run up a huge bill
before the person whose identity has been stolen realizes that there is a
problem.

A new form of identity theft is phishingse, which occurs when scammers
send mass e-mails posing as banks, credit card companies, or popular
commercial web-sites, asking recipients to confirm or update personal and
financial information in a hyperlink to a look-alike web-site for the spoofed
company, and usually threaten suspension or deactivation of accounts for non-
compliance. Many of the emails claim to be anti-fraud departments at the
institutions alerting the recipients to nonexistent suspicious transactions.

57 www.privacyrights.org/fs/fs17-it.htm
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The Internet has made it easier for identity thieves to use the information
they have stolen because transactions can be made without any personal
interaction. Computers make it possible to reduce the risk of personal harm to
the criminal by decreasing the probability of detection, and therefore
punishment, while at the same time significantly increasing the expected return.

The Existing Texts

Combating identity theft is difficult because each state or group of states
has a different idea about how to combat the issue, about how much privacy
invasion is allowed under a crime-fighting or civil litigation plan, and about
what system would be useful for regulating and granting jurisdictione.

As a consequence, laws regulating identity theft differ in content in
different countries. On the one hand, European States do not expressly
criminalize the identity theft, while on the other hand, United States legislation
sets up the toughest penalties. In 1998, the US Congress passed the ldentity
Theft and Assumption Deterrence Act, making identity theft a crime
punishable by up to 15 years of imprisonment. In July 2004, the Identity Theft
Penalty Enhancement Act stiffened penalties for the crime of identity theft
even further, and established a new federal crime of aggravated identity theft
for such serious offenses as bank fraud or defrauding employee benefit plans.
Under the new law, those convicted of aggravated identity theft must serve an
additional mandatory two-year prison term and enhanced five-year consecutive
penalties if a terrorist-related offense occurs.

USA

Federal Trade Commission-Assumption Deterrence Act, June 1998

a. The term document-making implement means any implement, impression, template,

computer file, computer disc, electronic device, or computer hardware or software, that is

specifically configured or primarily used for making an identification document, a false
identification document, or another document-making implement;

h. The term identification document means a document made or issued by or under the

authority of the United States Government, a State, political subdivision of a State, a

foreign government, political subdivision of a foreign government, an international

governmental or an international quasi-governmental organization which, when
completed with information concerning a particular individual, is of a type intended or
commonly accepted for the purpose of identification of individuals;

¢. The term ‘false identification document’ means a document of a type intended or

commonly accepted for the purposes of identification of individuals that is not issued by

or under the authority of a governmental entity; and appears to be issued by or under the

authority of the United States Government, a State, a political subdivision of a State, a

foreign government, a political subdivision of a foreign government, or an international

governmental or quasi-governmental organization;

60 Erin Suzanne Davis, A World Wide Problem on the World Wide Web:International Responses to Transnational
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d. The term means of identification means any name or number that may be used, alone
or in conjunction with any other information, to identify a specific individual, including
any
-name, social security number, date of birth, official State or government issued
driver's license or identification number, alien registration number, government passport
number, employer or taxpayer identification number;
-unique biometric data, such as fingerprint, voice print, retina or iris image, or other
unique physical representation;
- unique electronic identification number, address, or routing code;
-telecommunication identifying information or access device.
e. The term personal identification card means an identification document issued by a
State or local government solely for the purpose of  identification;
f. The term produce includes alter, authenticate, or assemble;
g. The term transfer includes selecting an identification document, false identification
document, or document-making implement and placing or directing the placement of
such identification document, false identification document, or document-making
implement on an online location where it is available to others.
EUROPEAN UNION
Council Directive 95/46 EC 1995-Data Protection
a. personal data shall mean any information related to an identified or identifiable
natural person (data subject); an identifiable person is one who can be identified, directly
or indirectly, in particular by reference to an identification number or to one or more
factors specific to his physical, physiological, mental, economic, cultural or social identity ;
h. processing of personal data (processing) shall mean any operation or set of operations
which is performed upon personal data, whether or not by automatic means, such as
collection, recording, organization, storage, adaptation or alteration, retrieval,
consultation, use, disclosure, by transmission, dissemination or otherwise making
available, alignment or - combination, blocking, erasure or destruction.
Council of Europe Committee of Experts on Crime in Cyber-Space,
Convention on Cyber-crime 2001
Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally and
without right, the causing of a loss of property to another by :
a. any input, alteration, deletion or suppression of computer data ;
h. any interference with the functioning of a computer system with fraudulent or dishonest
intent of procuring, without right, an economic benefit for oneself or for another.
JAPAN
Japanese Privacy Act -2003
The Basic Principles of the Japanese draft law require:
a. use of personal information for a clearly defined purpose and within the scope necessary
for the achievement of that purposg;
h. the use of lawful and proper means to acquire personal information;
¢. maintenance of the accuracy and currency of personal data;
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d. the implementation of appropriate measures to maintain the security of personal

information;

e. allowing individuals access to their personal information.

The Basic Principles were to be applied without exception to the personal
information-handling practices of all individuals and of all public and private
sector organizations.

The Loopholes

In addition to criminalizing certain types of activities, the European
Convention attempts to foster cooperation between countries in prosecuting
computer crimesst, It promotes uniform national legislation, common criminal
procedures, and resources for cooperation on an international level. In this
sense the Convention holds perpetrators of computer crimes responsible for
these acts even if their own countries do not consider the acts to be criminal,
but does not however provide means for cross-border investigations of cyber-
crimes.

The Convention lacks data protection laws necessary to curb identity theft
and its effects because it does not provide victims of identity theft with civil
remedies. It also does not adequately address the types of personal information
identity thieves use to perpetrate their crimes, such as social security numbers.

The European Union also passed a Directive in 1998 designed to restrict
data collection, processing, dissemination, and storage in Europe. The directive
encompasses all types of personal data, but is not self-executing; it requires
states to create implementing legislation on their own. The Directive also
requires that member states enact laws prohibiting the transfer of data to non-
member states that fail to ensure an adequate level of protection. Due to
differing traditions and approaches to privacy protection, different states also
view this adequacy requirement in divergent manners. As the system is based
on individual national laws, the Directive lacks the enforcement power that it
seeks.

Complications arise from the fact that member states can opt out of the
exceptions allowed under the Directive. The adequacy requirement complicates
uniformity for many of the same reasons as self-execution of the regulatory
laws. By allowing individual states to enforce the adequacy requirement against
non-member states, non-member states run the risk of having EU states
destroy their information, deny them access to the EU market, or instigate legal
proceedings against them.

The European approach to combating cyber-crime advocates stricter
controls to protect consumers as compared to e-commerce companies.
Europeans consider personal privacy to have greater importance and
commercial concerns are addressed as secondary to this concern.

61 http://law.wustl.edu/Journal/12/p201%20Davis.pdf
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In the US, the Federal Trade Commission has not provided adequate
protection for consumers and as a result, the basic principle is one of industry
self regulation. The United States is concerned that data protection laws are too
strict and will have a potentially regressive impact on international commerce.
The EU Convention, based as it is on European ideals, does not offer the kind
of free access to personal information to which US businesses are accustomed.
This US system opposesé the traditional European practice of ecognizing
privacy as a basic individual right.

Although identity theft is on the cutting edge of technology, what is
criminal in one country is not criminal in many other countries, and therefore
many international investigations end without the prosecution and punishment
of responsible criminals. A standardization of the legal regimes of so many
countries will undoubtedly enhance international cooperation in on-line
identity theft investigations and prosecutions. The current structure of
international mutual legal assistance is much too slow and cumbersome for the
Internet Age. Electronic evidence is ephemeral, and the delay inherent in the
current structure significantly lessens the chance that such evidence will be
obtained and that identity thieves will be caught and prosecuted.

The Suggested Solution

The international community needs to focus on active and collaborative
enforcement because the Internet is an environment in which it is much easier
to perpetrate an identity theft than in the real world.

In order for a treaty dealing with identity theft to be successful, other non-
European and non-American countries must also be encouraged to participate.
The Council of Europe Convention on Cyber-crime is a step in this direction
but must be expanded to include other parts of the globe, as well as crime
specific laws and civil remedies dealing with data protection and identity theft.

The ideal treaty on identity theft must also create laws that do not depend
only on industry self-regulation. Its provisions must force credit companies to
adhere to policies that prevent identity theft crimes and, at the same time, allow
victims to gain the information and protection they need to restore their credit
records and prevent future breaches of their accounts.

Another step that an international coordinated effort may need is to try to
control identity theft crimes on an international level. In order to succeed
globally, states may have to reexamine the concept of sovereignty and to
surrender some so that global cooperation against cyber-crime is realized.
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CHAPTER 11. CYBER-TERRORISM

The Problem

With the increased exposure to and dependence on Internet connectivity
and dependent services, government, media and the public have also
increasingly given more attention to the potential threat of cyber-terrorism to
these Internet-connected systems, particularly for the critical information
infrastructures of nation states.

While a definition of terrorism has eluded the international community for
decades, it is generally agreed that a terrorist act implies the use of violence for
political objectives and for the purpose of sowing fear within a target
population.

Cyber-terrorismés is but one form of cyber-attack. Too often the terms
cyber-terrorism and cyber-attack are used interchangeably and may result in a
misunderstanding of the cyber-threat in general, and the threat of cyber-
terrorism in particular. Politically motivated cyber-attacks that lead to death or
bodily injury, explosions, or severe economic loss would be dear examples of
cyber-terrorism.

Terrorism in cyber-space is generally understood to mean unlawful attacks
and threats of attack against computers, networks, and the information stored
therein when done to intimidate or coerce a government or its people in
furtherance of political or social objectives. To qualify as cyber-terrorism, an
attack should result in violence against persons or property, or at least cause
enough harm to generate fear. Attacks that lead to death or bodily injury,
explosions, plane crashes, water contamination, or severe economic loss would
be examples. Serious attacks against critical infrastructures could be acts of
cyber-terrorism, depending on their impact. Attacks that disrupt nonessential
services or that are mainly a costly nuisance would not.

Cyber-terrorisme4 is indeed a grave crime considering the substantial losses
that even a single successful operation can generate. Cyber-space is constantly
under assault from cyber-spies, thieves, saboteurs, and thrill seekers break into
computer systems, steal personal data and trade secrets, vandalize Web sites,
disrupt service, sabotage data and systems, launch computer viruses and
worms, conduct fraudulent transactions, and harass individuals and companies.
These attacks are facilitated with increasingly powerful and easy-to-use
software tools, which are readily available for free from thousands of web- sites
on the Internet. Therefore we should also categorize as cyber-terrorism those
attacks that cause less than total or partial destruction, like slowing down the
performance of a machine or a server system, and thus produce financial
consequences.

63 http://www.cs.georgetown.edu/~denning
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In contrast, cyber-terrorism has been used improperly to refer to the use

of:
encryption technologies for secure electronic storage of data and
communication by and between supporters/members of known
terrorist groups;
various forms of electronic communications (web sites, email etc) for
the purposes of recruiting supporters, organizing and communicating
the messages (propaganda) of known terrorist groups;
the occasional use by known terrorist groups of cyber-attack
techniques which are incapable of causing bodily harm, fear or serious
economic damage; and
the occurrence of port scans from countries considered to sponsor
terrorism or which harbor known terrorist groups.

There is a major difference between cyber-crime and cyber-terrorism.
Cyber-terrorism aims to wreak casualties and destruction through cyber-space,
allowing attackers to remain far from the target. In contrast, cyber-criminals
seek profits, and could focus on illegal transfer of funds, money laundering,
Internet fraud, tax evasion, and communications between criminal
organizations.

It is therefore prudent to distinguish between cyber-crime (an unlawful act
wherein the computer is either a tool or a target or both), and cyber- terrorism.
Cyber-terrorism is the premeditated use of disruptive activities, or the threat
thereof, in cyber-space, with the intention to further social, ideological,
religious, political or similar objectives, or to intimidate any person in the
furtherance of such objectives.

There are a number of reasons why cyber-terrorism is a very attractivess
option for terrorists. Firstly, it is cheaper than traditional terrorism methods.
All that the terrorist needs is a personal computer and a simple telephone
connection. Terrorists do not need to buy traditional offensive weapons such
as guns and bombs; instead they can create and deliver computer viruses
through a telephone line. Also, terrorists do not need to rent vehicles or to pay
someone to deliver their explosives; they can deliver their terror from their
home computer.

Secondly, cyber-terrorismis is more anonymouss than traditional terrorist
methods. It is simply difficult to track a cyber-terrorist. There are no physical
barriers such as checkpoints, customs agents, or borders which are crossed.
Criminals in the physical world have long employed the tactics of masking their
true identity with disguises and aliases. It should come as no surprise then, that
criminals who conduct their nefarious activities on networks and computers
should employ similar techniques. “IP spoofing” is one of the most common
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forms of on-line camouflage. In IP spoofing, an attacker gains unauthorized
access to a computer or a network by making it appear that a malicious
message has come from a trusted machine by “spoofing” the IP address of that
machine. It should not be difficult to detect this maneuver because there are
very feasible technologies available to counter this spoofing now.

Thirdly, there are an exponentially large number of targets. These could be
government computers, corporation computers, individual computers, public
works, private airline computers, etc. Within each of these categories of
computers there are sub-categories of systems and networks that can be
hacked into. Another appealing factor is that the law of averages dictates that
with this many computers and networks, there will be a large number of
weaknesses and vulnerabilities that the terrorists can exploit.

Fourthly, cyber-terrorism can be conducted remotely. This feature of
cyber-terrorism is especially appealing to cyber-terrorists. Typically, terrorists
using traditional methods, such as suicide bombing, spend a great deal of time
and money recruiting and training terrorists who eventually die carrying out
their attacks. Cyber-terrorism would result in terrorist groups retaining a larger
number of followers in relative safety.

Finally, cyber-terrorism has the potential to affect a larger number of
people than traditional terrorist methodss?. For example, it was estimated that
the I Love You virus affected more than twenty million Internet users and cost
billions of dollars in damage. Because cyber-terrorism can affect more people,
there is the potential for a greater degree of media coverage, which is ultimately
what a terrorist wants.

It seems that the presence of firewalls and advanced encryption technology
has not prevented intrusions, the theft of trade secrets, and the wreaking of
havoc in government bodies. Many experts continue to warn of the persistence
of a number of terrorist organizations attempting to develop new generations
of viruses to launch wide-scale cyber-attacks.

Fears of cyber-terrorism attacksse cover a number of scenarios including,
developing a virus that enables the control of telephones throughout a
community and prompts them to all simultaneously dial the emergency number
in order to to paralyze the emergency service. Losses would be heavier should
this paralysis be accompanied by a bomb explosion in a market or building.

The rise of terrorism, as one type of asymmetric and distributed warfare,
has not only threatened the gains derived from cyber-space, but has threatened
the activities that now come to depend on communication through cyber-space
infrastructure. Individuals and governments wish to ensure that they will
continue to reap the benefits of cyber-space, and that cyber-space controls will
not be turned against them. Their enemies see cyber-space as a high-value
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target. It is legimately feared that terrorists may have developed an academy of
cyber-terrorism, seeking means to attack the cyber-space infrastructure of the
West.

Public opinion® and dramatic attacks on computer networks could
provide a means to do this with only small teams and minimal funds.
Moreover, virtual attacks over the Internet or other networks allow attackers to
be far away, making borders, X-ray machines, and other physical barriers
irrelevant. Cyber-terrorists would not need a complicit or weak government to
host them as they train and plot. On-line attackers could also cloak their true
identities and locations, choosing to remain anonymous or pretending to be
someone else.

Terrorists might also try to use cyber-attacks to amplify the effect of other
attacks. For example, they might try to block emergency communications or
cut off electricity or water in the wake of a conventional bombing or a
biological, chemical, or radiation attack. Many experts believe that this kind of
coordinated attack might be the most effective use of cyber-terrorism.

Cyber-terrorism could also involve the destruction of the actual machinery
of the information infrastructure; remotely disrupting government computer
networks, or critical civilian systems such as financial networks; or using
computer networks to take over machines that control traffic lights, power
plants, or dams in order to wreak havoc.

Attacks could also involve remotely hijacking control systems, with
potentially dire consequences: breaching dams, colliding airplanes, shutting
down the power grid, etc.

The Existing Texts

USA

Section 814 of The Patriot Act158 is titled Deterrence And Prevention Of
Cyber-terrorism. This section amends section 1030(a) (5) of title 18, United
States Code. The amended section punishes any person who causes
unauthorized damage to a protected computer159 by either:

(i) knowingly causing the transmission of a program, information, code, or command, or

(ii) intentionally and unauthorizedly accessing a protected computer

This section applies only in cases where the conduct of the accused causes:

(i) loss to one or more persons during any 1-year period aggregating at least $5,000 in

value, or

(i) the actual or potential modification or impairment of the medical examination,

diagnosis, treatment, or care of one or more individuals, or

(iii) physical injury to any person, or

(iv) a threat to public health or safety, or
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(v) damage affecting a computer system used by or for a government entity in furtherance

of the administration of justice, national defense, or national security.

Section 816 of The Patriot Act is titled Development and Support of
Cyber security Forensic Capabilities. This section empowers the Attorney General to
establish adequate regional computer forensic laboratories and provide support to existing
computer forensic laboratories, in order that all such computer forensic laboratories have the
capability to:

1) provide forensic examinations with respect to seized or intercepted computer evidence

relating to criminal activity (including cyber-terrorism),

2) provide training and education for Federal, State, and local law enforcement personnel

and prosecutors regarding investigations, forensic analyses, and prosecutions of computer

related crime (including cyber-terrorism),

3) assist Federal, State, and local law enforcement in enforcing Federal, State, and local

criminal laws relating to computer-related crime,

4) facilitate and promote the sharing of Federal law enforcement expertise and

information about the investigation, analysis, and prosecution of computer related crime

with State and local law enforcement personnel and prosecutors, including the use of
multi jurisdictional task forces, and

5) carry out such other activities as the Attorney General considers appropriate.

UNITED KINGDOM

As per The Terrorism Act, 2000165, the term terrorism includes the use or
threat of action that is

i) designed seriously to interfere with or seriously to disrupt an electronic system

ii) designed to influence the government or to intimidate the public or a section of the

public, and

iif) made for the purpose of advancing a political, religious or ideological cause.

INDIA

Although the term cyber-terrorism is absent from the terminology of the
Indian law, section 69 of the Information Technology Act is a strong legislative
measure to counter the use of encryption by terrorists.

This section authorizes the Controller of Certifying Authorities (CCA) to
direct any Government agency to intercept any information transmitted
through any computer resource. Any person who fails to assist the
Government agency in decrypting the information sought to be intercepted is
liable for imprisonment up to 7 years.

EUROPE

Cyber-crime and Cyber-terrorism: the Council of Europe Cyber-crime

The 2001 Council of Europe Cyber-crime Convention addresses cyber-
crime broadly, and deals with a number of legal issues, including harmonization
of substantive law, harmonization of certain procedural aspects of
investigations, and facilitation of mutual legal assistance.

Under this Convention, states are required to establish a number of
defined offenses, including crimes against the confidentiality, integrity and
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availability of computer systems, their processing capacity and their data
content (articles 2-6). These provisions require states to prohibit most types of
cyber-terrorism.

Under the Convention, each member state is required to establish laws that
will enable it to intercept, preserve, search and seize data on its networks.
These include real-time monitoring of traffic data (article 20) and interception
of content data (article 21).

Article 22 of the Convention provides that each party shall extend its
jurisdiction over offences committed in its territory or by its nationals.

Perhaps the most important and interesting parts of the Convention are
the provisions dealing with international cooperation, including extradition and
mutual assistance (articles 23-35). A broad range of cyber-crimes are made
extraditable offenses, and signatories are required to provide mutual assistance
to the widest extent possible in connection with the preservation and collection
of requested data. Much of the Convention is oriented toward law enforcement
after the commission of a crime, rather than the interdiction of the crime or
cyber-terrorism. Article 31 deals with mutual assistance regarding access to
stored computer data; article 33 deals with mutual assistance with respect to
real-time collection of traffic data and article 34 deals with mutual assistance
with respect to interception of content data. Thus, it can be said that the
Cyber-crime Convention is a cyber-crime law enforcement convention, not a
cyber-terrorism convention. While it would be expected to have some
incremental benefits against cyber-terrorism, it could not be expected to
substantially reduce the risk of cyber-terrorism by the more dedicated actors.

The Loopholes

Connections via the Internet and other networks continue to develop, and
interdependence increases™. There is also increasing an standardization and
commonality in the specifications of information systems. These trends
increase the threat of cyber-attacks, even on information systems that currently
face little danger from outside intrusion. In addition, there is always the
possibility of such attacks being made by disgruntled inside personnel. Even an
information system that is not connected to any other networks is not immune
to the danger of an outside attack?.

The present attempts to define and understand cyber-terrorism remain
mired in biases that continue to perpetuate the myths surrounding
conventional terrorism. Knowledge of the who and what'2 of cyber-terrorism is
limited to ambiguous interpretations of terrorist actors and speculative
extrapolations of potential terrorist activity. In both of the cases, cyber-
terrorism has become a catch-all term that can be pulled from the bag to fit any
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number of scenarios or purposes. For the policymaker, this means that political
expediencies often dictate what should be pragmatic measures. It is also
essential to remember that for the victim, the type perpetrator behind the
attack is often less important than the consequences of the attack.

To the innocent bystander caught in the crossfire or explosion connected
to a terrorist incident there is no doubt that the incident and his/her
victimization is random and hence even more terrifying. However, the reality
of terrorism is that it is purposeful and involves selectivity in its execution.
These reveal a distinctive set of patterns which suggest that factors such &
environment and terrorist group composition play significant roles in the
nature of the terrorism that transpires. More specifically, terrorist groups
develop their modus operandi based on where they originate, who supports them,
who their enemies are, what their likelihood of success will be and a host of
other tactical and strategic considerations. For example, nationalist/ethnic
based terrorist groups clearly have developed primary spheres of operation and
in general focus their attention on specific fargets related to their goals. Such
terrorist groups engage in terrorist activity for a predetermined political
purpose and their goals are not furthered by random attacks which the public
(their audience) cannot interpret. Although the last three decades have
witnessed thousands of international terrorist incidents they have more often
than not been of a deliberate rather than random nature.

The assumption that terrorism knows and respects no boundaries flows
from the same base that perpetuates the assertion that terrorism is random and
indiscriminate. While it is correct to suggest that the entire international system
has experienced international terrorism at one time or another, it is more
accurate to argue that a relatively small group of states are the constant targets
of international terrorism, while the vast majority reside on the periphery of
this violence. Empirical evidence that over half of all international terrorism
has been perpetrated in just thirteen states and less than seven states account
for over fifty per cent of all victimization, indicates the reality of terrorism.
Further evidence also suggests that the majority of terrorist acts are not
characterized by the large-scale needless killing and destruction that is so often
assumed.

Because terrorism can conceivably cover a full spectrum of violence from
non-lethal threats, to simple destruction of property, to mass loss of life, there
is considerable room for interpretation about its nature. Instead of relying on
this conceptualization & the sole standard for judging terrorist violence, it is
more helpful to place individual terrorist acts in the context of larger terrorist
campaigns. In order to achieve their goals, regardless of how irrational the
goals might appear to outsiders, terrorist groups must engage in some level of
rational behavior. To do otherwise would compromise the very existence of
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the group. Groups that focus all their efforts on wild forays into violence
characterized by mass killing are not likely to survive. Terrorist groups need the
support of wider constituencies in order to survive. This support is generally
not forthcoming if terrorist incidents are deemed too violent or beyond the
accepted limits of the constituency. While many constituencies will support
violence against government officials, soldiers and others seen as representing
the occupiers or repressors, it is difficult for most groups to sustain the support
of their constituencies for acts of terror against innocent civilian populations,
particularly if there are widespread civilian victims.

Terrorist groups must also deal with a heightened state response to
particularly violent acts?. Bombs placed outside of protective embassy walls do
not elicit the same pressure for counter-terrorist response as bombs placed on
airliners. Finally, terrorist groups must reconcile their use of violence with their
own ideologies. If terrorist groups are to survive and thrive careful attention
must be paid to the exact nature and objective of their terrorist campaigns.

Despite its vicious notoriety, the data > indicates that international
terrorism results in less than one fatality per incident and over ninety per cent
of the incidents have not resulted in the death of any victims. There are also
relatively few high-end incidents such as the bombing of airliners. In fact, there
were only twenty-one bombings of airliners over a twenty-seven year period
and only twelve resulted in the deaths of more than twenty people. The
foundation of terrorism to date has been a combination of threatened violence
with an assortment of other violent acts that have produced proportionally
more fear than death or destruction.

Although states have traditionally been considered as society’s neutral
conflict manager, a more accurate view treats them as interested parties. In this
conceptualization the role of states as keepers of order is expanded to include
instances where non-state actors have acted with a state’s political interests in
mind. In other words, there are circumstances where the terrorist activity of
non-state actors is accepted as order inducing rather than chaos inducing.

State support for non-governmental terrorism also extends to the
international arena. Again, there are instances where the terrorism of non-state
entities coincides with the national interests of sovereign states. State support
in this respect generally depends on a cost-benefit analysis that calculates the
benefit thought possible from the desired outcome, the believed probability
with which the action will bring about, the desired state of affairs, and the
believed probable cost of engaging in the action. International non-state
terrorism supported by states is an example of surrogate terror. More
specifically, this terrorism appears as:
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State-supported terrorism: An occurrence where the initial terrorist
actions of third parties are subsequently supported by interested states;
or

State acquiescence: Instances where the terrorist activity of non-state
actors is tacitly approved or at least not condemned,;

In both of the above cases, the actions of states are at odds with the myth
that these actors always oppose state terrorism. This reality is also in direct
contrast with another widely held belief, that terrorism is a weapon of the
weak. Even the most powerful states have found that support for non-state
terrorism serves a purpose in international relations.

With the advent of terrorism involving computer networks it is unrealistic
to believe that only non-state actors will use the cyber-environment as a new
arena of terrorism.

The analysis of terrorism in the cyber-environment must critically assess all
origins and sources of terrorism. If the myth of satanic actors persists into the
next generation of terrorism, many opportunities for countering the
phenomenon will e lost. All of the assertions outlined above inhibit clear
thinking on the subject of terrorism and are equally important in terms of
understanding the terrorism that is both conventional and cyber in nature.

The Suggested Solution

Anti-cyber-crime security specialists acknowledge that the attacks that have
been launched to date have been relatively unsophisticated. The possibility of
broader and better organized attacks, however, prompts great concern.

The international community should take more interest in
furthering agreements that introduce the necessary legislation to combat these
crimes. This should include, among othere aspects, a discussion on establishing
an early warning system for cyber-attacks, developing more secure software,
and making executives and consumers more aware of the need for safer
Internet usage.

The capacity of organizations and governments to repel cyber-threats
needs to be enhanced. The technology required to confront such threats must
be developed by increasing computer-network security through advanced
encryption systems and firewalls in networks, by more accurate hacker-
detection systems, and by stronger anti-virus programs.

The threat of cyber-attack for organizations with Internet connections is
high. For the most part this threat has little to do with the occurrence of
conventional terrorist attacks, increased international tensions or nation state
conflicts. Certainly, these events may increase the threat of politically motivated
web site defacements or other forms of politically motivated low impact cyber-
attack, but only slightly.
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There is still much to be done, and as the field of cyber-technology” takes
on new and better dimensions, the tools that are needed to address the growing
threats to this field must also be enhanced, redefined, and reorganized. There is
a dictum among computer hackers that “no system, however impenetrable it can be,
will stand against a determined hostile attack, if that system itself does not equally
understand the minds of the people that carry out these attacks”7s. The threat? now is
one that traditionalists cannot readily fathom, because the cyber-space that they
operate on affords them anonymity. With faceless enemies, our analytical
hands are clipped and we are left wondering about what had hit us.

We must address the issues of, first, the institutionalization of a
mechanism to prevent and suppress cyber-crime and cyber-terrorism at the
onset, and second, the convergence of a legal framework that will address both
national and transnational issues on enforcement, cooperation, prevention, and
investigation of transnational crimes, including computer crimes. This requires
among others:

Appropriate  laws and regulations on information  security
fundamentals and trained personnel to ensure its widespread
application, which must lead ultimately to further development of
countermeasures to cyber-terrorism.

A wider understanding by the operators and users of general
information systems of the threat of cyber-attacks, and of the
necessary security countermeasures so that there is a widespread
general awareness and effort to handle this issue.

Since cyber-attacks can be generated without regard for national
boundaries, so international cooperation and coordination is essential
in order to handle such attacks.

As a key infrastructure operator, the private sector must work with
governments to accumulate information on information security
problems.

Governments, in turn, must promote cooperation with international
organizations in the field of cyber-terrorism.

In the first place, there is an immediate need to to criminalize all he
attacks and threats through or against computer networks which intimidate or
force a government or a people through violence or similar harm. Depending
on the social danger that is posed, cyber-terrorist crimes must be punished with
long terms of imprisonment to better advance prevention. For this to be
effective, states must implement harmonized legal regulations on a domestic
level, and use the instrument of legal extradition whenevr necessary.
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CHAPTER 12. CYBER-WAR

The Problem

Cyber-War, or information warfare waged over the Internet, basically
involves the infiltration and disruption of an enemy‘s computer networks and
databases, often with the use of weapons such as viruses, worms, trojan horses
and the new electro-magnetic pulse wave® weapon. The latter is particularly
worrisome as the capability now exists to generate an instantaneous
electromagnetic pulse that will overload and destroy the sensitive circuitry in
advanced electronics and computer systems without any detonation of
weapons in the upper atmosphere. Any system that is within the limited range
of these weapons will be disrupted or have its electronic components
destroyed. An electromagnetic weapon does not leave a crater like a
conventional bomb, nor does it modify the operating system of a computer,
and as a result the detection of an attack becomes more difficult.

Military doctrine, organization and strategy have continually undergone
profound, technology-driven changes throughout history. Industrialization led
to attrition warfare by massive armies in World War 1. Mechanization led to
maneuver predominated by tanks in World War 1. The information revolution
implies the rise of a new mode of warfare in which neither mass nor mobility
will decide outcomes; instead, the side that has greater technological knowledge
will enjoy decisive advantages. The information revolution sets in motion
forces that challenge the design of many traditional institutions. It diffuses and
redistributes power, often to the benefit of smaller actors. It crosses borders,
redraws boundaries, and generally compels closed systems to open up. The
information revolution caused shifts, both in how societies may come into
conflict, and how their armed forces may wage war.

In previous wars, critical infrastructure components such as airports,
power plants, water systems, railroads, oil and gas pipelines, and
communication centers were targeted by the military because their destruction
could help cripple a nation. These same components no longer have to be
physically destroyed because most are dependent on computer-based systems
that could be more easily disabled in a cyber-attack.

Cyber-wargt comes under what military theorists increasingly refer to as
asymmetric warfare, whereby unconventional tactics are used by smaller players
to offset their military weaknesses. Like a classic guerrilla struggle, which is a
conflict of the weak against the strong, cyber-war can enable an individual to
damage the computer system of a government or down the website of a
multinational corporation. The weapon of choice can be nothing more than a
laptop computer wired to the Internet.

80 http://www.fas.org/irp/threat/cyber/docs/npgs/ch2.htm
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In cyber-war, one single individual can target the chink in the armor of
modern technologysz that no computer system is totally invulnerable to attack
from a talented and determined hacker. It is a form of warfare that can be
conducted remotely and anonymously. Cyber-war may be less bloody but it is
potentially highly destructive with far-reaching effects. Other possible scenarios
include cyber-attacks on the websites and databases of businesses, on the
Internet route-server infrastructure itself, as well as on public utility networks
involving, for example, the tampering with electrical grids, the shutting down
of telephone systems, the paralyzing of banking systems, and of rendering air
traffic control systems inoperable. Whether the hackers on either side are
labeled as terrorists or freedom fighters, or whether cyber-war is practiced as
deliberate state policy, online warfare looks set to become a key part of today‘s
era of connectivity and globalization.

Cyber-war can thus take various forms. It may occur between the
governments of rival nation-states. It may arise between governments and non-
state actors, but financed nevertheless by states. It may be waged against the
policies of specific governments by advocacy groups, involving, for example,
environmental, human rights, cultural, or religious issues. Non-state actors may
or may not be associated with nations, and in some cases they may be
organized into vast transnational decentralised coalitions.

In the case of cyber-riskse3, almost everything is new. The weapons are not
kinetic, but software and knowledge; the environment in which he attacks
occur is not only physical, but virtual; the possible attacker, even if it is a
government, is able to hide effectively even during an attack. This form of
warfare may involve diverse technologies, notably for command and control,
for intelligence collection, processing and distribution, for tactical
communications, positioning, identifying friend-or-foe, and for smart weapons
systems. It may also involve electronically blinding, jamming, deceiving,
overloading and intruding into an adversary's information and communications
circuits.

Decisive changess are occurring in how information is collected, stored,
processed, communicated and presented, and in how organizations and
governments are designing themselves to take advantage of this change.
Information is now a strategic resource.

Cyber-war thus has broad ramifications for militarys organizations. Cyber-
war now implies the development of new doctrines about the kinds of forces
needed, where and how they are to be deployed, and how to strike the enemy.
How and where to position what kinds of computers, sensors, networks and
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databases may become as important as the question once was for the
deployment of bombers and their support functions.

As an innovation in warfare, cyber-war may be to the 21st century what
blitzkrieg was to the 20th century. At a minimum, cyber-war represents an
extension of the traditional importance of obtaining information in war: having
superior command, control, communication and intelligence and trying to
locate, read, surprise and deceive the enemy before he does the same to you.

The premise behind cyber-war is how to subjugate the enemy without
fighting. It is designed to disable an enemy’s armed forces and civilian
infrastructure without the use of a single bullet. The computer will be the
weapon of the 21st century.

The attractivenesss of wartime use of information rests on the application
of the theory that it may be more efficient to attack an enemy infrastructure
than to confront military forces on the battlefield. The strategy of attacking the
civilian sector of a nation as a way to defeat its armed forces in the field is not a
new one. In the late nineteenth century, military forces began to rely on
industry for sustenance. This dependence has progressed to the point where
wars are no longer aimed at defeating the enemy on the battlefield; they are
wars of attrition, in which victory can be attained only through the destruction
of the state itself, and the morale of its civilian population.

Current military theory 8 suggests therefore that attacking a nation’s
centers of gravity, in addition to its armed forces, is the most effective way to
destroy the state. In today’s societies centers of gravity include
telecommunications networks, energy and power sources, transportation
systems, and financial centers and networks. Thus, the destruction of these
systems becomes just as important as destroying an adversary’s military forces.

Not only will cyber-war be a force in future warfare, it may also turn out to
be the great equalizer for nations attacking adversaries with superior
conventional military power. Most nations lack the resources to build a military
machine and may use information technologies to overcome their battlefield
inferiority.

The seriousness of the growing threat is magnified by the fact that cyber-
war technology is inexpensive and widely available to both nations and
individuals. Even individuals or hackers acting in small groups can do serious
damage. The tools and techniques for doing so are widely available on the
Internet. Individuals no longer need be inordinately familiar with the intricacies
of computer technology to be a threatss,

The incentive to use technology is greatly enhanced by the fact that it may
be very difficult, if not impossible, to trace the attack back to its source. Cyber-

86 Why the Dogs of Cyber-war Stay Leashed by Mark Rasch, 2003-03-24
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war may also be quite easily dissimulated as *“accidents” within the
infrastructure of the target country itself.

The Existing Texts

While the law regarding cyber-war is likely to rely on UN Charter
principles to define the legal boundaries of cyber-space, there is nevertheless a
need for modern international law to define more precisely the criteria used to
distinguish which state actions are permissible. Technological change may even
reveal contradictions among existing legal principles.

There are many challenges posed by cyber-war that existing international
law does not cover.

Firstly, the type of damage that such attacks may cause may be rationally
different from the kind of physical damage caused by traditional warfare.
Bombs and bullets are visually destructive; however, the disruption of
information systems may cause intangible damage, such as disruption of civil
society or government services.

Secondly, the sovereignty of states is disrupted by the ability of technology
to cross borders without hindrances. Sovereignty, a fundamental principle of
international law since the Treaty of Westphalia of 1648, holds that each nation
has exclusive authority over events within its borders. Radio waves or satellite
signals, and the Internet, now allow individuals or groups to cross borders,
while national legal authority generally stops at those same borders. The
intangible violation of borders, that these signals may cause are not understood
as traditional violations of sovereignty.

Thirdly, it will be harder to define the targets of cyber-war as military or
civilian. The intangible damage the attacks cause may not be the sort of injuries
against which the humanitarian law of war is designed in its protection of
noncombatants.

Existing international law regarding cyber-war is sparse to non-existant.
According to the Report of the International Law Commission to the General
Assembly, the UN Charter normally prohibits international intervention
through the use of armed force, but withholds comments on other, more
subtle forms of coercion that do not involve a perceived threat of force. As
force is too loosely defined, there is a great need to devise legal restrictions on
the use of cyber-force.

The Loopholes

Future international law must adapt to the fastchanging nature of
transnational communications systems 8 . The United Nations has an
opportunity to focus on not only creating international law regarding cyber-war

89 Cyber-Space, The Next Battlefield By Jim Wagner
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but also an organization that focuses on the issues, threats and problems cyber-
war poses to the global community.

The great shortcoming of international law is that it lacks the power of
domestic law. Not only is there no real legislature, there is also no compulsory
jurisdiction, or enforcement system. International law is created by means
similar to entering into a contract where the parties to the agreement, whether
countries, organizations, or a combination of the two, consent to be bound by
specific terms. As a result, the parties to an agreement will commit violations
where they feel their state interests in taking a proscribed action outweigh the
political and diplomatic consequences of breaking the law.

The problem in many cases, cyber-war included, is that it is unclear
whether conduct is prohibited under the present framework. Often the legality
of issues remains unresolved until one nation acts and the United Nations
General Assembly or the Security Council responds to that act. Such a system
is simply insufficient to regulate the use of information technology. A
convention convened for the purpose of drafting a set of rules governing
cyber-war is most likely the only way that a binding international doctrine on
the subject will be enacted.

The question for such a convention is whether a nation’s sovereignty is
violated when an individual or a country accesses computer networks in
another jurisdiction.

Article 2, Section 4 of the U.N. Charter prohibits, ‘the threat or use of force
against the territorial integrity or political independence of any state . . . Article 39: The
Security Council shall determine the existence of any threat to the peace, breach of the peace,
or act of aggression and shall make recommendations, or decide what measures shall be taken
in accordance with Awrticles 41 and 42, to maintain or restore international peace and
security. Article 41: The Security Council may decide what measures not involving the use of
armed force are to be employed to give effect to its decisions .....Article 42: Should the
Security Council consider that measures provided for in Aurticle 41 would be inadequate or
have proved to be inadequate, it may take such action by air, sea, or land forces as may be
necessary to maintain or restore international peace and security. Such action may include
demonstrations, blockade, and other operations by land, sea or air forces of the United
Nations”. These articles describe the conditions under which the Security
Council may authorize the use of armed force.

Article 51 of the Charter describes the condition under which individual
members, individually or collectively, may use armed force in self-defense, and
stipulates that, Nothing in this Charter shall impair the inherent right of individual or
collective sel-defense if an armed attack occurs against a Member of the United Nations,
until the Security Council has taken measures to secure international peace and security.
Measures taken by Members in the exercise of this right of self-defense shall be immediately
reported to the Security Council and shall not in any way affect the authority and
responsibility of the Security Council under the present Charter to take at any time such
action as it deems necessary in order to maintain or restore international peace and security.
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The question is whether cyber-war qualifies as either a use of force or an
armed attack. Neither the Charter nor the International Court of Justice defines
these terms. Hence, it is unclear what exactly constitutes an armed attack. The
term has been construed to require the use of armed forces, force, or violence,
as well as interference with a nation’s sovereignty. Without clarification from
the U.N., a member state cannot know whether it is legally justified in
responding to a cyber-war attack. It would certainly be problematic for a nation
under siege from a cyber-attack to wait for the U.N. to decide whether it can or
cannot respond.

The United Nations Declaration on the Definition of Aggression is equally
unhelpful. It provides that the U.N. Security Council can address acts of
aggression, which are characterized as, the use of armed force by a State against the
sovereignty, territorial integrity or political independence of another State”. The declaration
enumerates a non-exclusive list of acts that qualify as aggression, including,
“invasion or attack by armed forces, military occupation, annexation by the use of force” on
a foreign state, “the use of any weapon” against a foreign state, and an attack on
the armed forces of another state. It is difficult to say whether cyber-war
constitutes aggression. Although the results of cyber-war are tangible in a
physical sense, the act of indulging in cyber-war itself is non-physical.

The U.N. Declaration on the Inadmissibility of Intervention in the
Domestic Affairs of States (Non-Intervention Treaty) prohibits direct or indirect
intervention in the, ‘internal or external affairs of any state. It also provides that
armed intervention and all other forms of interference or attempted threats against the
personality of the State or against its political, economic and cultural elements, is condemned”.
The major problem with the treaty is that it does not define intervention. It
also gives no indication about which forms of interference constitute
aggression warranting a response in self defense under Article 51 of the
Charter.

International law regulates war on two fronts%: the conduct of warring
parties toward each other, and the conduct of belligerents in relation to neutral
states. Whether cyber-war can be characterized as an act of war is essential to
determining the constraints that the international community will place on its
wartime use. If cyber-war is an act of war, then the following principles will
govern its use.

The fundamental principle of humanitarian law is that there are limits to
the methods that can be used against adversaries during warfare. Warring
nations must avoid inflicting even collateral civilian injuries on a belligerent’s
civilian population. This concept was originally codified in the St. Petersburg
Declaration of 1868 which, “recognized that the only legitimate object of war was to
weaken an enemy’s military forces”. Civilians are not legitimate targets. Only military
objectives may be targeted. They include those, ‘Which by their nature, location,

90 www.bu.edu/law/scitech/volume6/Robbat.htm
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purpose, or use make an dfective contribution to military action and whose total or partial
destruction, capture or neutralization, . . . offers a definite military advantage”. Because of
the concern over attacking proper objectives, humanitarian laws: requires that
nations use weapons that allow aggressors to distinguish between military and
civilian targets. The problem is that both the military and civilians use many of
the same information systems. Thus it is unclear whether these dual-use
systems may legally be attacked.

For example, according to customary international law, it is legal for
warring parties to cut off lines of communication. As such, action taken to
destroy or inhibit the lines of communication between military systems would
most likely be permissible because they are a major military objective; but
weighed against the potential harms that civilians might incur, this proposition
becomes debatable. For example, a virus that is unleashed on a dual-use system
might inhibit both its military and civilian functions, @using great hardship to
civilians.

Humanitarian law also requires the aggressor to abide to the principle of
proportionality in considering whether its attack is justifiable. The principle
mandates that attackers weigh the potential civilian damage that might result
against the benefits to be derived from attaining the military objective. The
principle requires that parties responding to attacks consider whether their use
of force in response is proportional to the wrong. Whether this principle
applies to cyber-war is important for two reasons.

Firstly, it creates difficult issues for information warriors who seek to
attack dual-use targets. If the principle does not apply to cyber-war, attackers
do not have to be concerned with civilian losses. Secondly, if cyber-war is
covered, it will be difficult to weigh whether the type of response is
appropriate. Can a nation use physical means to respond to a cyber-war attack?
What are the implications of using cyber-war to respond to attacks that occur
in the physical plane? These dilemmas must be resolved in light of the
proliferation of cyber-war technology.

During times of war, belligerents may not pass through or use the territory
of neutral states. Thus, if cyber-war is construed as an instrument of force, it is
arguable that information warriors would be prohibited from channeling
attacks through the networks of neutral states. Given the ephemeral and
uncontrolled nature of the Internet, it is difficult to see how that interdiction
can be exercised.

In the past, such use of a neutral’s territory was confined to the physical
realm. Cyber-war attacks take place in another dimension, however, and once
again there is no indication that the current law will cover these attacks.

91 www.iwar.org.uk/law/resources/iwlaw/Ellis_B_W_01.pdf
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The Suggested Solution

It can be agued that the use of cyber-war is an armed use of force and
therefore invokes Article 2, Section 4 and Article 51 of the U.N. Charter, the
Definition of Aggression, and the Non-Intervention Treaty. International law
theorists have been reluctant to characterize cyber-war as such, but their
hesitance is unfounded92. As technology has advanced, we have used machines
as a more efficient means to carry out tasks that previously required use of
human force in the tangible, physical sense. These innovations symbolize
humanity’s ongoing progression away from reliance on a physical means of
carrying out force towards reliance on technology to achieve the same effect.

If a logic bomb can be detonated at a given time to severely damage
computer systems, leading to subsequent physical damage, this is hardly
different from an actual bomb on its way to a target. Each of these types of
bombs is capable of causing the same amount of damage, may be detected
before it blows, and should therefore be treated similarly.

A nation should not have to wait until a dormant threat comes to life as an
attack in order to respond to it. No army officer would argue that he must wait
for detected enemy forces lying in the tall grass of an open battlefield to attack
before they can be eradicated. The same concept applies to dormant cyber-war
threats. Thus, even attacks that have not yet manifested themselves should be
considered armed uses of force. Once more, it is the intended result that is
critical.

It is imperative that the new international paradigm characterize acts as
either war, terrorism, espionage, or something not prohibited by international
law, so that nations under siege can know whether, and to what extent,
retaliation is justified. Only by focusing on the result, rather than on the means
by which that result is effectuated, can such clarity be achieved.

The most challenging aspect of regulating cyber-ware: will be the difficulty
that victims will have in tracing the attack back to its source. Lack of
accountability will encourage increased and reckless use of cyber-war. Thus, a
new legal paradigm will effectively prevent, or at least limit, the use of cyber-
war only if the repercussions of doing so are a sufficient deterrent when
balanced against the gain sought by potential attackers. The seriousness of this
threat indicates that the deterrents must be great indeed.

Terrorists might shut down an airport’s control tower, causing many
planes to crash, with resulting deaths in the hundreds or thousands. Such an
act, though traditionally considered terrorism, must, in consideration of the
potential extent of the harm, also be considered an act of war when sponsored
by nation-states.

The same reasoning applies to state-sponsored espionage. Nations have
been willing to tolerate a certain amount of such activity. The law frequently

92 http://www.psycom.Internet/iwar.1.html
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takes a results-based approach and distinguishes between, for example
attempted wire fraud aimed at a single bank, and an attempt to shut down the
New York Stock Exchange.

In fact, because the damage that cyber-war can cause is comparable in
many ways to the damage that may result from traditional physical means; the
law must also agree to hold parties accountable for the negligent use of cyber-
war. For example, if a nation’s information warriors plant a virus that causes a
navy plane of another nation to accidentally crash into its carrier, the
responsible nation should not be able to claim it was an accident. The
consequences of cyber-war technology are grave, and its negligent use should
not be excused. The law must create severe penalties, including a possible
damage repayment system, to deter nations from claiming ignorance.

The law should also require nations to cooperate in investigations, by
allowing victim-states access to computer networks that may have been used to
disguise the source of an attack. Refusal to cooperate with a reasonable
investigation might be met with sanctions against that nation. In extreme
situations, where there is strong evidence that the nation is shielding individuals
who acted on its behalf, that evidence, combined with the refusal to cooperate,
should be interpreted as an act of war.

As cited by World Federation of Scientists Permanent Monitoring Panel
on Information Security in August 2003 in its Recommendation 35. “Cyber-
crime, cyber-terrorism, and cyber-warfare activities that may constitute a breach of
international peace and security should be dealt with by the competent organs of the UN
system under international law. We recommend that the UN and the international scientific
community examine scenarios and criteria and international legal sanctions that may apply.”

Cyber activities that constitute deliberately hostile actions% by nation states
may threaten international peace and security, and yet elude penal sanctions
under current legal frameworks or a future Law of Cyber-Space. One
consideration is that, under certain circumstances, the international doctrine of
sovereign immunity protects nation states against legal actions. This protection
could conceivably extend to offensive cyber actions taken by nation states.
Other concerns relate to the lack of international cooperation on a global scale,
and technical considerations regarding the inability to effectively track and
trace Internet communications.

The nations of the world must come together in a convention to confront
the threat that cyber-war presents. The conclusion that must be reached is that
cyber-war is egivalent to the use of force as defined by United Nations
documents.

94 “Cyber-attacks and International Law” from Survival, Autumn 2000, by Grove, Goodman, Lukasik
95 www.apdip.net/documents/access/ security/wfs_cybersecurity082003.pdf
96 Lipson at 3, http://www.cert.org/archive/pdf/02sr009.pdf
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CHAPTER 13. DISTANCE CONTRACTING
GENERAL CONSIDERATIONS

The Problem

The Internet has affords new and exciting channels of distribution and
marketing opportunities to existing businesses. The term covers computer-to-
computer processing of a growing variety of transactions, ranging from
electronic data interchange (‘EDI’)¥7, the well-established handling of business-
to-business purchase orders, invoicing, remittance notices and other routine
documents, to electronic payment systems, credit cards and consumer sales of
goods and services.

Electronic commerce is increasingly used to mean Internet commerce. The
Internet’s size, growth rate and ease of access open up immense market
opportunities for large, medium and small firms. Businesses throughout the
world are transmitting and exchanging commercial information, software, and
services electronically, setting the stage for a revolution in the way commerce is
transacted. Fuelling this revolution are the substantial efficiencies to be gained
in the transition from paper-based to electronic data exchange mechanisms.

Electronic Data Exchange technologies, such as electronic data
interchange (EDI), have long held the promise for a less burdensome, more
highly efficient system for transacting global business, as well as the possibility
for creating new channels for distribution, sales, and licensing.

The availability of Internet technology on a worldwide scale is commonly
seen as the decisive element in the developing information society, and
essential for new business opportunities in the world. Despite the fact that
there is still a lot of legal uncertainty about the validity and enforceability of
contracts concluded online on the Internet, ecommerce is a booming and fast
growing phenomenon. Businesses have pressed on with it due to the need to
enter the market as early as possible.

The global and simultaneous exposure of any website on the Internet to
virtually any place in the world goes beyond any previously known method of
mass communication and/or individual communication between vendors and
buyers. In essence, Internet technology allows both of them to communicate
with each other transparently and simultaneously, in real-time, and
interactively.

Electronic commerce is difficult to define because of the diversity of the
Internet marketplace and the rapid evolution of relationships between
marketplace participants. One possible definition could be the convergence of
electronic communication and digital information processing technology in
support of the core business functions.

97 www.business.com/directory/Internet_and_online/ ecommerce/electronic_data_interchange_edi/
98 www.bakerInternet.com/ecommerce
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Electronic commerce may ultimately be best understood in terms of the
infrastructures necessary for its operation:

- technological infrastructure, or telecommunications networks Internet
service provider connectors; and computer, phone, or other electronic
end-use devices
process infrastructure, or electronic payments systems; distribution
and delivery mechanism
code infrastructure, or technical protocols to ensure interconnectivity;
along with the laws and regulations needed to define relationships
among participants.

Market analysts have identified various categories of participants in E
Commerce Transactions. They are Business-to-Business 82B), Business to-
Consumer B2C), Business-to-Employee B2E), and recently also Consumer-
to-Business (C2B) relationships, the latter referring, in particular, to websites
channeling group buying, public procurement procedures, and tenders, etc.

The distinction between these different groups is, obviously, essential
where consumers are involved, and raise specific legal issues concerning
consumer and data protection. Any E-Commerce Transaction can be described
as either an Indirect E-Commerce Transaction or a Direct E-Commerce
Transaction. An Indirect E-=Commerce Transaction is where a Vendor and a
Buyer conclude a contract via the Internet, but perform their contractual
obligations (for example, the delivery of the goods and/or the performance of
the services, and payment of the purchase price) by means other than through
the Internet (off-line). The purchase of tangible goods will, therefore, always
constitute an Indirect E-Commerce Transaction. The supply of tangible goods
in connection with the delivery of a service (for example, the delivery of an
airline ticket to a Buyer) will also constitute an Indirect E-Commerce
Transaction. A Direct ECommerce Transaction is where a Vendor and a
Buyer not only conclude the contract, but also perform all their contractual
obligations via the Internet on-line. Such a Direct E-Commerce Transaction is
only possible if the goods purchased are intangible or the services are
performed exclusively through the Internet or by other electronic means. For
example, the purchase of software, films, music or information (such as the
contents of a book) which are downloaded to the Buyer via the Internet will
constitute a Direct E-Commerce Transaction.

Apart from its relevance under international trade rules and tax laws, it is
generally more a question of theory whether Direct E-Commerce Transactions
can be regarded as involving the supply of virtual goods (which is the more
common view, for example, in the United States), or whether all Direct E
Commerce Transactions should be regarded as the provision of services within
the meaning of information society services (as seen defined by the EC%).

99 http://www.bna.com/
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The Existing Texts

UNCITRAL Model Law1o

As a result of the growth foreseen for ecommerce as an international
phenomenon the United Nations Commission for International Trade Law
drew up a model law to be used world wide by legislatures in order to promote
legal unity as far as possible in regard to e-commerce law.

UNCITRAL Model Law on Electronic Commerce — (December 1996,
modified June 1998) establishes rules that define the characteristics of a valid
electronic contract and that govern the admissibility and evidential weight of
electronic evidence in legal disputes over the validity of a contract; rules are
based on a general rule of nondiscrimination in that information should not be
denied legal effect, validity, or enforceability solely on the grounds that it & in
electronic form.

The UNCITRAL Model Law on Electronic Commerce (Model Law)ot is a
generic law which can be extended and enhanced by individual countries
should they so wish. In devising the Model Law, UNCITRAL had set out to
develop rules that could be used in all countries regardless of their
technological proficiency or the legal framework under which these countries
operated. This automatically preempted the possibility of developing sui generis
rules that are sensitive to the full possibilities of digital technology. The Model
Law provides generally102 that electronic communications should be given
equivalent legal effect to paper-based communications and specifically
addresses how certain types of electronic communications could substitute for
existing paper-based means of satisfying requirements of writing, signatures
and contract formation. These model laws have served as the basis for
legislation enacted in several countries.

THE WORLD TRADE ORGANIZATION

WTO has defined ECommerce as: the production, distribution, marketing, sale
or delivery of goods and services by electronic means (WTO Declaration on Electronic
Commerce dated 25 September 1998).

EUROPEAN UNION

The EU has created an extensive legal framework addressing various issues
in relation to information society services, and, in particular, their relevance to
e-commerce. Among the various detailed regulations, are the ECommerce
Directive0s, the Electronic Signatures Directive, the Distance Selling Directive
and the Proposed Copyright Directive.

100 United Nations Commission on International Trade Law, Thirty-sixth session Vienna, 30 June-2003

101 http://www.uncitral.org/english/texts/electcom/ml-ecomm.htm

102 United Nations Commission on International Trade Law Working Group IV (Electronic Commerce) Forty-third
session, New York, 15-19 March 2004

103 www.europa.eu.int/ISPO/ecommerce/legal/documents/2000_31ec/2000_31ec_en.pdf.
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The European Commission has defined E-Commerce as: “Any service
normally provided for remuneration, at a distance, by electronic means and at the individual
request of a recipient of services”.

In May 2000, the EC adopted a Directive on Certain Legal Aspects of
Electronic Commerce. This directive is intended to address some of the legal
uncertainties relating to contracting online and to establish a single market for
electronic commerce within Europe. This directive provides a legal framework
for Information Society Services (I1SS). The E-Commerce Directive is without
prejudice to other EC and national legislation with respect to contracts,
whether through electronic communication or otherwise. In particular,
Directive 97/7/EC on the Protection of Consumers in Respect of Distance
Selling and Directive 93/13/EEC on Unfair Terms in Consumer Contracts
remain applicable after the implementation of the e.commerce directive in the
national law of the member states. In addition to these directives, a number of
other directives also remain fully applicable. Moreover, the member states'
national contract law continues to apply.

In the European Union, the enforceability of electronic transactions is
governed by the Electronic Signatures Directive adopted in 1999, and the
Electronic Commerce Directive adopted in 2000. The European Union
Electronic Commerce Directive does not require consent of the parties, but
instead requires that information society services (for example, sellers of goods
online) provide specific information to the other party regarding the
transaction. Such information includes a comprehensive and unambiguous
statement as to the technical steps to follow to conclude the contract, whether
or not the concluded contract will be filed by the service provider and where it
will be accessible, the technical means for identifying and correcting input
errors prior to the placing of the order, and the languages offered for the
conclusion of the contract. The service provider is also obligated to
acknowledge receipt of the purchaser’s order without undue delay and by
electronic means, and is required to make available to the purchaser
appropriate, effective, and accessible technical means allowing him to identify
and correct input errors prior to the placing of the order.

ASIA

Frenetic activity in the past few years have ensured that lawyers and policy
makers specializing in information technology law are kept busy monitoring
developments that are taking place in many parts of Asia. Examples of
legislation passed or sought to be passed in Asia 4 include Australia’s
Electronic Transactions Act 1999, Broadcasting Services Amendment (On-
Line Services) Act 1999, Privacy (Private Sector) Bill and the Copyright
Amendment (Digital Agenda) Bill 1999; the Republic of Korea's Electronic
Transaction Basic Act; Singapore’s Electronic Transaction Act 1998; Hong

104 www.apdip.Internet/asian-forum
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Kong Electronic Transactions Ordinance 2000; Japan’s Draft Bill Concerning
Electronic Signatures and Certification Authorities and the Law Partially
Amending the Trade Mark Law; Malaysia’s Malaysian Communications and
Multimedia Commission Act 1998, Communications and Multimedia Act 1998,
Digital Signature Act 1997, Computer Crimes Act 1997 and Telemedicine Act
1997; the Philippines’ Electronic Commerce Act; and India’s Information
Technology Act 2000.

USA

In the US, the enforceability of electronic transactions is primarily
governed by the Electronic Signatures in Global and National Commerce Act
(E-SIGN), a federal law enacted in 2000, and the Uniform Electronic
Transactions Act (UETA), a uniform state law that was finalized by the
National Conference of Commissioners on Uniform State Laws (NCCUSL) in
1999 and which has now been adopted by 40 states.

Under these laws, a web-site must have a clear statement of terms and
conditions that establish when a contract is concluded. Typically, a United
States based company that puts images of its products online is making an
offer to sell those products to consumers who click on the products and add
them to a shopping cart. Once the products are added to the shopping cart, the
consumer is indicating his acceptance of the offer and by providing payment
information is acknowledging an agreement to pay for the product and any
associated shipping costs.

The Loopholes

The following seem to be the major concerns that need to be addressed by
the law to provide greater consumer confidence in e-commerce:

- The security of confidential information passed on to cyber-
businesses, especially payment information such as credit card
numbers or banking details.

The security and confidentiality of private information passed on to
cyber-business such as name, addresses and other profiling details
which may be passed on to other businesses or persons and could
lead to unwanted e-mail and solicitations (spamming).

The validity and binding nature of virtual communications and
agreements concluded on the Internet.

The legal system applicable to a particular contract. The law is still
territorially based and organized.

With the globalization of commerce and the growth and expected growth
of e-commerce, the flexibility and the ability of the law to deal with contracts
concluded in cyber-space are severely tested. There is a widely held belief that
the law is slow moving and unable to properly cope with the cemands of
modern technology. In fact, despite the ancient history of the law of contract,
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it is surprisingly resilient and flexible and therefore able to deal with new
phenomena without any major changes.

The main differences are found in the fact that:

The contracting parties never meet face to face as in conventional
transactions. Superficially this is also true of all distance contracts
where communications such as a letter, telex, telephone or fax is used.
Except for the telephone, none of these forms o communication
however is as inter-active as electronic communications. Even
telephone communication cannot be as graphically attractive or
informative as an inter-active website.

International borders have been eroded and transactions can span the
globe without any difficulty or cost implications. This causes
uncertainty about the applicable legal system. Until the advent of e
commerce very few consumers conducted any international
transactions. Although the conclusion of the international contract has
become easy, performance is often constrained by the physical world
and enforcing ones rights when something goes wrong can become
difficult and expensive.

Sensitive personal information needs to be sent to complete strangers
who superficially have only a wrtual existence. It is psychologically
much easier and comforting to divulge sensitive information to
someone in person than sending it off to a faceless impersonal entity
in cyber-space.

Part or the whole transaction may take place automatically, without
human interference. In all other forms of contracts a conscious human
decision is made whether to make the offer or accept the offer,
whereas in cyber-trading one or both ends may be automated. In many
electronic data interchange transactions the human ntervention stops
with the programming of the system or during periodic spot checks,
but individual transactions are never interfered with.

As the whole transaction takes place virtually there is not a necessary
physical proof of the transaction is absent. The proof that does exist is
electronic, and is capable of easy manipulation and therefore not very
trustworthy 105, This fact further undermines consumer confidence in the
medium.

The law of contract has developed over time on the assumption that the
contracting parties are in the presence of one another. Communications from a
distance are the exception rather than the rule and special rules have been
developed for these situations.

A contract becomes final and binding once there is consensus or
agreement between the parties. Consensus is reached once both parties have

105 general.rau.ac.za/infosci/www2001/abstracts/eiselen.htm
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the same rights and obligations in mind and have agreed to them. This is the
so-called subjective or will theory of consensus.

In web-trading the offer may either be contained on the website if that is
the intention of the e-business, or a website may simply contain an “invitation”
to do business. Any order sent to the website, will constitute a purchase offer
which may be accepted or rejected by the website. Thus only the
“confirmation” of the offer will usually constitute an acceptance by the web-
trader of the offer made by the client. However, if the website offering is itself
viewed as a valid offer, the mere placement of the order by the client will
constitute an acceptance.

In terms of the usual rules applicable, a contract comes into existence at
the time and place that the dealer receives and takes subjective notice of the
acceptance. In terms of this construction an Internet contract in the usual case
will become final and binding once that confirmation is received and viewed by
the client. Acceptance must come to his subjective notice. This creates a
problem where the conclusion of the agreement takes place automatically
without human intervention.

An approach used in many jurisdictions which is worthy of consideration
is the receipt theory. In terms of this approach the contract is deemed to be
concluded at the time and place that the acceptance reaches the dealer and is
received by it. It is fairer to both parties than the postal rule in that the
inadvertent risk of a misdirection of the message completing the transaction is
placed on the sender of the message. The sending party has more control over
the message than the receiving party and the risk should therefore be borne by
the former. It is also much fairer than the usual rule in that the latter is open to
abuse by the dealer. By refusing to open an email, or letter or message, the
dealer can delay taking notice of the content of the message or letter and so
delay or even prevent the conclusion of the contract. This becomes especially
important where acceptance is subject to specified timeframes. The reception
theory makes this kind of manipulation impossible because it relies on
objective facts, namely receipt.

A problem that may be encountered in the application of standard terms
and conditions in the international context is that there are many countries
where consumer legislation regulates the validity of standard terms.
Unconscionable or unfair terms may be deemed unenforceable or invalid in
terms of such legislation because they are one-sided, oppressive, unusual or
unexpected. Even though such legislation may apply only in the country of
origin, if the proper law of the contract assigns that legal system as the
applicable legal system or where the contract has to be enforced in that
country, such legislation will apply.

The point of departure in respect of formalities is that there is freedom of
form except where common law, statute or the parties themselves require
formalities such as writing or signature as mandatory. Where there is a
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mandatory requirement, those formalities must be complied with before a
contract will come into existence.

Writing is prescribed as a formality for the following reasons:

to provide legal certainty about the contents of the agreement between
the parties;
to provide objective proof that cannot easily be refuted by either party.

Writing has traditionally been associated with paper-based applications
where words are typed or printed on paper or similar media. Whether the
words created on a computer screen will be viewed as writing is still not settled
in the law of many countries, but there seems to be a consensus under writers
that presentations of words on a computer also constitutes writing.

The problem with cyber-writing however is that unlike writing on
permanent media like paper, what is transfixed on the floppy, CD Rom or hard
disk has to be further processed and does not constitute writing in itself. Due
to its transient nature, cyber-writing has lost much of its original evidential
value unless it is coupled with other safeguards ensuring that the original text
remains unchanged.

The evidential value and weight is another problem that should be taken
into account when dealing with computer evidence, but it should in itself not
become a reason to disallow that evidence. This seems to be the approach
followed in most Western orientated legal systems. The fact that electronic
information may easily be changed or manipulated without apparent trace
causes some of the concern about accepting computer generated evidence
without further examination.

A closely associated problem deals with the question of originality that is
usually required in the law of evidence. It is not possible to talk of an original
document in this context, but is suggested that the sensible approach to this
issue is to simply accept copies such as printouts, but to scrutinize the
circumstances under which such printouts were made in order to establish
reliability.

Since time immemorial signatures have been used for the following
purposes:

- ldentification: to prove the identity of a party. The signature on the
document can usually be used to identify the party affixing that
signature to the document.

Attribution: to connect a specific person to a specific document. It is
important to link the signature to a specific person in order to make
that person liable for any obligations created in the document or to
entitle a person to rights created in the document.

Assent. to prove that parties assent to the document, binding a
particular party to the contents of that document. A signature to a
contract usually indicates the agreement of that party to the contents

92



THE LAW OF CYBER-SPACE DISTANCE CONTRACTING

of the document. Where a party fails to read the document but
nevertheless signs it, the warning rule will ensure that the party is
bound to the information contained in the document. The risk for not
reading the document rests with the signatory, unless there was a duty
on the other party to alert the signatory to unusual or oppressive terms
in the document.

Authentication: to indicate and ensure the reliability of the document
and the information it contains. By signing a particular document or
set of information, the signatory confirms that that is the relevant
document, especially where a document has gone through a number of
drafts. In the case of a witness signing a document that signature
usually authenticates the signature of either or both parties.

In most legal systems a signature is usually defined with a paper document
as point of departure, namely a mark or writing affixed to a document which
identifies it as the act of the party or is intended to be a signature by the party.
An electronic signature affixed to an electronic document would probably not
qualify as a signature even if it is just as effective as an original paper-based
signature. Legislation providing for the validity of electronic signatures is
therefore necessary.

Thus, moving transactions to an electronic environment has two important
consequences. Firstly, in many cases it is difficult to know when one can rely
on the integrity and authenticity of an electronic message. This, of course,
makes difficult those decisions that involve entering into contracts, especially
for significant transactions. Secondly, this lack of reliability can make proving a
case in court difficult at best. For example, if the defendant denies making the
signature that is appended to an electronic document, it may be virtually
impossible for the plaintiff to prove the authenticity of that electronic signature
in the absence of additional evidence.

If eecommerce is to reach its full potential, however, parties must be able
to trust electronic communications for a wide range of transactions 06,
particularly ones where the size of the transaction is substantial or the nature of
the transaction is of higher risk. In such cases, a party relying on an electronic
communication will need to know whether the message is authentic, whether
the integrity of its contents is intact17, and whether the relying party can
establish both of those facts in court if a dispute arises.

One of the biggest challenges facing international bodies that are interested
in e-commerce is the issue of cross border enforcement of rights and
obligations. The scope for conflict between counterpart legal systems is
immense. It is not just the replacement of paper documents which makes such
problems likely, but the emergence of virtual businesses operating effectively

106 profs.Ip.findlaw.com/signatures/signature_5.html
107 www.ucsc.cmb.ac.lk/pdc/resources/ Ecommerce%20Security%20&%20Legal-%2011TC.pdf
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from jurisdictions which, save for the location of the source server and perhaps
the stated governing law clause, have no real or substantial connection with the
parties to the contract or its subject matter.

Such jurisdictions may well be remote from the parties, the products and
the place of performance and may be relatively more inhospitable in legal terms
to foreign litigants compared to the litigant’s home jurisdiction. In such cases,
whilst consumers may be well placed to obtain orders in their home
jurisdictions, exporting such orders and enforcing them in the server
jurisdiction may be fraught with difficulty.

The Suggested Solution

Standard business terms must be implemented to ensure that a clearly
defined, legally binding relationship is created. This will set expectations,
manage risks and keep potential liability capped at a reasonable level. Normal
contract law applies although the characteristics of an electronic transaction
appear to innovate on traditional contracting mechanisms. The basic rules of
contract law should apply to any transaction over the Internet in the same way
as any other transaction.

A contract is formed if one party accepts an offer, which is made by
another party to sell something, provided that both parties intend their
transaction to be legally binding. This can be electronically concluded. Terms
must be brought to the attention of the other party before they agree to
purchase the goods or services. Ideally the buyer should be forced to scroll
through the terms and conditions. At the very least the buyer should have to
click to confirm that the terms and conditions are accepted before concluding a
transaction.

Certain terms will take on greater significance when doing business online.
Since the website may be accessible anywhere, a term stating which country's
laws will govern the contract, and where any disputes will be dealt with is
essential.

If someone anticipates doing business with customers in a number of
different countries, one should be aware that the specific clauses of the law of
an individual country may have some overriding effect on general terms.

Business-to-consumer sales online are usually technically simple, often only
requiring the completion of an online form. The legal requirements should not
be underestimated. It is important that, before a deal is concluded:

the customer has seen, read and accepted the terms and conditions
the customer has specified a delivery address
the ordered goods and the price to be paid are clearly identified.

In the business-to-business environment, the size of an average contract is
frequently substantial and therefore requires even greater and more detailed
attention. Electronic signatures are likely to be of greater significance in B2B
contracting than in B2C transactions.
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A certification authority is a trusted third party willing to verify the identity
of a signatory party with a given key and to issue certificates confirming that
identity. Certification authorities can impose limits upon the use of an
electronic signature, for example, by indicating the value of transactions for
which it is valid and restricting their financial liability to that limit.

This makes the role of certifying authorities extremely important.
Electronic signatures when combined with a certificate from a certification
authority will: (a) be legally equivalent to a handwritten signature, and (b) be
accepted as evidence in legal disputes.

A set of terms and conditions to govern the use of a web-site must be
established, irrespective of whether the user buys any goods or services. Such
terms and conditions should cover:

copyright and trade marks - specify the content that is subject to
copyright protection and identify registered trademarks

use of the site - state clearly what may not be done.

use of links - make users aware that you are not responsible for other
websites visited through links posted on your site

restrictions on linking — to be clear that others cannot link to the site
without consent

security assurances - evidence of data security should be provided,
especially where payment is involved.

An appropriate use of disclaimers helps avoid potential disputes in the
future and clearly defines the intentions of the online business as well as the
rights and responsibilities of its customers. Web-sites must also have an
appropriate privacy policy explaining what personal information is collected
and why.

The same level of protection provided by the laws and practices that apply
to other forms of commerce should be afforded to consumers participating in
commercial activities through the use of global retworks. The goal of reaching
at least a similar level of protection should therefore be preferred

New breaches and threats in consumer protection call for new protective
rules: the protection should be adapted to the technological evolution where
the consumer is placed in new situations and is faced with new threats. In
order for this to be effective contractual parties must be bound by the same
obligations as are applied to a common commercial contract. Violations
through fraud, forgery etc, must be punished accordingly with similar fines and
imprisonment. These regulations would be ineffective if the states do not
implement these principles on a domestic level and do not cooperate
internationally in their implementation.
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ELECTRONIC PAYMENTS

The Problem

Payment is a key element of electronic contracting. In lieu of credit cards,
electronic money (e-money)8 is increasingly used in contracting over the
Internet. E-money can be best conceived as a digital form of cash money and it
is used primarily for Imited value payments. The monetary value is stored
either on a chip card or in a software program. Unlike credit cards, the use of
electronic money is not subject to prior authorization from a bank or any other
third party.

The major issue in electronic payment is one of security: Confidence in
electronic commerce will only develop when adequate security is provided with
regard to payment on the Internet. Credit card numbers and expiration dates
are all too often disclosed over the network without the back-up of a sufficient
and reliable security system.

This lack of security is one of the reasons why consumers are reluctant to
make payments on-line and thus to buy goods or services over the Internet. As
long as the mere communication of the apparent number on the payment
instrument suffices to engage a transaction, electronic transactions remain
insecure. Moreover, security is necessary at two different stages: first, during
the transfer of the information over the network; and second when the
payment data is stored so that the data transmitted should not be accessible to
unauthorized third parties.

The holder may not be held liable for payments made without either his
physical presence or electronic identification having taken place; the simple use
of a confidential code, or similar means of identification, is insufficient to
engage his liability. The security of each payment system should obviously be
described in words understandable to every consumer. Thus, providers should
pay attention to the given information regarding the referred technique to and
its consequences. Information should also focus on the related fees, charges or
handling costs incurred by the use of a particular mean of payment. Until a
higher level of security and a better understanding of the risks for both
consumers and businesses is achieved,, person-to-person payment systems will
be favored.

The Existing Texts

Recent years have seen the emergence of what has been described as the
third great age of payments, the first of these being that of cash payment, the
second that of the paper based payments, and now a third great age of
electronic funds transfers.

108 Peter Spencer - Regulation of the payments market and the prospect for digital money
109 Justin McCarthy - Consumer Protection in Contemporary Electronic Payment Systems:- A Familiar Wolf in Digital
Clothing? -2002
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As a result of innovative advances in computer technology, the financial
services industry in the new millennium has been marked by an extraordinary
level of growth in new types of payment facilities. These new electronic
payment methods, as outlined in the UNCITRAL Legal Guide On Electronic
Funds Transfers, are, “a funds transfer in which one or more of the steps in the process
that were previously done by paper-based techniques are now done by electronic techniques”.
Thus they include card based systems, the most popular of which are ATM
(Automated Teller Machines), EFPTOS (Electronic Funds Transfer at Point of
Sale), credit cards, and on-line banking from home. Fast and efficient payment
methods such as these are of unquestionable benefit to all who use them. The
advantages of real time funds transfers, as many of these payment methods
offer, give greater financial control and access to both the issuer and the user
of such methods.

The rules governing money transfers were drawn up when tangible coins
and banknotes were the main forms of money. With money passing into
electronic transfers, the existing law needed to be modified in relation to
electronic funds transfer. Commentators agree that multinational actions
undertaken by the EU, UNCITRAL, the OECD, as well as national
undertakings by Denmark and the US, indicate a recognition of consumers’
concerns in this area and the need for protection. However, disputes still exist
regarding how best to protect consumers. mandatory legislation, or voluntary
compliance with recommendations and codes of practice. Legitimate
arguments have been advanced in favor of both of these options. The major
argument in favor of voluntary compliance is that the relative novelty of
electronic payment methods and future progress and innovations could be
stifled by excessive regulation. On the opposite side, the major argument to be
made in favor of mandatory legislation is that compliance would be
enforceable and thus consumers would be better protected.

Different decisions have been taken in this debate around the world. The
US opted for mandatory legislation through the enactment of The US
Electronic Funds Transfer Act 1978. By contrast, Australia and the EU opted
for what has been described as a soft law approach, in the form of
recommendations and codes of conduct. In the EU, the first set of
recommendations was the Recommendations to Payment Card Issuers. These
recommendations were aimed to establish minimum standards for consumer
protection in the area of customer activated electronic banking. While these
recommendations would offer much increased consumer protection if
implemented, they had many notable deficiencies. The most important of these
is that they only applied to card-based systems. Thus other electronic payment
methods such as home-banking and emergent digital methods, such as e
Purse1o, were not in the ambit of these recommendations, and so consumers

110 http://www.murdoch.edu.au/elaw/issues/v11n2/bollen112nf.html
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using these methods continued to go unprotected. Other deficiencies with
these recommendations included the failure to deal with some important
consumer protection issues such as slanted advertising and confidentiality.

The European Credit Sector Association's (ECSA) response to the
introduction of the 1988 recommendations was to produce a code of best
practice. While the code was based on the 1988 recommendations, not all the
recommendations were acted on. While this code did succeed in its aim to
forestall the imposition of a European directive in the area, it has been
criticized for two major reasons. The first of these is criticism for a low level of
compliance. The second is that unlike the 1988 recommendations, the code
fails to redistribute the balance of power between the financial sector and the
consumer.

In 1997 the EU addressed some of the deficiencies highlighted in the 1988
recommendations by adopting new recommendations concerning the
transactions by wusing electronic payment instruments. These new
recommendations imposed a basic structure on all electronic payment systems
across member states. These recommendations are seen as a substantial step
forward with regards to consumer protection. They cover important consumer
issues such as the settlement of disputes.

In 1989 the UK produced a report, The Banking Services Law and Practice
Report (the Jack Report). This report describes the situation which exists
where the banks, given the current legal vacuum have used their stronger
bargaining position in imposing one-sided terms and conditions on customers.
The report says that such an attitude is widespread and leaves the consumer
with no choice but to accept such contracts if they want to avail of the benefits
of electronic payment methods. A similar situation exists in Ireland, with
consumers being forced to accept one-sided terms and conditions. Both in
Ireland and England the only recourse open to consumers is to initiate legal
proceedings under The Unfair Terms in Consumer Contracts Regulations
1995.

The Loopholes

Many legal issues arise as digital money becomes more prevalent. Given
that most digital money will be global in the sense that the Internet will
facilitate its movement or use outside its issuing jurisdiction, the lack of legal
uniformity between countries raises many policy issues. For instance, who has
the liability if a failure does occur in a particular digital money system because
of fraud or for some other reason? When digital money payments are made
across national borders, who has jurisdiction? Does digital money violate the
monopoly rights of central banks to issue money? May a central bank issue
digital money? Do non-bank issuers of digital money need to be regulated, and
if so, who should be the regulator? Who is going to determine if the clearing
organizations have sufficiently robust and fraud proof systems?
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Another major issue concerning the regulation is the lack of compliance. It
appears that mandatory regulation is needed to control the relationship created
by electronic payment methods. Firstly, payment method issuers have a
dominant position and so they can impose almost any erms and conditions
that they wish on consumers. Secondly, the financial institutions are strong and
powerful enough not to have to comply with codes of conduct and
recommendations. Thirdly, it is clear that the measures designed to protect
consumers must have legal force and enforceability if they are to be effective.
The enactment of clear legal guidelines would represent an authoritative
solution to the consumer protection issues.

For Business to Business transactions, many overseas customers use credit
cards for online purchases, but credit cards are not a universally common
method of online payment. For example, regulations in some countries hold
cardholders liable for fraudulent charges, other countries are culturally cash-
based, and others simply do not like credit.

Credit cards carry risks. Charge backs can be very costly for online
exporters. Common charge back reasons are: fraud, disputes over the quality of
merchandise, non-receipt of merchandise, or incorrect amounts charged to a
card. Companies accepting online credit card transactions should be
knowledgeable about the policies of the card issuing institution toward charge
backs.

Account to Account transfers, in which money is transferred electronically
between the customer’s and the merchant’s bank, are popular in many
countries. A2A transactions offer the advantage of occurring in real time and
of reducing the potential for fraud and charge backs.

There are many companies offering Person to Person services, in which
funds are sent electronically to a third party, which in turn deposits the funds in
the merchant's account. An example of a P2P service provider that conducts
cross-border transactions is PayPalit. PayPal lets anyone with an email address
securely send and receive online payments using a credit card or bank account.
PayPal will also conduct currency exchange, allowing the customer and
merchant to operate in their preferred currency. Other P2P providers, such as
Western Union’s BidPay, accept a credit card payment from the payer and then
send a money order to the payee. Internationally, P2P transfers have come
under some degree of scrutiny, so it is advisable to consult with a Commercial
Service officer in the country you are targeting before deciding on a particular
payment mechanism.

The Suggested Solution
In recent years, the triple threat of terrorism, identity theft and internal
fraud, has increased the tension between the need for heightened security and

111 www.paypal.com
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the demand for low cost and efficiency. Satisfying both of these requirements
calls for a multi-faceted approach, beginning with a candid assessment of risks
and including both robust technology, and a rigorous training of employees
and other users. Moreover, the compliance effort must be ongoing and
continually adapted to new threats. Yet numerous polls show that while large
businesses are concerned about information security, it is less clear that they
have expended the money, time and executive attention required to
comprehensively address security risks. Therefore, electronic payments and
transactions systems will have to continue to seek compromises between the
need for security and the demand for convenience, rather than completely
satisfying either or both. Which imperative prevails at any moment is likely to
depend on the intensity of security breaches and threats that have captured
recent headlines.

If businesses can continue to highlight the advantages of convenience,
lower cost and reliability, new electronic payment products will become
ubiquitous, or at least prominent, eplacements for cash, checks and credit
cards. From a legal perspective the fundamental point is that the appearance of
new alternatives to the traditional payments systems raises a new question: is it
feasible to allow a nation’s payment system, for example money, to be
controlled by an amalgam of divergent commercial organizations? Before the
appearance of new and, to some extent, less regulated electronic payment
systems in the 1990’s, regulators did not have to ask themselves this question.
To the extent that they pay heed to this issue now, there is a possibility that
laws will be changed to accommodate the new systems. In this process, one
challenge will be to determine what guarantees, resources and procedures are
necessary to transform the new payment systems from novelty to reliability.
The core of the problem is the fact that the future law must bind the
contractual parties by the same obligations as relate to a traditional commercial
contract and means of payment. Consequent violations through fraud, forgery
etc, must be punished with fines and imprisonment. Due to the cross border
feature of Internet and the e-commerce states must implement this
recommendation at their own domestic level, and coordinate this through the
international cooperation mechanism.

TAXES

The Problem

The emergence of ecommerce has sparked a revolution that promises to
transform the way businesses and commercial transactions are conducted
throughout the world.
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The rapid growth rate of e-commerce has sparked a debate about how
governments should regulate these transactions, and one aspect of this debate
focuses on the issue of taxation. Internet entrepreneurs advocate the limited
involvement of government so that competition and consumer choice can
allow e-commerce to continue its growth unfettered. Meanwhile, as sales
conducted via Internet continue to skyrocket, state and local governments have
grown concerned about a loss of tax revenue and autonomy.

As the Internet makes way for new business transactions through its
complex telecommunications network, a single definition for e-commerce
becomes elusive. The Office of Tax Policy at the US Department of Treasury
defines e-commerce most broadly as any transaction that occurs with the
facilitation of electronic tools and tchniques. The Internet Tax Freedom Act,
on other hand, more narrowly defines ecommerce as, “any transaction conducted
over the Internet or through Internet access, comprising the sale, lease, license, offer or delivery
of property, goods, services or information, whether or not for consideration, and includes the
provision of Internet access”. Various international bodies, such as the OECD and
the World Bank, offer alternative definitions.

Regardless of how narrowly or broadly e-commerce is defined, e-
commerce occurs in various forms and between various entities in the market.
It is necessary to consider these various forms in order to understand the
implications for taxation. E-commerce can be categorized in two ways: (1)
business to consumer (B2C) and business to business (B2B); and (2) tangible
and intangible, or digital goods.

State and national governments traditionally have relied on a diversity of
taxation methods. These traditional methods of taxation represent the tools
available to government officials in the e-commerce environment. They include
income taxes, consumption taxes such as sales or value-added taxes, excise
taxes, and international tariffs.

VAT is probably the most talked-about electronic commerce taxation
issue. The question is whether a web-based sale is taxable and if so, what
jurisdiction, if any, may collect the tax. Many web -based sales are made free of
indirect taxes, and as a result tax authorities are losing out on revenue2,

Tax administrators are therefore very concerned about the challenges
presented to taxation systems by globalization and the growth of electronic
commerce. However, these international developments hold out new
opportunities for the entire global community. Tax administrators are faced
with challenges to existing tax laws and principles. The Internet in particular
has potential to increase tax competition, by making it easier for multinationals
to shift their activities to low tax regimes. On the other hand, taxpayers will
want to take advantage of the increasing opportunities presented by these
developments. Taxation should not be a barrier to the growth of e-commerce.

112 www.economist.com.na/2004/22oct/10-22-10.htm
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Electronic invoicing (e-Invoicing) is one of the building blocks of the new
e-World. The invoice is often considered to be the most important document
in commercial trade. From a VAT point of view, the invoice is the primary
document that evidences the supplier's obligation to charge VAT, and more
importantly, also substantiates the customer's entitlement to VAT recovery.

The Existing Texts

Two types of taxes are commonly charged on Internet sales, Value Added
Tax (VAT) in Canada, Europe, and some other areas, and sales tax, levied by
some states, counties, and cities in the US). A merchant who has a business in
only one state of the US is currently not required to collect sales tax on sales
made outside his state. Members of the European Union 13 are currently
required to charge VAT on all sales.

USA

In 1998, the US Congress passed the Internet Tax Freedom Act. Although
this did not prohibit taxing Internet transactions, it did prohibit discriminatory
taxes. In addition, it did establish a moratorium on Internet access taxes, and
this has now been extended through 2007. Merchants are not required to
collect sales taxes from out of state consumers. The Supreme Court ruled that
merchants only need to collect taxes if they have a physical presence, known as
a nexus, in the state and this is true for all mail order sales. Some states require
consumers who purchase by mail order to pay a “use” tax, which covers the
sales tax that would have been paid. In most cases, monitoring is nearly
impossible, so use taxes are rarely enforced. Some exceptions are , products
that are to be registered (for example automobiles), and purchases by large
businesses (since these businesses are audited for tax compliance).

Some large Internet retailers are presently collecting sales tax on sales to
buyers in any state that has a sales tax, in exchange for an amnesty for the
retailer on any past uncollected taxes. At present, 34 states and the District of
Columbia are agreeing to the Streamlined Sales Tax Project (SSTP), designed to
simplify tax collection for merchants. After these states approve the SSTP, the
US Congress must also approve it, but this may be a year or two away. Initially,
it is expected that only larger online merchants will be required to collect sales
taxes for sales in other states, though eventually, this may be required of
smaller merchants, too.

EUROPEAN UNION

Council Regulation (EC) 792/2002, temporarily amending Regulation
(EEC) 218792 on administrative co-operation in the field of indirect taxation
(VAT), introduces the additional measures necessary for the registering of
foreign e-service traders for VAT purposes and for distributing the VAT
receipts to the Member States where the services were actually used.

113 http://www.europa.eu.int/comm/taxation_customs/taxation/ecommerce/vat_en.htm
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Under these new rules, EU suppliers are no longer obliged to levy VAT
when selling in markets outside the EU, thereby removing a significant
competitive handicap. (Under tax rules drawn up before e-service existed, EU
suppliers had to charge VAT when supplying digital products even in countries
outside the EU).

The changes eliminate an existing competitive distortion by subjecting
non-EU suppliers to the same VAT rules as EU suppliers when they are
providing electronic services to EU customers.

The VAT rules for non-EU suppliers selling to business customers in the
Union (at least 90% of this market) remain unchanged, with the VAT paid by
the importing company under self-assessment arrangements.

Direct ecommerce transactions (for example, the download of software,
films, or music etc.) are subject to substantially different treatment under the
VAT Directivel since they qualify as the supply of services. Whether or not
VAT is due under the VAT Directive will depend on the place where the
supply is deemed to be made.

A supply of services is deemed to be made in the EU Member State in
which the supplier either (i) has a fixed establishment from which the supply is
made; or (i) is resident or usually resides. There are, however, a number of
exceptlons to this general rule, the most significant of which provide that:

with regard to cultural, artistic and scientific, education, entertainment
or similar services, the supply is deemed to be made where the service
is physically carried out; and

with regard to the supply of services (which includes the transfer or
assignment of intellectual property rights, the supply of advertising
services and the supply of information and data processing services)
the supply is deemed to be made either in the EU Member State where
the supply is received or the EU Member State in which the Vendor
belongs.

In particular, if the Buyer resides within the EU and is a taxable person,
the supply is deemed to be made in the EU Member State in which the Buyer
resides and the Buyer is required to account for the VAT under the reverse
charge procedure. Further, if the Buyer resides within the EU but is not a
taxable person, the supply is deemed to be made in the EU Member State
where the Vendor belongs and the Vendor is required to collect and account
for the VAT. Finally, if the Buyer resides outside the EU, the supply is deemed
to be made outside the EU, and VAT should not be charged.

European countries typically apply a VAT to foreign purchases through
customs. In addition, the VAT is collected at each stage of production. Even if
it is not collected at the final stage, it will have been collected at earlier stages.

114 Council Directive 2002/38/EC
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Nonetheless, Europe has expanded efforts to tax e-commerce. For
example, in June 2000, the European Commission proposed that downloaded
digital products be classified as services, rather than goods. Normally, this
would mean they would be taxed at the country of origin. Therefore,
downloads from abroad would not be taxed. The final legislation was passed in
February 2002, and took effect in July 2003. It required foreign companies pay
the tax rate of the country of their consumers, but digital goods are just a small
fraction of on-line purchases.

These measures mean that the EU became the first significant tax
jurisdiction in the world to develop and implement a simplified framework for
consumption taxes on e-services in accordance with the principles agreed
within the framework of the Organization for Economic ®-operation and
Development (OECD) 15 . The Directive therefore complements the
international process at the OECD. The OECD principles on the taxation of
e-commerce were agreed at a 1998 conference in Ottawa. These principles
establish that the rules for consumption taxes (such as VAT) should result in
taxation in the jurisdiction where consumption takes place. The OECD also
agreed that a simplified online registration scheme, as now adopted by the
Council, is the only viable option today for applying taxes to e-commerce sales
by non-resident traders.

The Loopholes

The problems presented by electronic commerce for the integrity of VAT
are not in themselves new; it is more a question of electronic commerce
exacerbating existing tensions and difficulties inherent in the tax when dealing
with cross-border transactions, relating particularly to place of supply and
enforcement issues for non-resident suppliers of services. In finding solutions,
the principle of any VAT system, of taxing the final consumer in the
jurisdiction where the particular goods or services have been consumed and
enjoyed, will have to be taken into account. An equally important principle is
that goods and services that are provided across borders are zero-rated by the
supplier in the country of origin. This is to ensure that consumers in the
recipient country do not carry the burden of a foreign tax.

The question is whether existing indirect tax principles can be successfully
applied to the taxation of electronic commerce in a way that will satisfy the
competing demands of national revenue collecting agencies.

Similar to the sales tax, the VAT does not easily resolve the unique
challenges such as definitions of physical presence, record keeping and
standard categorization of transactions. The VAT hinges16 on the geographic
location of consumption. In e-commerce, it is difficult to locate taxable
transactions outside the territorial scope of the common VAT systems. In

115 www.oecd.org.
116 www.ksg.harvard.edu/project1/vat.html
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addition, the retention of the records of electronic commerce complicates the
administration of the VAT. An on-line calculation where a web-based company
sells multiple products to multiple countries with multiple customers becomes
extremely difficult to track. Since the VAT is calculated and collected at the
time of the transaction, it becomes near impossible to correct these errors once
a sale is completed.

Now that businesses can more easily move to more tax-friendly
jurisdictions, and can in some cases change their sources of income by using
the Internet, most governments are concerned about the potential loss of tax
on major revenue sources. The question is how to define a business
establishment for ecommerce purposes. Multinational insurance companies,
for instance, that cannot recoup their VAT, have to pay tax on the software
that they buy. The easiest approach is to pay the tax in the country of their
headquarters. The challenge here is how to prevent companies from opening
offices in low tax jurisdictions where they have little or no business, simply to
declare their taxes there. Already, it seems clear that business-to-business (B2B)
transactions continue to develop, thanks to the ability of companies to forge
new relationships globally through co-operative procurement designed to
reduce costs and inventory.

The Suggested Solution

The global demand for an appropriate international framework for the
taxation of electronic commerce that also reduces the risk of double taxation
suggests that trading partners should participate in a common reevaluation of
VAT rules, policies and administrative procedures. The design of a global tax
framework is a matter of concern to all nations. Electronic commerce helps to
expose differences in national tax systems. A global and comprehensive tax
framework may be needed to correct those differences. In order to produce
increasing convergence in the national tax regimes dealing with electronic
commerce, the global market forces may require a comprehensive global tax
framework. To succeed, a global framework requires international participation
and cooperation, but in first place we need to bring the domestic regulations to
a common point, binding contractual parties by the same financial obligations
related to sales and taxes. Consequent violations through fraud must be
punished accordingly with fines and imprisonment.

DISPUTE RESOLUTION

The Problem

The European Commission opened the door to alternative dispute
resolution mechanisms. Alternative dispute resolution (ADR) solutions are
developed to solve the disputes arising on the network, thus contributing to
answer to consumer expectations. ADR is seen as a complement to judicial
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procedures, its aim being to propose a tailor-made solution better adapted to
the particularities of the network than is available in traditional court
procedurestt’. As a matter of fact, ADR is currently the best solution to resolve
disputes arising between a consumer and a service provider on the Internet.
The reason for this is easy to understand: out of court dispute settlement
should be particularly useful for some disputes on the Internet because of their
low transactional value and the size of the parties, who might otherwise be
deterred from using legal procedures because of their cost.

Be it through negotiation, conciliation, mediation or arbitration, ADR
represents an attractive solution and has numerous advantages: (a) its flexibility
allows an adapted procedure and an adapted solution, within a limited period
of time and at low cost value; (b) its confidential nature is also of importance
for businesses that might prefer to see their conflicts solved without any
publicity; (c) an alternative solution presents fewer difficulties with regard to
the enforcement of the decision, compared to the difficult enforcement of a
judicial decision, especially in an international environment.

ADR solutions should however not develop outside a strict framework
where minimal requirements are complied with, notably:

- the information of the consumer: a first range of information should
include all the necessary information enabling the consumer to
understand the purpose of the mechanism and its way of functioning;
a second range should focus on the voluntary character of ADR that
does not prevent the parties from going to court at any stage of the
alternative procedure;
the explicit consent of both parties to submit the dispute to the third
party, before and/or after the dispute arises. Furthermore, consumer
associations should be invited to play an active role in the setting up of
ADR rules and procedures;
the neutrality of the third party asked either to impose a solution or to
advise the parties involved in the dispute;
the compliance with the legal requirements regarding consumer
protection.

The uncertainty about the way disputes arising on the Internet are resolved
implies that the potential of e-commerce still to be exploited. The development
of alternative solutions will undoubtedly help in the development of electronic
commerce.

The Existing Texts

Consumers need to know that if something goes wrong with a transaction,
there are effective ways of handling complaints and getting redress. Going to
court to enforce your rights can be costly and time consuming, particularly if

117 Norman Solovay and Cynthia Reed - The Internet and Dispute Resolution: Untangling the Web- 2003
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the trader is in another country. Good Codes of Practice and Alternative
Dispute Resolution (ADR) schemes can often offer a range of remedies that
can be less costly and less daunting.

The codes of practice can help to protect consumer rights and can offer
consumer protection and service above the basics set down in law. They can
improve consumer confidence and help businesses, because they can be easily
modified in order to keep pace with rapid market developments.

Some governments believe that self-regulation by means of an effective
code of practice can be a viable alternative to regulation. This is because
legislation can be inflexible and difficult to change. Regulation can also impose
unnecessary bureaucracy and additional costs upon business that can have an
adverse effect on consumers through increased prices.

The Organization for Economic Cooperation and Development worked
on a policy for Codes of Practice and Alternative Dispute Resolution (ADR)
schemes (such as ombudsmen and arbitration). Both offer low cost and
friendly alternatives to going to court.

The provisions of Private International Law are also relevant to cross-
border transactions and disputes. The 1968 Brussels Convention, which deals
with jurisdiction in cross border civil and commercial disputes, was replaced by
a Community Regulation in December 2000. The 1980 Rome Convention
already deals with which country’s law applies in contractual disputes. In
January 2003 the European Commission presented a Green Paper on the
question of whether the Convention should be converted into a Community
Instrument (a Regulation or Directive). A proposal was expected in 2005.

In July 2003, the European Commission presented a proposal for a
Regulation on the law applicable to non-contractual situations, known as Rome
Il. The Regulation affects the treatment of claims involving defamation,
advertising, intellectual property rights, and product liability.

In November 2003 the Council approved EU accession to Council of
Europe Convention 180, the first truly international system open to more than
50 countries, including the US, Japan and Canada, of regulatory dialogue on
information society services. The main focus was to strengthen international
co-operation, to develop international rules on subjects such as the liability of
Internet intermediaries (who provide access to the Internet and the
transmission and hosting of information), procedures for removing illegal
content, electronic contracts and out of court dispute resolution.

In a statement following the 2002 US-European Union Summit in
Washington, the United States and the EU reaffirmed their support for the
development of measures to boost consumer confidence in electronic
commerce (e-commerce) and alternative dispute resolution. Both of them
wanted to generate consumer confidence, but ensuring consumer protection
and generating consumer confidence requires a combination of private sector
initiatives and a clear, consistent and predictable legal framework. They agreed
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that if parties cannot resolve consumer issues directly, the use of ADR is one
means of doing so. Easy access to fair and effective ADR, especially if
provided online, has the potential to increase consumer confidence in cross-
border electronic commerce and may reduce the need for legal action.

In order to promote consumer confidence, ADR mechanisms should
however be fairis and effective. There are general principles to achieve fairness
and effectiveness: the impartiality of any decision-makers; the accessibility of
the systems and procedures, which should be easy to find and easy to use; the
need to ensure that the mechanisms are at low or ro cost to the consumer
relative to the amount in dispute; the transparency, including the importance of
providing consumers with clear and conspicuous information about the
procedures and commitments involved sufficient to enable informed choice
and decision-making; and the timeliness of redress. At the same time
stakeholders should continue to work to implement these fundamental
principles in the context of particular ADR mechanisms, taking into account
the value, the complexity and other characteristics of the transaction or dispute
at issue.

The Loopholes
The p055|ble negative impacts of ADR systems might include:

Lack of consumer choice: Vendors may attempt to require
consumers to use ADR mechanisms, whether they wish to or not
Binding arbitration: If one or both parties are bound by the
decision, their ability to seek legal redress if they are not satisfied
may be restricted or blocked altogether.
Intervention by others: If complaints are not brought to legal
authorities or enforcers of codes of conduct, they may be unaware
of problems that merit their attention. Moreover, ADR that is
binding on consumers may prevent their cases from being used by
legal authorities, code enforcers or others representing consumers'
interests in broader actions to stop fraud or abuse.
Disparity between the parties: Differences in language, cultures,
and expertise in specific subjects may make it difficult for the
parties to understand each other, and may lead to unfair results.
Furthermore, if ADR systems lack adequate independence, the
parties may not be treated equitably and decisions may be biased.
Costs: If costs are assessed to support the operation of ADR
systems, they may be prohibitively high for consumers or small
businesses.

118 www.useu.be/ TransAtlantic/US-EU%20Summits/ Dec1800USEUSummitWashington.html
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Enforcement: If parties fail to comply with decisions and there is
no practical means of enforcement, the ADR process may be an
exercise in futility.

The Suggested Solution
In light of the above the suggested solution for dispute resolution should
be based on the following principles which are not exhaustive:

The necessary framework and standards for ADR systems should be
set by legislation.
ADR systems should be easily accessible and convenient. Businesses
which participate in such systems should provide links from their
websites. Governments, consumer organizations, trade associations
and others should also provide links to make it easy for consumers to
find help. Disputes and responses should be able to be made online as
well as offline. Real time discussions should be scheduled at the
convenience of the parties. Physical or technical barriers to the ease of
use for either party should be avoided.
Information about the types of disputes handled, the procedures, the
costs, the languages that can be accommaodated, the basis for decisions
(codes of conduct, etc.), the enforceability of decisions, and other
details should be provided prominently and clearly.
ADR systems should be designed and presented as a voluntary option
for consumers, not as a legal or contractual requirement
ADR systems should be free or low-cost. If the consumer is obliged to
pay a fee for this service, the other party should refund the cost if the
consumer prevails.
ADR systems should be independent. They should be operated by
reputable third parties, which could include government, nonprofit
organizations, for-profit entities that are not directly involved in the
disputes, or any combination thereof. If ADR systems are offered by
trade associations or other industry groups, they should be separate
and independent, and operate in consultation with consumer
organizations. ADR personnel should have no direct interests in the
disputes or the parties involved. If funding for ADR systems comes
from the business sector, that commitment should be honored
regardless of the decisions that are rendered.
ADR personnel should be trained both in basic legal concepts and in
mediation skills. If it is a collegiate body that will consider the dispute,
equal representation should be given to consumers and businesses. If
one single individual will consider the complaint, both disputants
should be consulted in selecting that person, or the person should
have been previously appointed by consumers and industry together.
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ADR systems should handle complaints in an expeditious manner.
There $ould be reasonable time limits set for considering disputes,
rendering decisions, and complying with decisions. If the parties are
allowed to submit or ask to share documents or other evidence prior
to the dispute being considered, there should be reasonable time limits
set for that process.

ADR systems should treat the parties equitably and fairly. While the
parties should have the right to advice from legal counsel or others,
the parties should represent themselves in the proceedings. If
necessary, ADR systems should provide for translation or outside
expertise.

Decisions on behalf of consumers should be binding on the other
party, except that appeals could be made on grounds of mathematical
mistake or other technical problems. Meaningful enforcement of
decisions rendered through ADR is essential. If ADR systems are
operated by trade associations or other industry groups to which
companies belong, compliance with ADR decisions should be a
requirement for maintaining membership. Failure to comply with
ADR decisions should also be a basis for those who facilitate the
vendor's sales, such as online auction sites, operators of billing
systems, etc. to deny future services to the seller. In addition,
governments should adopt and, to the extent possible, harmonize legal
frameworks to make ADR decisions enforceable. Consumers should
have the choice of enforcing ADR decisions through the legal
framework of either their or the vendors' countries.

Consumers who submit disputes to ADR systems should not be asked
to waive their legal rights, nor should they be restricted or blocked
from resorting to other avenues of recourse that would normally be
available if they are not satisfied with the outcome. Furthermore,
consumer use of ADR systems should not prevent law enforcement
authorities, code enforcers, or others representing consumer interests
from using their cases in actions to stop fraud or abuse.

In order to ensure that patterns of abuse do not escape the notice of
legal authorities or relevant code enforcers, ADR systems should
report all cases to a central clearinghouse from which that information
would be accessible to the public.

Due to the special and complex issues raised by cross-border e-commerce
disputes, further work will be necessary to develop specific guidelines for how
ADR systems should be designed to provide the most efficient and effective
redress for consumers.
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CHAPTER 14. INTELLECTUAL PROPERTY

The Problem

Everything in cyber-space is composed of bits, the binary code that is the
foundation of computing. In their digital form, images, music, video, and text
are perfectly reproducible; not just once, but an infinite number of times.
There is no degradation to limit the value of duplicate copies. With digital
media, all copies are originals.

The binary reality of digital media poses vexing problems for how works
are used and reused, as well as the rights and responsibilities of producers and
consumers under existing law. One of the virtues of the Web is its reach: the
ability to widely distribute digital works faster and less expensively than ever
before. There is great value in being able to communicate to millions of peo ple.
The downside is that content owners have little control over the subsequent
dissemination and use of their work. Too many consumers unaware or
confused by expansive license agreements, or willing to dismiss them as overly
restrictive or unfair, approach the Internet in the erroneous belief that every
item that they encounter is in the public domain.

Intellectual property is a legal term that refers to industrial property and to
copyright and related rights. Industrial property comprises the protection of
patents, trademarks, industrial designs, and geographical indicationse, It also
includes the protection of utility models against unfair competition or the
protection of undisclosed information. Trade secrets are protected, as they are
a type of property or asset, just as valuable or even more valuable than physical
or real property. The value of intellectual property assets relative to physical
assets has increased because of the importance of technology and creative
works in the modern economy. Intellectual property consists of new ideas,
original expressions, distinctive names, and appearance that make products
unique and valuable, Intellectual property is often traded (or licensed) in its
own right without trading in the value of an underlying product or service, by
means of patent or other intellectual property licenses from a rights owner to
another.

The character of the intellectual property system is evolutionary and while
the nature of the rights themselves remains relatively constant, the manner by
which they are expressed and exchanged is constantly adapting to
developments in the underlying technologies. The invention of, in turn, the
printing press, phonograms, radio and television broadcasting, cable and
satellite transmission, videocassette recorders, compact disc (CD) and digital
versatile disc (DVD) technology and now, the Internet, has affected both the
form and the substance of intellectual property rights. Intellectual property has
gained importance in this digital environment as, increasingly, business assets

119 http://www.1000ventures.com/business_guide/ipr/geo_indications_main.html
120 www.wipo.org/sme/en/e_commerce/ip_ecommerce.htm
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are reflected in intellectual as opposed to physical property. The value of many
online companies, for example, may be found in their vast databases of
customer information, which may be the subject of intellectual property
protection.

This migration of intellectual property onto the Internet can be seen with
respect to each species of rights2. In the field of copyright, vast numbers of
works of literature, film and art, and notably computer programs, have already
been transferred to the digital environment. Software, protected as a form of
intellectual property by patent and copyright law, underlies the operation of all
digital technologies. Systems software, including utilities and operating systems,
enable our computers to operate, while utilities software provides us with the
programs that make the digital networks so useful. Much software is protected
by intellectual property law, and yet its theft is endemic.

The copyright is created automatically when a qualifying work is created
but it protects only the work itself and not the idea behind the work. This
means that the copyright is only infringed by copying. So, if your competitor
uses the ideas behind your successful ecommerce website to develop a very
similar website independently, then it will not necessarily be infringing your
copyright by doing so.

Textual works such as books and newspapers are ideally suited to
digitization and, although online publishing of popular literature has had a
mixed reception with a public accustomed to paper and ink, there is evidence
of a growing demand for ebooks. There has been real success in the online
availability of science, technology and medical publications, where the demand
for fee-based research has supported the epublishing industry. Demand has
also grown for the online collections of more than 7,300 libraries that have
provided free remote access to the texts of hundreds of thousands of e-books.

In the field of fine art, indigenous craft and artifacts, numerous museums
and art galleries have digitized their collections and made them available for
viewing on the Internet.

Identity on the Internet also goes beyond the trademark system, because of
the role played by the Internet domain name system, which facilitates the
ability of users to navigate the network. Domain names are user-friendly
addresses that correspond to the unique Internet Protocol numbers that
connect our computers to the Internet and enable the network routing system
to direct data requests to the correct addressee. Domain names were originally
intended to perform a purely technical function in a user-friendly way, but
because they are intuitive and easy to remember they now perform a function
as business or personal identifiers. Most businesses, whether e-commercial or
not, advertise their domain name to signal a Web presence. In this way,
although, as such, not a form of intellectual property, domain names now

121 http://www.ecominfo.Internet/arts/878_shepherd.htm
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perform an identifying functions similar to that of a trademark. Because of the
way in which people and search engines operate, most businesses use their
trademark or trade name as their domain name, and this has caused conflict
with the advent of predatory practices.

The patent system has also migrated to the Internet, as businesses have
sought to recoup ksearch and development costs in digital technologies by
patenting their online business methods. In fact, the technology-intensive
nature of ecommerce means that many of its constituent processes may be
patentable subject matter so long as the legal criteria for patentability are met.

The global information society foreseen in the early days of the Internet
has yet to become a worldwide reality, but the focus on information remains
the key to the ecommerce economy. Although a good proportion of the
information on the Web is in the public domain, and freely available to use and
copy, an increasingly significant amount is protected as intellectual property.
The enthusiasm generated by the availability of so much online information,
easily accessible through browsing and hyper linking, contributed to a general
expectation that this information was free and its use uncontrolled. The
intellectual property community has been addressing the challenge of this
perception ever since!2, in an effort to determine and exert legal rights over
digital content.

The intellectual property community, including film and music creators,
software developers, authors and publishers, are now exploring ways in which
to make their products available online, while protecting their rights and
recouping their investment. To some extent, the uptake of fee-based
intellectual property services is dependent on the efficient management of
these rights, as well as the availability of workable and secure methods of micro
payments that would enable pay-per-unit purchases, and the building of
consumer confidence in online payment security, privacy and consumer
protection. At the same time, however, creators and intellectual property rights
holders need to feel sure that they can protect their property from piracy and
control its use, before they will be willing to make it available online.

The online distribution of audiovisual works has been held back until
recently by the lack of bandwidth, which has prevented the relatively large data
files required to transmit video to be downloaded or streamed at a speed or
quality acceptable to consumers. While the technology is still developing to
facilitate accessible video-on-demand and digital pay-per-view, the film industry
is yet to match the progress of the music industry, and most legitimate film
sites are web casters that distribute short made-for-online film and animation
material which is largely experimental and available free of charge. As in the
music industry, copyright owners in the film industry are also reluctant to
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release their audiovisual works online while there is a lack of adequate copy
protection that could protect them from rampant piracy.

In the radio and web casting industry, Internet radio has been luring
customers away from traditional media sources by providing access to
thousands of global radio broadcasts in real time.

The Existing Texts

Intellectual property law is confusing because of the number of multilateral
conventions that have been concluded in an effort to harmonize national laws.
Increasingly these conventions have had direct effects on national law. With
the growth of trade, and now, with the Internet, it has become important to
understand not only the law of one’s own jurisdiction, but also the law of other
jurisdictions and the international conventions that regulate intellectual
property by means of bilateral and multilateral commitments. Here are just few
examplesizs:

EUROPEAN UNION

The European Parliament and the Council of the European Union
adopted Directive 2001/29/EC on the Harmonization of Certain Aspects of
Copyright and Related Rights in the Information Society in May 2001. This
Directive serves, to implement a number of the new international obligations
provided under the World Copyright Treaty (WCT) and the World
Performances and Phonograms Treaty (WPPT) ¢ . The European
Community’s instruments of ratification will be deposited with World
lintellectual Property Organisation (WIPQO) following the deadline for the
Member States to transpose the Directive into teir national legislation. The
Directive contains a number of important implementation provisions,
including those concerning the application of the right of reproduction in the
digital environment; the right of making interactive transmissions available on
networks such as the Internet; limitations and exceptions in the digital
environment; technological measures for protection; and rights to the
management of information.

Title 4 and Article 10 of the Council of Europe’s Convention on Cyber-
crime is named Offenses related to Infringements of Copyright and Related Rights.
Paragraph one cites the four documents which parties must align their current
domestic law with, namely, the Paris Act of July 1971 and the Berne
Convention for the Protection of Literary and Artistic Works, the Agreement
on Trade-Related Aspects of Intellectual Property, and the WIPO Copyright
Treaty?s,

The Diplomatic Conference on Certain Copyright and Neighboring Rights
Questions gives the right to authors and artists to make their works available to
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the public, giving the right of commercial rental to the public of the original or copies of
their work.

Atrticle 4 of the Directive of the European Parliament and the Council on
the harmonization of certain aspects of copyright and related fghts in the
information society gives authors or creators of intellectual material the right to
have their work prohibited from the public by any means. The directive on the
legal protection of databases states that in any database that is protected by
copyright, the author will have the power to alter its contents in any way
he/she sees fit, including reproducing in any form. Article 4 also states that the
author of the database shall be the natural person or natural persons who created the
hase. Article 6 aligns itself with the provisions of the Berne Convention for the
protection of Literary and Artistic Works.

Article 3 defines on what terms a database will be protected under a
copyright. Here, any work which is the authors own doing will be protected,
and this will be the only criteria used to apply such a copyright protection.

USA

The United States of Americai?6 enacted legislation entitled the WIPO
Copyright and Performances and Phonograms Treaties Implementation Act of
1998 as Title I of the Digital Millennium Copyright Act (DMCA). Title I of the
DMCA contains, among other things, provisions to implement obligations
concerning technological measures and the management of the rights. Title | of
the DMCA also requires the United States Copyright Office b conduct two
studies jointly with the National Telecommunications and Information
Administration of the Department of Commerce, one dealing with encryption
and the other with the effect of technological development on existing
exceptions in the Copyright Act, as part of an ongoing evaluation on the
relationship between technological changes and the copyright law. Accordingly,
two reports have been submitted to the Congress. Title 1l of the DMCA
entitled the Online Copyright Infringement Liability Limitation Act deals with the
issue of the liability of service providers based on a copyright-specific
approach.

CHINA

Chapter 11 Article 8 of China’s Regulations on Computer Software
Protection states that a software copyright owner shall enjoy the following rights:
authorship, alteration, reproduction, distribution, rental, communication, and translation.
Article 14 states that a copyright awarded shall be the lifetime of the natural person.
Article 16 states that owners of duplicate software items have the right to load those items
into a computer, to make back up copies of those items, and to take steps to enhance their
performance. Articles 18, 19, 20, and 21 address Licensing of Computer Software
Protection. Here, a contract must exist before another person can exercise

126 http://www.usembassy.it/file9909/alia/99091414.htm
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software copyright. This contract must be in writing and its entry into effect must
be authorized by the Copyright Administrative Department.

JAPAN

Japan’s Trademark Law states its purpose as the following:, “The purpose of
this Law shall be to ensure the maintenance of the business reputation of persons using
trademarks by protecting trademarks, and thereby to contribute to the development of industry
and to protect the interests of consumers”.

Chapter 11 addresses issues regarding trademark registration. Here, any
person may obtain a trademark registration of a trademark to be used in respect of goods or
services in connection with his business. Exceptions are laid out and they include
trademarks which deceive costumers. Section 5 of the chapter lays out the
necessary process of re-registering for a trademark. Chapter 111 makes way for
an examiner to examine all applications for trademarks. An examiner may refuse
a trademark on the basis that it did not comply with the rules of application or
other pertinent parts of Chapter Il. Chapter 1V addresses the enforcement of a
trademark. A registration fee is to be paid after the examiner has accepted the
trademark. The trademark right shall be 10 years from the date of registration,
but a renewal is dlowed after that date. The owner of a trademark has the
rights of exclusive use, which include the right to use the registered trademark in
respect of the designated goods or designated services to the extent laid down in the contract
granting such right. In addition, a right of exclusive use may be transferred only with the
consent of the owner of the trademark right. The document also makes way for the
right to use a trademark by virtue of prior use and the right to use a trademark
after expiration of a patent right. Chapter IV outlines the process for opposing
the issuing of a trademark. Chapter V deals with a trial that may ensue to
question an examiner’s decision to refuse the issuing of a trademark. Chapter
VI outlines the process of retrial and litigation of issues pertaining to the
preceding chapters. Chapter VII deals with the ability of the owner of a
trademark right to obtain a defensive mark registration of a mark identical with the
registered trademark with respect to goods or services for which such possibility of confusion
exists. The chapter also deals with acts deemed to be an infringement. Here,
acts of holding and assigning, including acts of manufacturing or importing goods
bearing a reproduction of the registered defensive mark. Chapter VII addresses the
international registration of trademarks. Anyone seeking international
recognition of a trademark must file that request with the Commissioner of the
Patent Office, and must specify the names of the states for which trademark
protection is sought. Chapter V111 entitled Miscellaneous Provisions addresses false
marketing. Finally, Chapter IX deals with penalties, including fraud and dual
liability.

WIPO

The 1996 WIPO Treaties (the WIPO Copyright Treaty and the WIPO
Performances and Phonograms Treaty) require that Contracting Parties make
available adequate legal protection and effective legal remedies to protect
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technologies used by rights holders. An essential element of adequate
protection and effective remedies is legal protection against devices that
circumvent technological measures. It is therefore only natural that border
measures be extended to cover devices the primary purpose of which is to
defeat such technologies used by rights holders to protect their intellectual

property.

The Loopholes

While the world is getting larger with its expanding cyber-space, the world
intellectual property system is still at its infancy. Different countries or
territories have different intellectual property rules, practices and procedures.
Strategic e-intellectual property management has its defensive and proactive
aspects. On the defensive side, one has to avoid infringing intellectual property
rights. On the proactive side, one should manage its intellectual property by
strategic acquisition, licensing and enforcement.

It is submitted that a key success factor in ecommerce is strategic e
intellectual property management. Any member of the information society who
loses sight or underestimates the impact of intellectual property on e
commerce may have to learn it the hard way, paying a high price for intellectual
property infringement or lack of intellectual property protection.

The international exhaustion is not solely a legal issue; there are economic
and political aspects which must be balanced?’. Arrangements may exist where
a number of countries decide to form a single regional market, in effect
defining a single regional territory. In such an arrangement, a requirement for
freedom of movement of goods within a single market may lead to the
acceptance of the legitimacy of parallel imports between countries which are
party to the arrangement, provided that those countries together agree among
themselves that such a restriction of the rights of a patentee is necessary in the
realization of such a single market.

The following states do not apply a rule of international exhaustion of
patents: Australia, Belgium, Brazil, Bulgaria, Czech Republic, Denmark, Egypt,
Finland, France, Germany, Hungary, Italy, Japan, Korea, Mexico, the
Netherlands, Paraguay, Portugal, Republic of Korea, Romania, Spain, Sweden,
the United Kingdom, United States and Yugoslavia. In contrast, Argentina,
Canada, Singapore and Venezuela do apply a rule of international exhaustion
of patents.

Countries including the Member States of the European Economic Area
(EEA), Bulgaria, Czechoslovakia, Hungary, Romania, the US and Yugoslavia
do not apply a rule of international exhaustion for trademarks. In contrast,
Argentina, Australia, Brazil, Canada, Japan, Paraguay, Mexico, Singapore,
Switzerland, Venezuela and Yugoslavia all allow international exhaustion.
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There are obviously various approaches and a lack of uniformity in
international exhaustion.

This question raises the distinction between the common law approach to
exhaustion and the approaches of different countries. The common law
approach is that a sale of goods is a contractual matter, and that treatment of
Intellectual Propert Rights (IPR) may be affected by the contract. In other
countries, the treatment of IPR cannot be limited by contract. In a majority of
countries, exhaustion is considered to be a matter governed by the legal effect
of IPR, which are property rights having effect against all third parties. It is
thus not possible for a contract between individuals to have any effect on the
position. This is the legal theory, for example, in Brazil, Czech Republic,
Paraguay and Yugoslavia. In contrast, in Japan (for patents at least)
international exhaustion may be limited by contract and where there is a breach
of contract, no exhaustion takes place. The Japanese position for patents is that
if a patent owner fails to impose a contractual restriction on sale outside Japan
then, irrespective of whether there is a parallel patent in the country of sale, the
patentee is deemed to have waived his rights to prevent importation into Japan.
In contrast, for trade-marks, the law is not clear. In Australia contracts may be
effective in the case of patents, but not in the case of trademarks. In Canada it
is necessary to bring a contractual restriction to the attention of a purchaser if
it is to be effective. In Singapore contractual restrictions cannot be imposed to
limit the effect of international exhaustion. In Japan the law differs for patents
and trademarks.

Inventions are characteristically protected by patents. Inventions must also
be protected by other types of rights, such as utility models or trade secrets.
The patent system provides a framework for innovation and technological
development by, on the one hand, granting an exclusive right to the owner of a
patent to prevent others from commercially exploiting the patented invention
for a limited period and, on the other hand, balancing this right with a
corresponding duty to disclose the information concerning the patented
invention to the public. This information, which is stored in the patent
documentation, is available to anyone and, is increasingly accessible online
through Internet-based systems. The mandatory disclosure of the invention
thus enriches the available pool of technological knowledge, facilitates
technology transfer, and enhances the opportunities for creativity and
innovation by others.

The patent system plays a vital role in e.commerce, and relies in a critical
way on various computer and network technologies. However, the new
technologies pose challenges to the conventional legal scheme for the patent
system1, It is expected that the number of these ecommerce-type patents
may increase significantly, bearing in mind the potential for individuals,
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companies and national economies, as well as the global economy. Such
patents are viewed by some as important for creating incentives and spurring
investment in new digital technologies. But the subject matter of a patentable
invention must have a technical character or involve technical teaching, (an
instruction addressed to a person skilled in the art as to how to solve a
particular technical problem using particular technical means).

Since the phenomena of digital networks and e-commerce are new and still
emerging, the novelty of a business model in this area makes the requirements
of patentability a tenuous task. That competition may be harmed in cyber-
space if companies are able to obtain patents for basic business methods that
already exist in non-cyber-space.

In addition to the question as to whether computer programs should be
regarded as inventions under patent law, this broad scope of patentability has
prompted a discussion of where the line is to be drawn between copyright and
patent law protection for computer programs.

The Internet raises complex issues in jurisdictional and enforcement of
rights, as patent protection is provided on a country-by-country basis, and the
patent law of each country has application only within its borders, in
accordance with the traditional principles of territoriality. For example, where
patented software is sold and delivered over the Internet internationally, any
infringement action would require a consideration of the jurisdictional and
choice-of-law issues. The first practical issue may be that of detection, since the
unauthorized importation of such software by means of the Internet, unlike the
importation of tangible goods, cannot be detected and stopped by customs
authorities.

In the area of patents, one specific question may arise with respect to the
law applicable to infringements when a patented invention consists of elements
that are physically located in different territoriesi?. For example, in the case of
process patents for a method to process and transfer certain data using
computerized networks, distinct elements in the process could be performed in
different territories. If an alleged infringer operates a system containing all of
the claimed elements within the territory in which the invention is protected,
there would be a straightforward claim for infringement. The question of
applicable law (and jurisdiction) would be more difficult where a patented
invention involves activities in several countries by several individuals.

Prior to the development of the Internet as a medium for commercial
exchanges, consumers rarely entered into direct relationships with foreign
vendors. Typically, foreign products were distributed through local importers
from whom consumers residing in the territory would make purchases. As a
result of the global presence that the Internet enables, this model will no longer
apply in many instances. Consumers can place orders on, or performs
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downloads from, the sites of foreign vendors, thus entering into a direct
contractual relationship with them. This shift in the business model has
important legal reverberations from the consumer protection point of view. As
consumer protection is regarded a matter of public policy in many countries,
these questions have proven particularly vexing to solve.

The Suggested Solution

The fundamental difficulty in coping with legal relationships involving
foreign elements flows from the fact that the legal systems of more than one
country may be involved. The application of the laws of one system, rather
than that of the other, will lead to different results. One solution to this
problem consists of selecting the laws of one particular legal system to govern
the legal relationship, from among the various potentially applicable legal
systems.

A radically different solution consists of trying to remove the source of the
problem, through a process of harmonization which eliminates the differences
that exist between the laws of countries on a given issue. Harmonization can be
achieved through negotiations between states, with treaties establishing
uniform rules under a universal code and the subsequent modification of
domestic laws in order to bring them in line with the treaty provisions.
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CHAPTER 15. OBSCENE PUBLICATIONS

The Problem

The Internet has given rise to a new industry for the online publication and
consumption of obscene materials. Millions of people around the world are
visiting web-sites catering to this product. These Internet sites represent the
largest growth sector of the digital economy.

An obscene publication is generally understood to be any publication
whose dominant characteristic is the undue exploitation of sex, or of sex
together with crime, horror, cruelty or violence. Whether a publication’s
dominant theme is the undue exploitation of sex is determined by reference to
a “community standards” test. Obscene article contains an image or a
description of sexual behavior which is, arguably, an exceptional practice or a
minority taste, or something which is beyond the pale and carry the risk that
viewers of the material may be encouraged or corrupted into such practices.

A work is indecent if it, taken as a whole, appeals to the prurient interest in
nudity, sex, or excretion; depicts, represents or describes in patently offensive
ways, ultimate sexual acts, normal or perverted, actual or simulated
sadomasochistic acts or abuse; or lewd exhibition of the genitals, pubic area,
buttocks, or post-pubertal female breastsi,

Obscenity is calculated to promote the violation of the law and the general
corruption of moralsi3t, The exhibition of an obscene picture is an indictable
offence in law, if it be averred that the picture was exhibited to sundry persons
for money.

However, for something to be obscene it must be shown that the average
person, applying contemporary community standards and viewing the material
as a whole, would find

that the work appeals predominantly to prurient interest;
that it depicts sexual conduct in a patently offensive way; and
that it lacks serious literary, artistic, political or scientific value.

An appeal to prurient interest is an appeal to a morbid, degrading and
unhealthy interest in sex, as distinguished from a mere candid interest in sex.
The first test to be applied, therefore, in determining whether the given
material § obscene, is whether the predominant theme or purpose of the
material, when viewed as a whole and not part by part, and when considered in
relation to the intended and probable recipients, is an appeal to the prurient
interest of the average person of the community as a whole, or the prurient
interest of members of a deviant sexual group, as the case might be.

The predominant theme or purpose of the material, when viewed as a
whole, means the main or principal thrust of the material when assessed in its
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entirety and on the basis of its total effect, and not on the basis of incidental
themes or isolated passages or sequences.

The Existing Texts

For most countriest® the current legislation relating to pornography has
adapted itself to the Internet. Countries appear to be ready to co-ordinate their
efforts to arrest the offenders and to share information readily with other
countries, perhaps more so with child pornography than any other offensive
material. This may of course be due to the fact that the majority of countries
have ruled child pornography as illegal, even if levels of tolerance differ
enormously.

AUSTRALIA

The Australian Broadcasting Authority (ABA) published a comprehensive
report into the regulation of online services in Australia in 1996. This ABA
report is perhaps the most comprehensive analysis of its kind available today.

The Department of Communications and the Arts (DCA) and the
Commonwealth Attorney-General have jointly released a consultation paper,
proposing the introduction of criminal offence provisions relating to the
publication of objectionable materials.

Offences include the publication of objectionable material on an online
service and for the publication of material unsuitable for minors in a way that
makes it accessible to minors. Defenses include compliance with a code of
practice and taking reasonable steps to avoid committing an offence, or
holding a reasonable belief that the material published or made accessible was
not objectionable, or in respect of material unsuitable for minors, that the
material was not unsuitable for minors, or that the recipients would be or were
in fact adults.

AUSTRIA

In March 1997, a Viennese ISP had all its computer equipment seized by
police in connection with securing evidence against a child pornographer. At
present, there appear to be no clear definitions of the position of ISPs or the
extent of their responsibility for content. This has led to the establishment of
the Austrian Internet Service Providers Association which plans to create an
Internet Coordination Office to accept warnings of illegal content and
cooperate with the authorities to coordinate these issues among the ISPs.

CANADA

As early as the summer 1993, a man was arrested, charged, and convicted
for distributing obscene pictures and child pornography with his personal
computer. In September 1995, the Canadian Information Highway Advisory
Council (IHAC) tabled a series of recommendations mainly in the areas of
information controls in hate literature and pornography, privacy and copyright.

132 http://www.ilpf.org/groups/content/toc
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It also recommended the harmonization of information control legislation to
deal with the question of the liability of users, owners, operators, the overall
emphasis of this approach is on public awareness and industry self-regulation.
The Canadian government's Department of Industry has commissioned a
study of Internet content liability issues in order to establish who may be liable
under present laws for online libel, copyright violations, obscenity and
defamation.

CHINA

In February 1996, China's State Council adopted a draft law regulating the
Internet, requiring all existing computer networks to liquidate and re-register all
Internet providers, and to route these through the Ministry of Ports and
Telecommunications. The rules forbid the production, retrieval and spreading
of pornographic or obscene material or information which may hinder public
order. Any institutional or individual service provider failing to route through
the Ministry of Posts and Telecommunications and failing to register with the
relevant authorities could be warned, suspended and fined by the public
security department. A fortnight later, more rules were announced, requiring all
Internet users to register with the police and to sign an agreement promising
not to harm the country or do anything illegal. Individuals and institutions are
required to register the fact that they are connected to the Internet with the
local police within 30 days or face an unspecified punishment.

FRANCE

In May 1996, French Internet providers blocked access to 7,000
newsgroups for a week as a protest against the action under which two ISPs,
Francelnternet and WorldInternet, had been raided for carrying pornographic
images of young children. The two managing directors were also arrested and
charged with disseminating pornographic pictures of minors. The obligation of
access providers to offer technology to their customers to filter content has
remained since then. This is the only regulation in existence for access
providers in France. France has also been campaigning internationally for the
Internet to be considered as a broadcasting medium, and therefore to be
regulated by broadcasting law.

GERMANY

In December 1995, CompuServe cut off access to 200 news groups after
Bavarian State prosecutors notified the US-based company that it was
investigating distributors of sexually explicit material on the Internet. State
prosecutors had advised CompuServe that it could face charges. Since
CompuServe had no technology which could block access to a specific
geographical location, access had to be blocked worldwide and the newsgroups
were suspended for almost 5 million users worldwide. This led to accusations
of censorship. In February 1996, CompuServe reinstated all but five news
groups and planned to offer a parental control program so that users would
restrict access to questionable sites. Edzard SchmidtJotzig, the German Justice
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Minister, announced in June 1996 that new regulations for the Internet were to
be introduced at the end of the year and the law was under consideration in
Germany’s lower house of parliament. The law is now known as the Federal
Law regulating the Conditions for Information and Communication Services, and was
approved in the cabirnet in December 1996.

INDIA

India has one government-owned Internet service provider, VSNL, which
has approximately 14,000 subscribers. VSNL has ruled out censorship of web-
sites including those containing pornographic material, with its Director of
Operations stating that, Total censorship on sites that host material that is revolting to
our culture is not viable.

INDONESIA

In December 1996, the House of Representatives passed a broadcasting
bill into law. It primarily affects television stations but also seeks to regulate
new forms of broadcasting, including teletext, audiotext and the Internet. It
outlaws violence, sadism, pornography, mysticism, a permissive lifestyle,
consumerism, hedonism and feudalism. As is apparent from this list, the
definitions are vague, and need more explanation to be enforceable. Although
anyone broadcasting through these new media is required to obtain operating
licenses from the government, the law appears to be more relaxed about
content, stressing self-censorship by the operators. The clause dealing with the
Internet is vague and needs clarification.

SINGAPORE

Under the powers conferred by Section 18 of the Singapore Broadcasting
Authority Act, the Singapore Broadcasting Authority (SBA) issued the Internet
Code of Practice, with effect from July 1996. Under these guidelines, all
Internet Service Providers and Internet Content Providers must use their best
efforts to ensure that nothing is included on the Internet that offends good
taste or decency, in particular content which is pornographic or otherwise
obscene, content which depicts or propagates gross exploitation of violence,
nudity, sex or horror or content which depicts or propagates sexual perversions
such as homosexuality, lesbianism and pedophilia

UNITED KINGDOM

The Obscene Publications Acts of 1959 and 1964 make it an offence to
publish obscene material. These Acts define publication to include distribution
and circulation of obscene material. Publishers of obscene article, including
distributors, have a defense if they have not examined the material and had no
reasonable cause to suspect that the nature of the articles was such that these
publications would make them liable to be convicted of an offence:ss. It applies
to online services.
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USA

The US Telecommunications Act of 1996 includes various provisions
intended to combat obscene and indecent communications. Part of the Act
provided that, among other things, any person who, “by means of a
telecommunications device knowingly ... makes, creates or solicits and initiates the
transmission of any comment, request, suggestion, proposal, image or other communication
which is obscene or indecent, knowing that the recipient of the communication is under 18
years of age, shall be criminally fined or imprisoned”.

EUROPE

Convention on Cyber-crime,
Article 9 — Offences related to child pornography
1. Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally and
without right, the following conduct:

a. producing child pornography for the purpose of its distribution through a computer

system;

h. offering or making available child pornography through a computer system;

¢. distributing or transmitting child pornography through a computer system;

d. procuring child pornography through a computer system for oneself or for another;

e. possessing child pornography in a computer system or on a computer-data storage

medium.
2. For the purpose of paragraph 1 above “child pornography™ shall include pornographic
material that visually depicts:

a. aminor engaged in sexually explicit conduct;

h. a person appearing to be a minor engaged in sexually explicit conduct;

¢. realistic images representing a minor engaged in sexually explicit conduct.
3. For the purpose d paragraph 2 above, the term "minor* shall include all persons under
18 years of age. A Party may, however, require a lower age-limit, which shall be not less than
16 years.
4. Each Party may reserve the right not to apply, in whole or in part, paragraph 1(d) and
1(e), and 2(b) and 2(c).

The Loopholes

Very little information is available about the Internet porn industry. Many
online pornographers operate under an ineffective regulatory regime that
permits virtual anonymity. Accordingly, it is difficult to ascertain the extent and
popularity of the Internet porn business. What is known is that pornography is
comprised of legal as well as illegal elements. Many national governments are
focused on preventing the production, distribution and consumption of
pornographic materials involving children. State resources are being committed
to the Herculean task of monitoring and surfing the Internet for child porn.
Government efforts to combat child pornography involve interaction with
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various aspects of the adult Internet porn sector, much of which is legal in
several states.

The anonymous and paperless nature of the Internet serves as an incentive
for the electronic transmission and purchase of pornographic goods and
services. Government authorities encounter difficulties because the whole
process of marketing, distribution, payment and delivery of obscenities can be
completed electronically without the need for physical delivery or legal
identification of either the consumer or the e-commerce vendor. The
intangible nature of Internet porn eliminates the paper trail that is a
fundamental component of criminal investigations and international tax audit
and verification practices:.

The popularity of the unregulated Internet is now causing difficulties. Porn
sites are notorious for their annoying pop-up and pop-under advertising
windows. Huge amounts of unsolicited e-mail are widely sent with much of it
attributable to adult web sites. The proliferation of offensive materials is
deterring the use of the Internet as an educational tool for youth. Recent
studies indicate that children continue to be regularly exposed to lawful,
sexually explicit materials on the Internet. Internet pornography detracts from
the social and economic benefits of e-commerce, and national governments are
being driven to regulate the Internet to control these harmful practices.

Many governments around the world have been slow in extending the
application of their criminal laws to address the proliferation of illegal porn and
obscene materials on the Internet. Enforcement difficulties abound because
Internet markets are global while criminal laws differ from country to country.
Nonetheless, national governments and international police have increased the
amount of economic resources dedicated to the monitoring of the Internet and
the enforcement of child pornography laws.

Due to the lure of huge profits and the lack of effective criminal
sanctions, pornographers are expending economic resources to promote the
production and consumption of Internet porn. The inequity of this economic
shift of resources becomes more pronounced when consumers forego
purchasing from local outlets in favor of shopping online to avoid paying sales
and other transaction taxes. National governments should take immediate steps
to remove the tax loopholes exploited by porn vendors and consumers.

The Suggested Solution

If the illegal and harmful content on the Internet needs to be regulated
then the question is: how should this be achieved? Despite the popular
perception, the Internet is not a lawless place. The Internet is a complex,
anarchic, and multi-national environment where old concepts of regulation,
reliant as they are upon tangibility in time and space, may not be easily

134 www.innovationlaw.org/ pages/taxingobsceneprofits.2004.doc
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applicable or enforceable. This is why a wider concept of governance may be
more suitable.

There appears to be no single solution to the regulation of illegal and
harmful content on the Internet because the exact definition of offences
related to obscene publications and what is considered harmful varies from one
country to another. What is obscene in one country may be highly protected
speech in another. A recent European Commission Communication Paper
stated that each country may reach its own conclusion in defining the
borderline between what 5 permissible and not permissible. A multi-layered
governance system should be a mixture of national and international
legislation, and self-imposed regulation by the ISPs and on-line users. This
should include codes of conduct by the ISPs, software filters to be used by
parents, advice to parents and school teachers, hotlines and special
organizations to report illegal content on the Internet. But the base of the
pyramid must be the universal legal framework that needs to criminalize the
publication, distribution and selling of obscene materials over the Internet and
to prosecute them accordingly. Needless to say, without full international
cooperation, the implementation of the above recommendation on a global
level would be totally ineffective.
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CHAPTER 16. DIGITAL SIGNATURES

The Problem

A digital signature is a form of electronic signature. The term electronic
signature is used to describe the full range of electronic means in order to
confirm the sender of the message. These range from a file including a
graphical image of the sender’s handwritten signature (simple but unreliable) to
biometric techniques such as iris scans (complex but reliable).

The digital signature is a digital code that can be attached to an
electronically transmitted message that uniquely identifies the sender. Like a
written signature, the purpose of a digital signature is to guarantee that the
individual sending the message really is who he or she claims to be.

Digital signatures are based on public key technology, a special form of
encryption invented in the 1970s which uses two different keysiss. As two
different keys are used, this form of encryption is also known as asymmetric
cryptography. One key is kept secret (the private key) whereas the other key is
made publicly available (the public key). The two keys are generated
simultaneously and they are collectively known as a key pair. Once a message
has been encrypted using one of the two keys, it can only be decrypted by the
other key.

When sending a message over an open network such as the Internet,
public key cryptography can ensure confidentiality of the message. The public
key cryptography can also be used to verify the identity of the sender and the
integrity of the message.

Digital signatures are especially important for electronic commerce and are
a key component of most authentication schemes. To be effective, digital
signatures must be unforgeable. There are a number of different encryption
techniques to guarantee this level of security. A signature is not part of the
substance of a transaction, but rather of its representation or form. Signing
writings serve the following general purposes:

- Evidence: A signature authenticates writing by identifying the signer
with the signed document. When the signer makes a mark in a
distinctive manner, the writing becomes attributable to the signer.
Ceremony: The act of signing a document calls to the signer's attention
the legal significance of the signer's act, and thereby helps prevent
inconsiderate engagements.

Approval: In certain contexts defined by law or custom, a signature
expresses the signer's approval or authorization of the writing, or the
signer's intention that it has legal effect.

Efficiency and logistics: A signature on a written document often
imparts a sense of clarity and finality to the transaction and may lessen

135 www.bakernet.com/ecommerce/ Digital%20Signatures-Addressing%20the%20Legal%20Issues.doc
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the subsequent need to inquire beyond the face of a document.
Negotiable instruments, for example, rely upon formal requirements,
including a signature, for their ability to change hands with ease,
rapidity, and minimal interruption.

To achieve the basic purposes of signatures outlined above, a signature
must have the following attributes:s:

Signer authentication: A signature should indicate who signed a
document, message or record, and should be difficult for another
person to produce without due authorization.

Document authentication: A signature should identify what is signed,
making it impracticable to falsify or alter either the signed matter or
the signature without detection.

Signer authentication and document authentication are tools used to
exclude impersonators and forgers and are essential ingredients of what is
often called a nonrepudiation service in the terminology of the information
security profession. A nonrepudiation service provides assurance of the origin
or delivery of data in order to protect the sender against false denial by the
recipient that the data has been received, or to protect the recipient against
false denial by the sender that the data has been sent. Thus, a nonrepudiation
service provides evidence to prevent a person from unilaterally modifying or
terminating legal obligations arising out of a transaction effected by computer-
based means.

Digital signatures identify and authenticate the originator of the
information. They allow the receiver to ascertain the identity of the sender and
to determine and verify whether the message has changed during transit.

The core concern of electronic signature legislation has been electronic
documents, sometimes referred to as records or electronic records, and
signatures that are created, communicated, and stored in electronic form.
Generally, these signatures are referred to as either electronic signatures or
digital signatures. Unfortunately, these terms themselves have created
considerable confusion:s:

Electronic signature is a generic, technology-neutral term that refers to all
of the various methods by which one can sign an electronic record. Although
all electronic signatures are represented digitally (i.e., as a series of ones and
zeroes), they can take many forms and can be created by many different
technologies. Examples of electronic signatures include: a name typed at the
end of an email message by the sender; a digitized image of a handwritten
signature that is attached to an electronic document; a secret code or PIN
(such as that used with ATM cards and credit cards) to identify the sender to
the recipient; a code or handle that the sender of a message uses to identify

136 http://www.univie.ac.at/RI/AJLI/3/menzel/menzell.htm
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himself; a unique biometrics-based identifier, such as a fingerprint or a retinal
scan; and a digital signature (created through the use of public key
cryptography).

Digital signature is simply a term for one technology-specific type of
electronic signature. It involves the use of public key cryptography to sign a
message, and is perhaps the one type of electronic signature that has generated
the most business and technical efforts, as well as legislative responses.

A signature, whether electronic or on paper, is first and foremost a symbol
that signifies intent. The primary focus, of course, is on the intention to
authenticate, which distinguishes a signature from an autograph. Yet, the
nature of that intent will vary with the transaction, and in most cases can be
determined only by looking at the context in which the signature was made. A
signature may, for example, signify an intent to be bound to the terms of the
contract, the approval of a subordinate’s request for the funding of a project,
the confirmation that a signer has read and reviewed the contents of a memo,
an indication that the signer was the author of a document, or merely that the
contents of a document have been shown to the signer and that he or she has
had an opportunity to review them.

In addition to evidencing a person’s intent, a signature can also serve two
secondary purposes. First, a signature may be used to identify the person
signing. Second, a signature may serve as some evidence of the integrity of a
document, such as when parties sign a lengthy contract on the final page and
also initial all preceding pages to guard against alterations in the integrity of the
document through a substitution of pages.

For electronic transactions, these secondary signature functions of identity
and integrity can be the key. To the extent that electronic transactions are
automated, and conduct them over significant distances using easily altered
digital technology, the need for a way to ensure the identity of the sender and
the integrity of the document becomes pivotal: Unlike the world of paper-
based commerce, where the requirement of a signed writing most frequently
serves the function of showing that an already identified person made a
particular promise, in the e-commerce world, a requirement of an authenticated
electronic message serves not only this function, but the more fundamental
function of identifying the person making the promise contained in the
message in the first place. This additional function is critical in ecommerce
because there are few other methods of establishing the source of an electronic
message.

Thus, while handwritten signatures in most cases serve merely to indicate
the signer’s intent, signatures in an electronic environment typically serve three
critical purposest3 for the parties engaged in an e-commerce transaction, (a) to
identify the sender, (b) to indicate the sender’s intent (for example, to be

138 www.usaid.gov/locations/ europe_eurasia/pdfs/armeniaictpub.pdf
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bound by the terms of a contract), and (c) to ensure the integrity of the
document signed.

The Existing Texts

A wide range of actors are involved in digital signature issues: different
departments and agencies of national governments, individual corporations,
industry  associations, civil society organizations, inter-governmental
organizations at the regional and global levels, and other international groups
and organizations, some of which are multi-partite while others may represent
a single stakeholder group.

At regional level, both the OECD and APEC have done a lot of work on
e-commerce and maintain working groups that meet regularly to advance their
work programs. The focus of these organizations has been on analyzing issues
related to ecommerce, diffusing information, and developing guidelines and
recommendations intended to help coordinate national policies and practices
among their members. Although they are inter-governmental organizations,
they have involved other actors in their work.

At the international, inter-governmental level:

The World Trade Organization (WTQO) helped lay the foundation for e
commerce through its agreements on trade in telecommunications and other
services, and is the source of the moratorium agreement not to impose
customs duties on e-commerce. The WTO has also maintained a work
program on e-commerce for a number of years. Rather than involving
negotiation of a specific international agreement on ecommerce, this program
has provided a horizontal forum for identifying and examining the implications
of e-commerce for the different types of trade dealt with by the WTO (trade in
goods, services and intellectual property). This programme includes a capacity
building component designed to assist developing countries;

The United Nations Conference on Trade and Development (UNCTAD)
and the associated International Trade Centre (ITC) have done a lot of work
identifying and analyzing e-commerce issues, particularly from the perspective
of developing countries, and have important capacity-building roles;

The World Intellectual Property Organisation (WIPO) has concluded two
Internet treaties that update international copyright law so that it applies to
digital works, and maintains an ongoing Digital Agenda to address issues
related to e-commerce. In addition, WIPO provides the Domain Name
Dispute Resolution Service that arbitrates disputes about IPRs in domain
names:ss;

The United Nations Conference on International Trade-Related Laws
(UNCITRAL) has developed a model ecommerce law that has been adapted
and applied in a number of countries;

139 www.wgig.org/docs/WP-Ecommerce.pdf
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The United Nations Centre for Trade Facilitation and Electronic Business
(UN/CEFACT) develops recommendations aimed at facilitating trade through
the electronic exchange of traderelated information between government
agencies and the private businesses;

The International Telecommunication Union (ITU) has developed
technical standards related to e-commerce and has a technical assistance
program that aims at building capacity in relation to the technical and business
underpinnings of e-commerce.

While participation in the formal governance activities of inter-
governmental organizations is generally limited to governments, the ITU is a
notable exception in that it a wide variety of non-governmental actors in all but
its treaty-making activities. However, all intergovernmental organizations
generally incorporate non-governmental actors in their informal activities in
advisory or consultative roles, including those related to e-commerce, in
advisory or consultative roles.

Other international fora that have been active in e-commerce include:
Long-established business organizations, such as the International
Chamber of Commerce which has maintained a very active work
programme that produces reports and recommendations for its
members, national governments and international organizations on a
wide range of issues related to e-commerce;

Special initiatives by the business community, such as the Global
Business Dialogue, which does policy research and advocates on e
commerce iSsues;

Multi-partite initiatives, such as the G8 DOT Force and the UN ICT
Task Force, which have included representatives of national
governments, the private sector, civil society and international
organizations, and which have addressed selected issues related to e
commerce.

Yet a quick look at the electronic signature legislation currently enacted or
under consideration reveals that while there is agreement on where we
ultimately want to go, there is little agreement on how to get there. Legislation
ranges from a minimalist approach 4 that simply authorizes the use of
electronic signatures in very limited circumstances, to legislation that
establishes some evidentiary presumptions and default provisions that parties
can contract out of, to a very formal and highly regulatory approach governing
the manner in which digital signatures may be used and certification authorities
may operate.

Most legal systems have reduced formal requirements, or at least have
minimized the consequences of failure to satisfy formal requirements.
Nevertheless, this process is still in the beginning and various legal barriers still

140 www.ilpf.org/groups/analysis_IEDSI1.htm
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exist. Any case relating to electronic commerce is characterized by the asence
of written documents and their substitution with electronic documents. To
avoid difficult procedural requirements for daily used transactions which are
only electronically recorded several proposals demand a more or less
equalization of the legal effects between hand-written and digital signatures.
The formal requirements for legal transactions, including the need for
signatures, vary in the different proposals.

EUROPEAN UNION

The EU Directive on a Community Framework for Electronic Signatures
1999/93/EC, dated 13 December 1999, (Electronic Signatures Directive) lays
out the general framework for the use of electronic signatures for reliable and
legally valid communication by electronic means.

Article 2 (1) of the Electronic Signatures Directive defines simple
electronic signatures as data in electronic form which are attached to or logically
associated with other electronic data and which serve as a method of authentication.

Further, Article 2 (2) of the Electronic Signatures Directive defines
advanced electronic signatures as electronic signatures being:

i) uniquely linked to the signatory;

ii) capable of identifying the signatory;

ii) created using means that the signatory can maintain under his sole control; and

iv) linked to the data to which it relates in a manner that any subsequent changes to the

data are detectable.

Advanced electronic signatures require authentication by a Certification
Services provider, operating in accordance with the principles set out in the
Electronic Signatures Directive. Each advanced electronic signature is
materially identified by a specific qualified certificate containing various
characteristics prescribed in Annex | of the Electronic Signatures Directive.
These include, in particular, the designation as an advanced electronic
signature, the identification of the Certification Services provider, the duration
of the certificate and any other inherent limitations as to the scope and value of
transactions covered by the certificate.

Article 5 (1) of the Electronic Sgnatures Directive stipulates that only
advanced electronic signatures which have the same legal effect as hand-written
signatures in the individual EU Member States, are admissible as evidence in
legal proceedings. With regard to simple electronic signatures, Article 5 (2) of
the Electronic Signatures Directive provides that EU Member States must
ensure that such signatures are not denied legal effect or admissibility as
evidence in legal proceedings solely on the grounds that they do not qualify as
advanced electronic signatures. In consequence, when effecting Business to
Business (B2B) or B2C ecommerce transactions, a vendor must evaluate the
general accessibility of advanced electronic signatures, as opposed to simple
electronic signatures, for buyers.
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USA

The US electronic signature law (Electronic Signature in Global and
National Commerce Act of 2000) eliminates legal barriers to using electronic
technology to sign contracts, to collect and store documents, and to send and
receive notices and disclosures. Under the Act, no contract, signature or record
can be denied legal effect solely because it is in electronic form.

In the E-Sign Act Section 106(5), the term electronic signature is defined
broadly as follows: “The term electronic signature means an electronic sound, symbol, or
process attached to or logically associated with a contract or other record and executed or
adopted by a person with the intent to sign the record”.

CANADA

In May 2004, the Canadian government took important steps regarding the
use of digital signatures in Canada. Secure Electronic Signatures Regulations
were first issued pursuant to the Canadian Personal Information Protection
and Electronic Documents Act and the Canada Evidence Act. Later, Principles
for Electronic Authentication were published by Industry Canada. These
regulations and the principles facilitate the use of digital signatures in
communications with the federal government and in electronic commerce.

ASIA

Legislation passed in Asia regarding digital signatures nclude Australia’s
Electronic Transactions Act 1999, South Korea’s Electronic Transaction Basic
Act; Japan’s Draft Bill Concerning Electronic Signatures and Certification
Authorities and the Law Partially Amending the Trade Mark Law; Malaysia’s
Digital Signature Act 1997, the Philippines’ Electronic Commerce Act; and
India’s Information Technology Act 2000.

The Loopholes

It is a common opinion that many attributes of traditional paper-based
communications contribute to satisfying the legal requirements for signatures.
A company’s name and logo appearing on a purchase order, the letterhead at
the top of a correspondence, or the hand-written signature at the end of the
document are examples which reinforce authenticity, verification of identity,
non-repudiation and other functions of the written form. These attributes are
lost or weakened by the move into electronic messages.

With electronic communications there can be no traditional writing and
hand-written signing. The Internet is a place where spoofing and faking a false
identity can be realized very easily4t. When it is paper based, the medium and
the message are inherently bound together, and are transmitted together as one
physical object. In electronic information flows the medium is absent until it is
displayed on the screen or printed out. Therefore, evidence law perceives
reasonable differences in the quality of proof provided by traditional paper-
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based messages and simple electronic messages not secured with digital
signatures.

It is a logical consequence that an electronic system follows totally
different underlying principles, technical methods and uses different attributes
to provide the same functionality for the users. It is most important that a
signature should indicate the person who signed a ccument, message or
record, and it should be difficult for another person to produce it without
authorization.

The most crucial point to satisfy this requirement by the use of digital
signatures is the possibility to access a private key42, According to the nature
of the underlying technique of asymmetric encryption, anyone who has access
to the private key can digitally sign messages indistinguishable to the certified
holder of the responding key pair. The recipient of the message only can verify
the content of the certificate, but he cannot be sure as to who is really using the
private key to encrypt that message he has received. Restricting access to the
private key only for the authorized user is therefore the most critical task in the
complete system. This is done by the process of authentication, which is
executed to check the authorization of a user before granting access to a
private key for encrypting the hash code of a message. Authentication means
the service designed to verify the user’s identity. Identification and
authentication can be made by knowledge (for example: password protection),
by possession (for example a smart card), or by checking the user's human
characteristics (biometrics).

At a low security level the private key is stored on the hard disk of a
computer, which is often connected to the network. Knowledge of a password
is the only authentication to get access. The next step to secure private keys is
to store them on a medium, which is physically in the exclusive possession of
the certified key pair holder. Smart cards might comply with this condition,
because the hardware of the card is designed to prevent the extraction of the
data of the private key. These techniques satisfy the requirement of
authentication as long as the smart card remains in the exclusive possession of
the corresponding certificate holder.

Another possibility to prevent any voluntary undermining of
authentication is to force the restriction of use only to the certified person with
technical methods. Instead of authorizing the access privileges with a password
check, the system could also verify the matching of biometric attributes of the
user.

For e-commerce to develop and flourish, both consumers and businesses
must be confident that their transaction will not be intercepted or modified,
that the seller and the buyer are who they say they are, and that transaction
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mechanisms are available, legal, and secure. Building such trust and confidence
is the prerequisite to win over businesses and consumers to e-commerce.

Trust, of course, plays a role in virtually all commercial transactions.
Regardless of whether the deal is struck in cyber-space or in the more
traditional paper-based world, transacting parties must trust the messages that
form the basis for the bargain. Trusting a message, from a legal perspective,
requires consideration of the authenticity and integrity of the message, as well
as an assessment of whether the message is non-repudiable by the sender in the
event of a dispute.

In many cases, the law requires agreements to be both documented in
writing, and signed by the person who is to be held bound, in order for that
agreement to be enforceable. Statutes and regulations that demand transactions
to be in writing and signed are generally perceived to constitute barriers to e
commerce, which must be removed if e-commerce is to flourish.

Generally, a signature is any symbol executed or adopted by a party with
present intention to authenticate a writing43. Thus, the key requirement is not
the ink on paper, but rather the presence of a symbol coupled with the party’s
intention. Faxed signatures have also been assumed to constitute effective
signatures. Thus, any symbol or code on an electronic record that is intended
as a signature should also meet the requirement. Even a name typed at the end
of an email should qualify as a signature, so long as it was created with the
proper intent.

Unfortunately, the legislative approaches to what appears to be a simple
issue of merely removing barriers to eecommerce have been somewhat varied
and inconsistent, and may have actually made the situation worse. In clarifying
that electronic records meet writing requirements and that electronic signatures
meet signature requirements, statutes have differed greatly regarding two
fundamental issues: (1) what qualifies as a signature; and (2) what types of
transactions can be undertaken using electronic records and electronic
signatures.

Electronic signature legislation has also taken a variety of approaches
regarding the types of transactions for which the use of electronic signatures is
authorized. Nearly half of the states in the world expressly authorize the use of
electronic signatures for virtually all transactions. Other states have statutes
that authorize the use of electronic signatures only for certain categories of
transactions. Some states, however, condition the authorization to use
electronic signatures on the type of party involved in the transaction. For
example, some statutes authorize the use of electronic signatures only where
both parties are government agencies, while other statutes require at least one
of the parties to be a government entity. In yet other states, statutes authorize
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the use of electronic signatures only for transactions involving a specific private
entity, such as a financial institution.

Taking such varied approaches to what qualifies as an electronic signature,
what types of transactions can be undertaken electronically, and what types of
parties may use electronic signatures, may only make matters worse for e
commerce. For example, one problem created by statutes that authorize the
use of electronic signatures only for transactions involving certain types of
parties, or only for certain types of transactions, is that it raises a concern that,
by implication, any other use of electronic signatures is not authorized. By
providing for the enforceability of electronic signatures in certain limited types
of transactions, the legislature may have implicitly evidenced an intention to
preclude the enforceability of electronic signatures in other types of
transactions. When different states set different standards as to what attributes
are required for an electronic signature before it will be considered enforceable,
businesses face daunting practical difficulties in using electronic signatures for
transactions nationwide.

The Suggested Solution

Although it seems proper to reject the imposition of undue restrictions on
e-commerce, one must recognize that legislation can, if properly written,
encourage rather than restrict, and promote rather than disable, the desirable
public policy goal of global e-commerce. The promotion of electronic
signature legislation must distinguish between, (a) regulatory legislation, which
often dictates restrictive standards and conditions, and (b) enabling or
facilitating legislation, which can be used to support freedom of contract and
which can increase predictability and certainty in online transactions without
inhibiting the development of new business. Limiting the legislative helping
hand that is extended to ecommerce is not risk-free; benign neglect may well
produce stagnation or at least slow down the development of online
businesses.

Electronic signature legislation can and should serve as a vehicle for
advancing e-commerce, but it will no doubt need to adapt the legislative
approaches as new business models and technologies emerge. In order to avoid
future damage, international law must bind the contractual parties by the same
obligations and regulations related to digital signature worldwide. Consequent
violations through deception, forgery, theft etc, must be criminalized and
punished accordingly with fines and imprisonment. Such prosecution of the
perpetrators would be impossible without effective international cooperation.
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CHAPTER 17. CIVIL LIBERTIES

The Problem

The growth of the Internet has challenged the basic civil liberties of
citizens around the world. The advent of super-fast computing, high-
bandwidth Internet access, huge data warehouses, anonymous online speech,
ubiquitous email, and the advance of tools to track these communications
have all tested basic assumptions about these liberties. The specter of terrorists
using Internet technologies to carry out their gruesome work has prompted
increasingly stringent laws and regulations which have an even greater impact
on the balance between civil liberties and law enforcement.

It is necessary in the first place to make the distinction that civil liberties 144
refer to conceptual rights, and civil rights refer © legal rights. In other words,
civil liberties are personal rights as spelled out in constitutions and other
founding documents, such as the right to life, liberty, the pursuit of happiness,
free speech, freedom of religion, freedom of assembly, etc. Civil rights, on the
other hand, are the particulars of how those vague concepts are implemented
in law. Under this definition, civil liberties do not change, except when a
constitution is amended, but civil rights change regularly as new laws are made,
or new interpretations are ruled upon.

The right to privacy as it has been developed in these cases reflects the
values of a 19th century liberal democracy whose primary concern was to
protect the individual from inappropriate interference from the state. The
nature of communications networks now makes it equally pressing to protect
against potential invasion of personal autonomy by private interests or
individuals.

To resolve these issues, one has to first ask whether the values of
individual autonomy, cultural inclusiveness and knowledge-sharing will
determine the environment of electronic communications, or whether the
building of the information highway will be driven by the market needs of large
vested interests.

Privacy is the ability of an individual or group to prevent information
about themselves from becoming known to people other than those they
choose to give the information to. Privacy is sometimes related to anonymity,
although it is often most highly valued by people who are publicly known.

The right against unsanctioned intrusion of privacy by the government,
corporations or individuals is part of the laws of many countries, and in some
cases, of the constitutions themselves. Almost all countries have laws which in
some way limit privacy, for example taxation normally requires passing on
information about earnings. In some countries individual privacy may conflict

144 http://www.antipope.org/charlie/journo/civil-lib.html
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with freedom of speech laws and some laws may require public disclosure of
information which would be considered private in other countries and cultures.

Privacy may be voluntarily sacrificed, normally in exchange for perceived
benefits, but often with little benefit. It is one of the areas of security where
trade-offs become very clear and apparent. For the collection of taxes it is in
the interests of government and, probably, the rest of society, that an
individual’s earnings and income are known. On the other hand, that same
information may be used to select the individual or his family as a good target
for kidnapping. There is an obvious contradiction between these two interests.

Individuals may wish to keep their political viewpoints secret for a variety
of reasons; political groupings may be able to commit violence either when
successful (using the powers of the state) or when defeated (using their own
militias for example). This may be used to punish those who disagree with
these views. Many people have been tortured or killed for their political views
by dictators, terrorist groups, and even forces linked to democratically elected
politicians. The secret ballot, which is common in democratic elections
worldwide, is designed to maintain political privacy to limit any discrimination
against voters, and to avoid revenge attacks by those who were not elected.

Information concerning a person’s health is generally kept confidential in
the doctor/patient relationship. In most countries, the patient must grant
access before anyone other than the staff of medical institutions may view the
information. The reasons for keeping medical information private may include
possible discrimination against people with a certain medical conditions.

Many companies attempt to obtain as much information about customers
as possible, through loyalty cards and other kind of customer schemes. This
data is immensely valued by other companies, which may pay large amounts of
money for access to this information, for marketing purposes.

Governments in many countries are given powers to breach privacy4.
This is often due to criminal investigations, where police are permitted to seize
private property from a suspect's house. Telephone tapping, where all
information being transmitted over a phone line is secretly monitored, is often
permissible for Law Enforcement Agencies4’ although it sometimes requires
permission from a court. This can then be used as evidence in trials where it is
used to secure convictions against criminals.

There is little, if any, evidence on the level of public concern about privacy
in developing countries; the issue does not figure with any importance in the
policy agendas of these countries. The problems of security, the cost of living
and unemployment are all given higher priority.

Freedom of speech is the liberty to freely say what one pleases, as well as
the related liberty to hear what others have stated. Recently, it has been
commonly understood as encompassing all types of expression, including the
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freedom to create and distribute movies, pictures, songs, dances, and all other
forms of expressive communication.

Freedom of speech is often regarded as an integral concept in modern
liberal democracies, where it is understood to outlaw government censorship.
Free speech is also protected by international human rights law, notably under
Article 19 of the Universal Declaration of Human Rights, although
implementation remains lacking in many countries.

The right to freedom of expression is not considered unlimited; states may
still punish certain damaging expressions of opinion. Restrictions on free
speech are required to comply with a strict three part test: (a) they must be
provided by law; (b) they must pursue an aim recognized as legitimate; and (c)
they must be necessary or proportionate for the accomplishment of that aim.
Amongst the aims considered legitimate are protection of the rights and
reputations of others, and the protection of national security and public order,
health and morals.

Information technology now makes it virtually impossible for governments
and law enforcement agencies to control the exchange of information.
Traditional approaches to regulating freedom of expression assume that the
legal system is equipped to intervene. Courts can no longer be assured of their
ability to enforce their decisions.

Encryption of communication has become a festering sore on the Internet
civil lberties scene. It is virtually impossible to effectively ban all forms of
encryption; and there are many reasons why a ban would be undesirable. Most
Internet communications are carried out in plain text, but the need for
encryption is increasingly necessitated by the requirements of safety for
commercial transactions.

The freedom4¢ of the press to print and distribute is explicitly guaranteed
but is somewhat limited, particularly by laws governing obscenity and
defamation. Telephone networks follow common-carrier principles, they do
not impose content restrictions on the cargo they carry. It wo